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Introduction

Amazon Web Services (AWS) is the de facto leader in the worldwide cloud infrastructure market,
accounting for nearly 33% in 2019. As of January 2020, AWS offers nearly 160 global cloud-based
products including compute, storage, databases, analytics, networking, mobile, developer tools,

management tools, |oT, security and enterprise applications. Millions of customers, including
startups, large-scale enterprises, and government agencies rely on AWS cloud services to power
their business.

Developer tools have a high capacity for
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among DevOps teams that are doing cloud

native development today. In a 2019 Forrester survey of IT professionals, they found that many

software development teams are struggling with managing and integrating multiple tools. In order
to leverage AWS services, development teams can through five or more different tools just to deploy
code. Teams then have to manage these tools. Developers end up spending a lot of time maintaining
a complex toolchain rather than innovating or building new things.

Many organizations use AWS because it is an all-in-one cloud service, offering everything from
storage, to networking, to serverless under one roof. AWS is meant to be comprehensive, and that
can bring multiple benefits for its customers:

» Simplicity: All of our cloud data is one place.
» Convenience: AWS has everything we need.
» Reliability: We can rely on AWS to have solutions.

» Ease of use: We don’t have to train our team on multiple clouds.


https://www.srgresearch.com/articles/incremental-growth-cloud-spending-hits-new-high-while-amazon-and-microsoft-maintain-clear-lead-reno-nv-february-4-2020
https://www.srgresearch.com/articles/incremental-growth-cloud-spending-hits-new-high-while-amazon-and-microsoft-maintain-clear-lead-reno-nv-february-4-2020
https://aws.amazon.com/products/-providers/
https://aws.amazon.com/products/-providers/
https://about.gitlab.com/cloud-native/
https://about.gitlab.com/resources/whitepaper-forrester-manage-your-toolchain/

Teams that go “all-in” on AWS do so in order to simplify their cloud needs, but because AWS offers so
many cloud services, this simplicity does not come at the cost of functionality.

When it comes to DevOps tools, organizations can also take advantage of this all-in-one meets
functionality approach. Instead of bringing in separate tools, integrating them, and maintaining them,
DevOps teams can have the entire software development lifecycle in one application with GitLab.

How can you use GitLab for AWS?

What differentiates GitLab from other DevOps applications is that we allow teams to manage the
entire software development lifecycle from one interface, eliminating the need for a complicated
toolchain. Utilizing GitLab CI/CD, teams can customize deployments to any AWS service. In this white
paper, we’ll provide information on how GitLab integrates with five popular AWS services: Lambda,
Fargate, EKS, ECS, and EC2.
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https://about.gitlab.com/stages-devops-lifecycle/continuous-integration/

GitLab + Lambda

In the Cloud Native Computing Foundation (CNCF) 2019 survey, 41% of respondents use serverless

technology. Of those using serverless, 80% use a hosted platform vs. 20% who use installable
software. Of those using a hosted platform, the top tool is AWS Lambda (53%).

AWS Lambda is the leader when it comes to building serverless applications. In order to complete a
serverless application, organizations will need the following:

» A computing service
» A database service

» An HTTP gateway service

Lambda is an AWS proprietary compute service that integrates with other AWS services as well as
open source solutions. The majority of developers building serverless applications today rely on
Lambda functions.

The biggest roadblocks to serverless adoption remain tooling and workflows. Organizations love the
scalability and automation of serverless but don’t believe that they have the tools to implement it
effectively. Enterprises already working within a complicated toolchain are understandably hesitant
to add yet another tool into their stack.

GitLab allows users to deploy AWS Lambda functions and create rich serverless applications using a
combination of:

» Serverless Framework with AWS
» AWS Serverless Application Model (SAM)
» GitLab CI/CD

AVA


https://www.cncf.io/blog/2020/03/04/2019-cncf-survey-results-are-here-deployments-are-growing-in-size-and-speed-as-cloud-native-adoption-becomes-mainstream/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://serverless.com/aws-lambda/

GitLab users have the option to create a project from a Serverless Framework/JS template

® © ® Y NewProject- GitLab x

<« C Y & gitlab.com/projects/new?namespace_id=7241782

Projects Groups

New project

A project is where you house your files
(repository), plan your work (issues), and publish
your documentation (wiki), among other things.

Al features are enabled for blank projects, from
templates, or when importing, but you can
disable them afterward in the project settings.

To only use CI/CD features for an external
repository, choose CI/CD for external repo.

Information about additional Pages templates
and how to install them can be found in our
Pages getting started guide.

Tip: You can also create a project from the
command line. Show command

4x

* OB OVYOOEHNOOO§
Blank project Create from template Import project CI/CD for external repo

Learn how to contribute to the built-in templates

Built-in 20 Instance 0 Group 0

Ruby on Rails
£ Preview  [UESEHETS
X Includes an MVC structure, Gemfile, Rakefile, along with many others, to help you get started.

o i -
Preview Use template
Includes an MVC structure, mvnw and pom.xml to help you get started. L

NodeJS Express

Preview Use template

Includes an MVC structure to help you get started.
i0S (Swift]

v ( ) Preview Use template
A ready-to-go template for use with iOS Swift apps.
NET Core

@ g . . Preview Use template
A .NET Core console application template, customizable for any .NET Core project

Android 2
Preview Use template
A ready-to-go template for use with Android apps.

+ 4 GoMicro X
pene By o R R I NP T—— QIR Use template

® © ® iy NewProject - GitLab X

< C (Y @& gitlab.com/projects/new?namespace_id=7241782

&p GitLab  Projects v  Group:
your documentation (wiki), among other things.

All features are enabled for blank projects, from
templates, or when importing, but you can
disable them afterward in the project settings.

To only use CI/CD features for an external
repository, choose CI/CD for external repo.

Information about additional Pages templates
and how to install them can be found in our
Pages getting started guide.

Tip: You can also create a project from the
command line. Show command

a

* OKOVYOOUEHNOOO §

Learn how to contribute to the built-in templates

Template

#  Serverless Framework/JS Change template

Project name

Project URL Project slug

com/  abubak d aws-lambda-demo
Want to house several dependent projects under the same namespace? Create a group.
Project description (optional)

Description format

Visibility Level @
© & Private

Project access must be granted explicitly to each user.

Create project Cancel



® © ® ) NewProject-GitLab x  +

<« C O & gitlab.com/projects/new?namespace_id=7241782 * O K OQOY OO EHO0OOO 8 :

Pages/Hexo P
Preview Use template
Everything you need to create a GitLab Pages site using Hexo

Netlify/Hugo

Preview Use template
W' AHugo site that uses Netlify for Cl/CD instead of GitLab, but still with all the other great GitLab features. 7

e :

B2 Ne«l|fy/J§kyII § i - EVETAN Use template
‘W A Jekyll site that uses Netlify for CI/CD instead of GitLab, but still with all the other great GitLab features.

. Netlify/Plain HTML

%2

3 Preview Use template
W' Aplain HTML site that uses Netlify for CI/CD instead of GitLab, but still with all the other great GitLab features.

2. Netlify/GitBook =

BT 3 B B Preview Use template
W' AGitBook site that uses Netlify for CI/CD instead of GitLab, but still with all the other great GitLab features.
2 2

RN N*ﬂllfvlﬂm ) ) ) [JEVEV Use template
‘W' AHexo site that uses Netlify for Cl/CD instead of GitLab, but still with all the other great GitLab features.

SalesforceDX

Preview Use template
A project boilerplate for Salesforce App development with Salesforce Developer tools.

Serverless Framework/JS
A basic page and serverless function that uses AWS Lambda, AWS API Gateway, and GitLab Pages

“ £

Preview Use template

Once the import of the template is complete, you can then work with a sample project:

® © ® i) TEDemos/aws-lambda-demo X  +

€ 5 C o a gt " * OKOYOUEHOOO § :

Groups More or jump to. 1@

A aws-lambda-demo TE Demos > aws-lambda-demo > Detalls

1 Project overview @ The project was successfully imported. x
Details
Activity aws-lambda-demo &

Qv  ASar 0 YFok 0
Project ID: 17237218 | Leave project
Releases

. -o-1Commit ¥ 1Branch ¢J 0Tags [} 205KB Files
Value Stream Analytics

B Repository
master aws-lambda-demo / + v History Q Find file Web IDE & v
D Issues 0
Initialized from 'Serverless Framework/JS' project template 0e38e320 [
[} o
1) Merge Requests GitLab authored 3 months ago
4 Cl/CcD

B README R CI/CD configuration

Add LICENSE Add CHANGELOG Add CONTRIBUTING Add Kubernetes cluster
@ Operations

Name Last commit Last update
@ Packages P
o 8 featureTests Initialized from 'Serverless Framework/JS' project template Template repository: htt. 3 months ago

Wiki

W public Initialized from 'Serverless Framework/JS' project template Template repository: htt... 3 months ago
X% Snippets

- sic Initialized from 'Serverless Framework/JS' project template Template repository: htt... 3 months ago
£} Settings

@ .gitignore Initialized from 'Serverless Framework/JS' project template Template repository: htt... 3 months ago

B .gitlab-ciyml Initialized from 'Serverless Framework/JS' project template Template repository: htt... 3 months ago
« Collapse sidebar



Next step: create an AWS IAM account to use for authentication:

® © ® ) TEDemos/aws-lambda-demo X @ IAM Management Console x |+

<« C O @& console.aws.amazon. i 2region=t 2#/users$new?step: i * O QY O[O0 9 6 ‘ H

aW§ Services v Resource Groups v ittab v  Global v  Support ~

Add user 0 2 3 4 5

Set user details

‘You can add multiple users at once with the same access type and permissions. Learn more

User name* gitlab-lambda-demo

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* ¢ Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

* Required Cancel

@ Feedback @ En Privacy Policy ~ Term

Attach the necessary policies to the user:

® © ® ) TEDemos/aws-lambda-demo X @ IAM Management Console x |+

<« C (0 & console.aws.amazon i ?region= 2#/users$new?step=permissior KeyduserName.. % © &% @ ¥ @ © J O 9 @ &

aW§ Services v Resource Groups v ittab v  Global v  Support ~

Add user 1 ° 3 4 5

~ Set permissions

@) Copy permissions from Attach existing policies
'-.‘ Ad s to grous M existing user directly
Create policy <
Filter policies Q lambda Showing 13 results
Policy name ~ Type Used as
» AWSCodeDeployRoleForLambda AWS managed None
» AWSDeepLensLambdaFunctionAccessPolicy AWS managed None
» AWSLambdaBasicExecutionRole AWS managed None
» AWSLambdaDynamoDBExecutionRole AWS managed None
» AWSLambdaENIManagementAccess AWS managed None
» AWSLambdaExecute AWS managed None
» AWSLambdaFullAccess AWS managed None
» AWSLambdalnvocation-DynamoDB AWS managed

Cancel Previous Next: Tags

@ Feedback @ En Privacy Policy ~ Term




Once these steps are completed, you should have the following summary:

® © ® ) TEDemos/aws-lambda-demo X @ IAM Management Console x  +
< C Y @& console.aws.amazon i ?region= 2#[users$new?step=fi itab.. % @ Bk @O ¥ @ @ (10O O ©@  §
awg Services v Resource Groups v itlab ~ lobal ¥ Support v

Add user 1 2 3 4 °

© Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://206038703961.signin.aws.amazon.com/console

. Download .csv

User Access key ID Secret access key

» @& gitlab-lambda-demo AKIAS76G5D5M2RQ3CKMU ~ ********* Show

Close

@ Feedback @ En Privacy Policy ~ Term

Next step: Add the AWS_ACCESS_KEY and AWS_SECRET_ACCESS_KEY as CI/CD variables
to the project as shown below:

[ ] ® Ay CI/CDSettings - CI/CD - TEDe X % |AM Management Console X +

<« C O @ gitlab.com/abubakar-t lambda-d Lcd * OKKOYOOHOOO Y :

Projects Groups v More

Runners are processes that pick up and execute jobs for GitLab. Here you can register and see your Runners for this project. More information
A aws-lambda-demo

1 Project overview Variables @ Collapse

Environment variables are applied to environments via the runner. They can be protected by only exposing them to protected branches or tags. Additionally,

B Repository they can be masked so they are hidden in job logs, though they must match certain regexp requirements to do so. You can use environment variables for
& gl g
passwords, secret keys, or whatever you want. You may also add variables that are made available to the running application by prepending the variable key
D Issues 0 with K8S_SECRET_ . More information
I Mocgs Requests o Type Key Value State Masked Scope
Variable ¢ AWSACCESSKEY. s protected Masked All environments °
g Cl/CD
% Operations Variable ¢ AWSSECRETACCE  swweewsswsswsswss  Protected (I Masked All environments °
@ Packages
Variable ¢ Input variable key nput variable value  Protected Y Masked All environments
4
M wiki
X Snippets Reveal values
£} Settings
Group variables (inherited)
General
These variables are configured in the parent group settings, and will be active in the current project in addition to the project variables.
Members
_ Key Origin
Integrations
Webhooks
R it . . .
eposiion; Pipeline triggers Bxpend
& Collapse sidebar Triggers can force a specific branch or tag to get rebuilt with an API call. These tokens will impersonate their associated user including their access to projects

and their project permissions.



The project sample contains a .gitlab-ci.yml file. Changes made to the repository, or when a pipeline
is initiated, four Cl jobs (test, production, postdeploy_test and pages) are run as shown below:

® © ® iy gitiab-ciymi-master- TEDem: X  § IAM Management Console x| +

P C O & giab ambda-d gitlab-ciyml * OOV O Dooe 8§

b  Projects v  Groups v  More v

I avs ambéa-domo B .gitlab-ciyml 103k [ m WebIDE | Replace Delete [ B &

image:

X Project overview

B Repository
Files
Comnits
Branches
Tags
Contributors
Graph
Compare

Charts

CI_PROJECT_URL/~/settings/ci_cd"

Q

Issues o

=3

Merge Requests o - npm install
- npm run deploy ge production —verbose
nm production

N\

ci/co

o

Operations
@ Packages
0 wiki

X% Snippets.

£} Settings

+/public/

« Collapse sidebar

® © ® ) pipeline- TE Demos /aws-lamb: X § IAM Management Console x\ +

< C ¢ @ gitlab.com/abubakar-te-demos/aws-lambda-demo/pipelines/122532957 * OOV 0 Do0oQ0e 8 :

@ GitLab Projects v Groups v  More v Search or

TE Demos Pipelines

A aws-lambda-demo

1 Project overview running | Pipeline #122532957 triggered just now by ‘ Abubakar Siddiq Ango Delete

Repositon il :
B {Repository Initialized from 'Serverless Framework/JS' project template
D Issues 0 Template repository: https://gitlab.com/gitlab-org/project-templates/serverless—framework
Commit SHA: 410cbb3d966e229276e411539bb02c0dbad85ed
19 Merge Requests 0
g ci/cD © 4jobs formaster
Pipelines
ol atest
Jobs
Schedules o 0e38e320 -/ [
Charts
19 No related merge requests found.
& Operations
Pipeline Jobs 4 Tests 0
A Packages
e Test Deploy_function Test_deployed_function Deploy_pages
iki
X Snippets @ test N production © postdeploy_test N pages N
{} Settings
& Collapse sidebar



(V] GitLab Projects v  Groups v  More v

emos > aws- fa- Pipell
A aws-lambda-demo TE Demo: aws-lambda-demo ipelines > #1225632957

€ Project overview passed | Pipeline #122532957 triggered 22 hours ago by ‘ Abubakar Siddig Ango ¥

Reposito HTPYH H
3 Repasttory Initialized from 'Serverless Framework/JS' project template
ssues Template repository: https://gitlab.com/gitlab-org/project-templates/serverless—framewor!
(A 0 1 h itlab itlab: j 1 1 f k
Commit SHA: 410cbb3d966€2292f76e411539bb02c0dbad85e4
19 Merge Requests 0
4 Cl/CD © 9jobs formaster in 7 minutes and 4 seconds (queued for 162 minutes and 13 seconds)
Pipelines
P ED
Jobs
Schedules o 0e38e320 - [
& Operations 1% No related merge requests found.
@ Packages e
Pipeline Jobs 9  Tests 0
s+ Analytics
Test Deploy._function Test_deployed_function Deploy_pages Deploy
[ wiki
@ test C @ production C @ postdeploy._test C @ pages C @ pages:deploy
&% Snippets
L} Settings

Once the production job completes, the URL of the Lambda endpoint is created:

w GitLab cts v Groups v More v

A aws-lambda-demo
CloudFormation — CREATE_IN_PROGRESS — AWS::ApiGateway::Deployment - ApiGatewayDeployment1583170

045317
LY Project overview CloudFormation — CREATE_COMPLETE - AWS::ApiGateway::Deployment - ApiGatewayDeployment1583170045
317
B Repository CloudFormation — CREATE_COMPLETE — AWS::Lambda::Permission - HelloLambdaPermissionApiGateway
CloudFormation — UPDATE_COMPLETE_CLEANUP_IN_PROGRESS — AWS::CloudFormation::Stack — gitlab-exam
D Issues 0 ple-production
CloudFormation — UPDATE_COMPLETE - AWS::CloudFormation::Stack - gitlab-example-production
19 Merge Requests 0 Serverless: Stack update finished...
Service Information
4 Cl/CD service: gitlab-example
stage: production
Pipelines region: us-east-1
fobe stack: gitlab-example-production
resources: 12
Schedules api keys:
None
& Operations endpoints:
GET - https://8sxglpasw9.execute-api.us—east-1.amazonaws.com/production/hello
A Packages functions:
hello: gitlab-example-production-hello
L Analytics layers:
None
[ wiki Stack Outputs
HelloLambdaFunctionQualifiedArn: arn:aws:lambda:us-east-1:206038703961: function:gitlab-example-
&% Snippets production-hello:1
ServiceEndpoint: https://8sxglpasw9.execute-api.us—-east-1.amazonaws.com/production
£} Settings ServerlessDeploymentBucketName: gitlab-example-productio-serverlessdeploymentbuck-1flxdolsfj5ja

Serverless: Run the "serverless" command to setup monitoring, troubleshooting and testing.
Serverless: Stack Output processed with handler: src/handler.hello

Serverless: Stack Output saved to file: stack.json

stack.json: found 1 matching files
Uploading artifacts to coordinator... ok 1d=456475529 responseStatus=201 Created tok
en=689riPPR

&« Collapse sidebar

A



In this example, when a GET request is sent to the URL, it returns the following sample text:

No Environment

GET Lambda ® 4 oo
» Lambda B comments (0
GET v https://8sxglpasw9.execute-api.us-east-1.amazonaws.com/production/hello
Params \uthorizatior Headers (7) 3ody Pre-re

Query Params

KEY VALUE DESCRIPTION

Body Cookies Headers (12) est Results Status: 200 OK  Time: 1005ms  Size: 580 B

Pretty JSON + =)

{
"message": "AWS Lambda using GitlLab",
"params": null

i}

A WN R



GitLab + SAM

AWS SAM, at the highest level, is an open source framework for building serverless applications on

AWS. It can be considered an extension to CloudFormation that makes it easier to define and deploy
AWS resources - such as Lambda functions, APl Gateway APIs and DynamoDB tables - commonly
used in serverless applications.

In addition to its templating capabilities, SAM also includes a CLI for testing and deployment, though
some of the CLI commands are just aliases to underlying CloudFormation calls. In this sample project,

we used the AWS CloudFormation CLI to build and deploy our SAM application.

We’ve included a sample SAM application called “AWS News” in the {{cookiecutter.project_name}}
folder, but you can use the .gitlab-ci.yml file at the top of this repo with any SAM application.

First, install AWS SAM CLI:

@ ® abubakar_gitlab@Abubakars-MacBook-Pro: ~ w3

® /usr/local/Cellar/sqlite/3.31.1: 11 files, 4MB
Installing aws/tap/aws-sam-cli dependency: python
Downloading https://homebrew.bintray.com/bottles/python-3.7.6_1.catalina.bottle.tar.gz
Downloading from https://akamai.bintray.com/38/3871ef8b53270576c46489ae397f245b84772c4050

R A A A A A A R R A R A R R R A A B R R S i S et 190 0%
Pouring python-3.7.6_1.catalina.bottle.tar.gz
/usr/local/Cellar/python/3.7.6_1/bin/python3 -s setup.py —-no-user-cfg install --force —
/usr/local/Cellar/python/3.7.6_1/bin/python3 -s setup.py —-no-user-cfg install --force —
/usr/local/Cellar/python/3.7.6_1/bin/python3 -s setup.py --no-user-cfg install --force —-
Caveats

Python has been installed as

/usr/local/bin/python3

Unversioned symlinks “python™, “python-config®, “pip" etc. pointing to
‘python3’, “python3-config', ‘pip3" etc., respectively, have been installed into
/usr/local/opt/python/libexec/bin

You can install Python packages with
pip3 install <package>

They will install into the site-package directory
/usr/local/lib/python3.7/site-packages

See: https://docs.brew.sh/Homebrew-and-Python
Summary
® /usr/local/Cellar/python/3.7.6_1: 3,977 files, 61MB
Installing aws/tap/aws-sam-cli
Downloading https://github.com/awslabs/aws-sam-cli/releases/download/v0.43.0//aws-sam-cli
Downloading from https://github-production-release-asset-2e65be.s3.amazonaws.com/92205085
HH R R 100, 0%
Pouring aws-sam-cli-0.43.0.sierra.bottle.tar.gz
® /usr/local/Cellar/aws-sam-cli/@.43.0: 3,975 files, 63.2MB
“brew cleanup’ has not been run in 30 days, running now...
Removing: /Users/abubakar_gitlab/Library/Caches/Homebrew/dart——2.7.0.z (205.7MB)
Removing: /Users/abubakar_gitlab/Library/Caches/Homebrew/gmp—6.1.2_2.catalina.bottle.l.tar.gz... (996
.4KB)
Removing: /Users/abubakar_gitlab/Library/Caches/Homebrew/helm——3.0.2.catalina.bottle.tar.gz... (12.1MB

AVA


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/what-is-sam.html
https://github.com/awslabs/serverless-application-model
https://gitlab.com/gitlab-examples/aws-sam

Run the SAM init command to generate AWS SAM project using a hello-world example:

[ ] ® abubakar_gitlab@Abubakars-MacBook-Pro: ~/work/gitlab/demo
» sam init —r python3.8 —-n gitlab-aws—same-demo ——app-template "hello-world"

Cloning app templates from https://github.com/awslabs/aws-sam-cli-app-templates.git

Name: gitlab-aws-same-demo
Runtime: python3.8

Dependency Manager: pip
Application Template: hello-world
Output Directory:

Next steps can be found in the README file at ./gitlab—aws-same-demo/README.md

q = ~/work/gitlab/demo

N#1

took 55 X at 16:34:26 ©

Afolder is created for the project, in our casevnamed gitlab-aws-sam-demo. Next, we create

a .gitlab-ci.yml file to build and deploy the project.

@® ® vi .gitlab-ciyml
Image: python: latest
stages:
- deploy
production:
stage: deploy
before_script:
- pip3 install awscli ——upgrade
- pip3 install aws-sam-cli —--upgrade
script:

- sam build

- sam package ——output-template-file packaged.yaml —-—s3-bucket abubakar-aws—sam-demo

N1

- sam deploy —template-file packaged.yaml --stack-name gitlabpoc --s3-bucket abubakar-aws—sam-demo —-capabilities CAPABIL

LITY_IAM --region us-east-2

environment: production

".gitlab-ci.yml" 26L, 47@C

AVA


https://github.com/awslabs/aws-sam-cli-app-templates/tree/master/python3.8

Next, we run git init and push to GitLab:

Next steps can be found in the README file

> s

aws-sam-demo
gitlab-
gitlab

add o
git add .
Initiali empt

abubakar_gitlab@Abubakars-MacBook-Pro: ~/work/gitlab/demo/gitlab-aws-sam-demo

0/README . md

tlab-aws-same-demo

_gitlab
r_gitlab
gitlab

events
hello_world
gitlab template.yaml
r_gitlab 96 Ma 6:34 tests

.gitlab-ci.yml

README . md

events

hello_world

template.yaml
6 Mar tests

:abubakar-t gitlab

epository in /Users/abu work/gitlab/demo/gitlab

q = ~/work/gitlab/demo/gitlab-aws-sam-demo

381

Once the pipeline is complete, it outputs the URL of the serverless endpoint

as shown below:

& GitLab  Projects v

A aws-sam-demo

D s

1 Merge Requests

4 ci/co
Pipelines
Jobs

Schedules

@ Operations

& Collapse sidebar

M@ (@Y
am-demofpipelines/ 1232466

Groups v More Search or jump to...

TE Demos > aws-sam-demo » Pipeines > #123248083
sssed | Pipeline #123246683 triggered 1 hour agoby §  Abubakar Siddiq Ango %
Fix wrong file location
© 1jobformaster in 2 minutes and 17 seconds
) o<
o a0%5crac
19 No related merge requests found.

Pipeline Jobs 1 Tests 0

Deploy

(

©
[¢
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<« C O & gitab.com) 7 * OOYOUEDHDOO6 §
& Gitlab
G gitlab-aws-sam-demo production Retry

Region : us-east-2
Confirm changeset : False
£ Project overview
Deployment 53 bucket abubakar-aws-san-deno Duration: 1 minute 53 seconds
Capabilities APABILITY_IAN"] i om
B Repository 0 A = Timeout: 1h (from project)
SIS G S Runner: shared-runners-manager-
B . Initiating deploynent 4.gitab.com (#44949)
R Uploading to 4caa96129baf79e26fcag1738aBb 7601  tenplate 1069 / 1069.0 (100.00%
1% Merge Requests o 4 Commitb7ed7e77 [
Waiting for changeset to be created..
Sty s Initial Commit
IR CloudFormation stack changeset
pipelines operation LogicalResourceld ResourceType © Pipeline 123266816 for master
Jobs * Modify HelloWor dFunction deploy
* Modify rverlessRestApt
Schedules

- - @ production

Changeset created successfully. al s-eas
2020-03-04 15:40:04 - Waiting for stack create/update to complete

CloudFormation events from changeset

Resourcestatus ResourceType LogicalResourceld ResourceStatusReasan
o UPDATE_IN_PROGRESS HelloWorLdFunction
" UPDATE_COMPLETE S::Lambda: : Function HelloWorldFunction
o UPDATE_COHPLETE_CLEANU CloudForsation: S gitlabpoc
P_IN_PROGRESS
G ooy UPDATE_COMPLETE S::CloudFornation::S  gitlabpoc

CloudFormation outputs fron deployed stack

outputs

Key HelloWor dFunctionTanRole

Description Inplicit TAH Role created for Hello World function

Value arn:aws: ian: 1206038703961 role/gitlabpoc-

HelloWor ldFunct ionRole-1X6XTIUXQEKT6
HelloWorldApi

Description API Gateway endpoint URL for Prod stage for Hello World function

Value https://xlyl28b1s7. execute-api. us-east-2. anazonaws. con/Prod/hello/
HelloWorldFunction

iption Hello World Lambda Function ARN

Value arn:aws: lanbda: us-east-2:206038703961: function:gitlabpoc-

HelloWordFunction-1PR2HZIDZYSCT

Successfully created/updated stack - gitlabpoc in us-east-2

& Collapse sideba

Using curl with the Service endpoint shows the output required, which is “Hello World”.

® abubakar_gitlab@Abubakars-MacBook-Pro: ~/work/gitlab/demo/gitlab-aws-sam-demo 81

abubakar_gitlab staff 7620 Mar 4 16:34 README.md
abubakar_gitlab staff 06 Mar 4 16:34 events
abubakar_gitlab staff Mar 4 16:34 hello_world
ELIELE] staff 49 Mar 4 16:34 template.yaml
—XI= abubakar_gitlab staff 06 Mar 4 16:34 tests
) git init
git remote add origin git@gitlab.com:abubakar-te-demos/gitlab-aws-sam—-demo.git
git add
Initialized empty Git repository in /Users/abubakar_gitlab/work/gitlab/demo/gitlab-aws-sam-demo/.git/
> git commit -m "Initial Commit"
[master (root-commit) b7e47e7] Initial Commit
10 files changed, 606 insertions(+)
create mode 100644 .gitignore
create mode 100644 .gitlab-ci.yml
create mode 100644 README.md
create mode 100644 events/event.json
create mode 100644 hello_world/__init_ .py
create mode 100644 hello_world/app.py
create mode 100644 hello_world/requirements.txt
create mode 100644 template.yaml
create mode 100644 tests/unit/__init_
create mode 100644 tests/unit/test_har
> git push origin master
Enumerating objects: 15, done.
Counting objects: 100% (15/15), done.
Delta compression using up to 12 threads
Compressing objects: 1 (11/11), done.
Writing objects: 100% (15/15), 8.16 KiB | 2.72 MiB/s, done.
Total 15 (delta 1), reused 0 (delta 0)
To gitlab.com:abubakar-te-demos/gitlab—aws-sam-demo.git
* [new branch] master —> master
Branch 'master' set up to track remote branch 'master' from
> s
README . md events hello_world template.yaml tests
» curl
{"message": "hello world }E

q = ~/work/gitlab/demo/gitlab-aws-sam-demo at 16:41:32 ©



Additional resources:
» serverless.yaml Configuration

» Document how to deploy serverless functions to AWS Lambda

» Deploying AWS Lambda function using GitLab CI/CD
» AWS Serverless Application Model (SAM)

» Serverless Framework

» TriggerMesh KLR as a CI/CD provider

GitLab + Fargate

According to a recent Datadog market analysis, among companies running containers in AWS, 19%

use AWS Fargate - up from 14% the year before. Fargate’s rapid growth has helped Amazon Elastic
Container Service keep pace with the continuing adoption of Kubernetes in AWS environments.

AWS Fargate is a serverless compute engine for containers that works with both Amazon Elastic
Container Service (ECS) and Amazon Elastic Kubernetes Service (EKS). Fargate primarily removes

the need to provision and manage servers and allows developers to specify resources for each

application.
To get started using GitLab and Fargate you’ll need your AWS stack in place:

. An Amazon ECS cluster

. Aservice that belongs to the cluster that runs Fargate tasks

1
2
3. Anaccessible container registry for Docker images
4

. An Amazon ECS task definition that references a Docker image stored in your registry that
defines CPU and memory requirements

5. An application load balancer that redirects requests to healthy targets in a target group

6. Atarget group

Once you have these pieces in place, it’s just a matter of creating a GitLab CI/CD pipeline and updating
the .gitlab-ciymlfile.


https://gitlab.com/tech-marketing/workshops/serverless-workshop/-/blob/master/lab6/README.md
https://gitlab.com/gitlab-org/gitlab/issues/26676
https://docs.gitlab.com/ee/user/project/clusters/serverless/aws.html
https://docs.gitlab.com/ee/user/project/clusters/serverless/aws.html#aws-serverless-application-model
https://docs.gitlab.com/ee/user/project/clusters/serverless/aws.html#serverless-framework
https://docs.gitlab.com/ee/user/project/clusters/serverless/#deploying-functions
https://www.datadoghq.com/container-report/
https://aws.amazon.com/fargate/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_clusters.html
https://gitlab.com/help/user/project/container_registry
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-groups.html

Here is a sample script for a dev environment that specifies task definitions for a Fargate cluster:

deploy_sand:

M maven-web-app stage: deploy-sand
script:
- ntpd -q -p time.nist.gov
& Project
- apk add --no-cache curl jq python py-pip
- pip install awscli
B Repository - docker login -u $NEXUS USER -p $NEXUS PASS $NEXUS DOCKER HOST
- docker pull $NEXUS_DOCKER HOST/helloworld:latest
Files - export AWS_ACCESS_KEY_ID=$AWS_ACCESS_KEY_ID
- export AWS_SECRET ACCESS_KEY=$AWS_SECRET ACCESS_KEY
Commits - $(aws ecr get-login --no-include-email --region $AWS REGION | tr -d '\r')
- docker tag $NEXUS DOCKER HOST/helloworld:latest 206538721383.dkr.ecr.us-east-1.amazonaws.com/sophronio/helloworld:latest
Branches - docker push 206538721383.dkr.ecr.us-east-1.amazonaws.com/sophronio/helloworld: latest
- aws ecs register-task-definition --fanily maven-web-appl| --requires-compatibilities FARGATE --cpu 256 --memory 512 --cli-input-json file://hellowor
Tags - aws ecs update-service --cluster default --service helloworld-service --task-definition maven-web-app --region $AWS REGION
Contributors environment:
name: lab_sand
Graph url: http://ec2co-ecsel-1jwjwdt5k8ijk-1487890701. us-east-1.elb.amazonaws.com: 8080/
only:
Compare - master
Charts smoke_sand:
image: bioperl/bioperl
(D I 7 stage: deploy-sand
script:
LT o - perl ./smoke_test/smoke test.pl ec2co-ecsel-1jwjwdt5k8ijk-1487890701.us-east-1.elb.amazonaws.com:B8080
Merge Requests 0
# Cl/cD deploy_dev:
image: widerin/openshift-cli
@ Ope s!agei.deploy-dev
script:
- cat app.yml | envsubst > app.yml
0O wiki - cat app.yml

- oc login SOPENSHIFT_HOST -u $OPENSHIFT_USER -p $OPENSHIFT_PASS --insecure-skip-tls-verify=true

% - oc project demo-dev
- “oc get deployments $APP 2> /dev/null || oc create -f app.yml"
. - oc replace -f app.ynl
& Settings

- “oc get service $APP 2> /dev/null || oc expose deployment/$APP --port=8080"

- "ar nat rautac €APP In sdausmnll 1l ar avnnca carvira €APP . _hnctnama-halla.dau®

Additional resources:
See how the team at Web Captioner was able to use GitLab and AWS for one-click Fargate
deployments.

Read their story



https://webcaptioner.com/blog/2017/12/deploy-from-gitlab-to-aws-fargate/

GitLab + EKS

Amazon Elastic Kubernetes Service (EKS) is a fully managed Kubernetes service. The introduction of

Amazon Elastic Kubernetes Service (EKS) was widely applauded as it streamlines the abstraction of
the complexities in an environment and makes creating and managing Kubernetes clusters easier
with more granular controls around security and straightforward policies of how resources are used.

GitLab strives to increase developer productivity by automating repetitive tasks and allowing
developers to focus on business logic. We recently introduced support for auto-creating Kubernetes
clusters on Amazon EKS. GitLab also gives you the power to achieve the following use cases and
more:

» Highly scalable CI/CD system using GitLab Runner: There are times like holidays when little

to no changes to code are pushed to production, so why keep resources tied down? With the
Amazon EKS integration with GitLab, you can install GitLab Runner with just a click and your
Cl/CD will run effortlessly without worrying about running out of resources.

» Shared Cluster: Maintaining multiple Kubernetes clusters can be a pain and capital intensive.
With Amazon EKS, GitLab allows you to setup a cluster at Instance, Group and Project
levels. Kubernetes Namespaces are created for each GitLab project when the Amazon EKS is
integrated at Instance and Project level, allowing isolation and ensuring security.

» Review Apps: Reviewing changes to code or design can be tricky, you’ll need to check out
your branch and run the code in a test environment. GitLab integrated with Amazon EKS
deploys your app with new changes to a dynamic environment and all you need to do is click
on a “View App“ button to review changes.

» AutoDevOps detects, builds, tests, deploys, and monitors your applications, leveraging the
Amazon EKS integration. In this section, we will deploy a sample application to the Amazon
EKS cluster we create using AutoDevOps.

One-time setup on AWS to access resources

First, we need to create a “provision” role and a “service” role on AWS to grant GitLab access to AWS
resources and set up the necessary permissions to create and manage EKS clusters. You only need to
perform these steps once and you can reuse them anytime you want to perform another integration
or create more clusters.

AVA


https://aws.amazon.com/eks/
https://docs.gitlab.com/runner/
https://docs.gitlab.com/ee/user/instance/clusters/index.html
https://docs.gitlab.com/ee/user/group/clusters/index.html
https://docs.gitlab.com/ee/user/project/clusters/
https://docs.gitlab.com/ee/ci/review_apps/index.html
https://docs.gitlab.com/ee/topics/autodevops/

Step 1 - Create provision role
To grant GitLab access to your AWS resources, a “provision role” is required.

1. Access GitLab Kubernetes Integration Page by clicking on the "Kubernetes” menu for groups
and Operations > Kubernetes menu for projects and click the “Add Kubernetes Cluster”
button.

2. Select “Amazon EKS” in the options provided under the “Create new cluster on EKS” tab.

3. You are provided with an Account and External ID to use for authentication. Make note of
these values to be used in a later step.

TE Demos > Kubernetes

Add a Kubernetes cluster

N N Create new cluster on EKS Add existing cluster
integration

Adding a Kubernetes cluster to your group will
automatically share the cluster across all your Create cluster on
projects. Use review apps, deploy your

applications, and easily run your pipelines for all
projects using the same cluster. I K‘ @
Learn more about group Kubernetes clusters

Amazon EKS Google GKE

Authenticate with Amazon Web Services

You must grant access 1o your organization's AWS resources in order to create a new EKS cluster. To grant access, create a provision role using the
account and external ID below and provide us the ARN.

Account ID External ID

855262394183 [} 943975703b0c7d7b31b16c8a28843¢c78b38b6102 ]

Create a provision role on Amazon Web Services & using the account and external ID above. More information

Provision Role ARN
The Amazon Resource Name (ARN) associated with your role. If you do not have a provision role, first create one on Amazon Web Services (£' using the
above account and external IDs. More information

Authenticate with AWS

4, Open |AM Management Console in another tab and click on “Create Role”



5. Click on the “Another AWS account” tab and provide the Account and External ID obtained
from GitLab and click Next to set permissions as shown below:

€ > C (@ consol * OXO0OYOUHDOO0O® %40

A0 e T S s

Create role G 2 3 a4
Select type of trusted entity

P s sorve 8, Anotner AwS accoun t @ Web ety @ SAML 2.0 fodoration

Allows entiies in other accounts to perform actions in this account. Learn moro

Specify accounts that can use this role

Account ID* 855262304183 o

Options ¥/ Require external ID (Best practice when a third party will assume this role)

1D166822884367B03B06107

Require MFA@

® Foodback @ English (US) 2008 - 2020, o, Inc.or s afifates. Al Fints reseved.  Prvacy oy Terms of Use

On the permissions page, click on “Create policy.” {
. . . 13 1 M. [13 —_ — ”
This will open a new tab where you can set either Version®: ©2012-10-177,
.. . “Statement”: [
of the permissions below using JSON: ;
“Effect”: “Allow?”,
“Action”: [
“autoscaling:*”,
“cloudformation:x”,
“ec2:*”,
“ekS:*H’
“-iam:*”’
“Ssm:*”
1,

“Resource”: “x”



This gives GitLab full access to create and manage resources, as seen in the image below:

ece y Tevemo: x| § X % WMensgemenConsce x|+

€ > CQ @ conso w * OKEOYOUEHOO® 78O

A T e

Review policy

Namer [ GnLan e Futnccos Potey

Description
Maxinum 1000 characer. Use alphanum r
Summary
Qi
Resource Request conditi
None
Non
Non
Non
Non
Systems Manager Full access Non
SR Gancel [LECT Ml Create poiicy

® Foodback @ English (US) ©.2008 - 2020, A i o s affiates. Al ighs reservec.  Pracy Poly  Terms o Use

If you prefer limited permission, you can give GitLab the ability to create resources, but not delete
them with the JSON snippet below. The drawback here is if an error is encountered during the
creation process, changes will not be rolled back and you must remove resources manually.

You can do this by deleting the relevant CloudFormation stack.



“Version”: “2012-10-17”,
“Statement”: [
{

“Effect”: “Allow”,

“Action”: [
“autoscaling:CreateAutoScalingGroup”,
“autoscaling:DescribeAutoScalingGroups”,
“autoscaling:DescribeScalingActivities”,
“autoscaling:UpdateAutoScalingGroup”,
“autoscaling:CreateLaunchConfiguration”,
“autoscaling:DescribeLaunchConfigurations”,
“cloudformation:CreateStack?”,
“cloudformation:DescribeStacks?”,
“ec2:AuthorizeSecurityGroupEgress”,
“ec2:AuthorizeSecurityGroupIngress”,
“ec2:RevokeSecurityGroupEgress”,
“ec2:RevokeSecurityGroupIngress?”,
“ec2:CreateSecurityGroup”,
“ec2:createTags”,
“ec2:DescribelImages”,
“ec2:DescribeKeyPairs?”,
“ec2:DescribeRegions?”,
“ec2:DescribeSecurityGroups”,
“ec2:DescribeSubnets”,
“ec2:DescribeVpcs?”,
“eks:CreateCluster?”,
“eks:DescribeCluster?”,
“jam:AddRoleToInstanceProfile”,
“jam:AttachRolePolicy”,
“jam:CreateRole”,
“jam:CreateInstanceProfile”,
“jam:CreateServicelLinkedRole”,
“jam:GetRole”,
“jam:ListRoles?”,
“jam:PassRole”,
“ssm:GetParameters”

1,

“Resource”: “x”



6.

Summary

7‘

8.

9.

The image below visualizes what permissions are granted:

Q, Filter
Service ~ Acgass level Resource Request condition
Allow (6 of 222 services) Show remaining 216
CloudFormation Limited: List, Write All resources None
EC2 Limited: List, Write, Tagging All resources None
EC2 Auto Scaling Limited: List, Write, Tagging All resources MNone
EKS Limited: Read, Write All resources None
1AM Limited: List, Read, Write, Permissions All resources None
management
Systems Manager Limited: Read All resources None
Once the policy is created, return to the “Create Role” browser tab and refresh to see the
policy we created listed. Select the policy and click “Next.”
In the Tags section, we don’t need to set any Tags, except if it’s required in your organization.
Let’s proceed to Review.
Specify a Name for your new Role. You will see the policy we created listed under policies and

click “Create Role” to complete the process.

10. Click on the new Role you created in the list of Roles to view its details. You may have to

search for it in the list of Roles if it’s not listed in the first view. Copy the Role ARN provided -
we will need it on the GitLab Kubernetes Integration page.



Step 2 - Create service role
The Service Role is required to allow Amazon EKS and the Kubernetes control plane to manage AWS
resources on your behalf.

1. InthelAM Management Console, click on “Create Role” and select the “AWS service” tab.

2. Select EKS in the list of services and Use Cases as shown below and click Next.

Create role o : 3 a

Select type of trusted entity

."i AWS service @ Another AWS accol

@ Web Identity SAML 2.0 federation
EC2, Lambda and others Ml Bclonging to you or 3rd b

orany OpeniD Your corporate directory

Allows AWS services to perform actions on your behalf. Learn more
Choose a use case

Commeon use cases

EC2
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

Or select a service to view it's use cases

AP| Gateway CodeDeploy EMR KMS RoboMaker
AWS Backup CodeGuru ElastiCache Kinesis S3
AWS Chatbot CodeStar Notifications Elastic Beanstalk Lambda SMS
AWS Support Comprehend Elastic Container Service Lex SNS
Amplify Config Elastic Transcoder License Manager SWF
AppStream 2.0 Connect ElasticLoadBalancing Machine Learning SageMaker
AppSync DMS Forecast Macie Security Hub
Application Auto Scaling Data Lifecycle Manager Global Accelerator MediaGonvert Service Catalog
Application Discovery Data Pipeline Glue Migration Hub Step Functions
Service

DataSync Greengrass OpsWorks Storage Gateway
Batch

Deeplens GuardDuty Personalize Textract
Chime )

Directory Service Health Organizational View — QLDB Transfer
CloudFormation

DynamoDB IAM Access Analyzer RAM Trusted Advisor
CloudHSM

EC2 Inspector RDS VPC
CloudTralil

EC2 - Fleet loT Redshift WorkLink
CloudWatch Application

EG2 Auto Scaling 10T Things Graph Rekognition WorkMail
Insights

EKS

CloudWatch Events

CodeBuild
Select your use case
EKS

Allows EKS to manage clusters on your behalf.

EKS - Fargate pod
Allows access to other AWS service resources that are required to run Amazon EKS pods on AWS Fargate.

EKS - Fargate profile
Allows EKS to run Fargate tasks.

EKS - Nodegroup
Allow EKS to manage nodegroups on your behalf.

* Required Cancel Next: Permissions



3. You will notice the “AmazonEKSClusterPolicy” and “AmazonEKSServicePolicy” permissions
are selected. Click through the Tags step and create if necessary, then click Next to get to the
Review step. Click “Create Role” to complete the process.

eve y TEDemos x % x x| +
< C (¥ @ console.aws.amazon.com/iam/home?#roles/GitLab_EKS_Role * ORXOYOQOUEHOO® QO
Services v~ Resource Groups v % abubakar-gitlab +  Global ~  Support ~
Identity and Access Holes > GitLab_EKS_Role
‘
Management (IAM) Summ ary Fm—
Dashboard Role ARN  am:aws:iam::20603870396 1:role/GitLab_EKS_Role €]
+ Access management Role description ~ Edit
Groups Instance Profile ARNs (7]
Users Path  /
Roles Croation time  2020-02-23 07:55 UTC+0100
Policies Lastactivty  Not accossed n the tracking period
Identity providers Maximum CLUAP! session duration 1 hour Edit
Account settings Give this link to users who can switch  psy/s an_EKS @&

roles In the console
~ Access reports

Access analyzer Permissions  Trustrelationships  Tags  Access Advisor  Revoke sessions.

Arehive rules ~ Permissions policies (1 policy applied)

Attach policies © Add inline policy

Organization activty Polioy name ~ Polioy type ~

‘Service control policies (SCPs)

Analyzer detalls

Gredential report

» Gitiab_EKS_FullAccess_Policy Managed policy x

Q sear

» Permissions boundary (not set)

® Foodback @ English (US) [ ————




GitLab EKS Integration

You only need to create the Provision and Service role once if you don’t already have them in your

organi

1.

zation’s AWS setup. You can reuse the roles for other integrations or cluster creations.

Return to the GitLab Kubernetes Integration page and provide the Role ARN of the
Provision Role we created earlier and click “Authenticate with AWS.”

TE Demos > Kubemetes

Add a Kubernetes cluster

; N Create new cluster on EKS Add existing cluster
integration

Adding a Kubernetes cluster to your group will

automatieally share the cluster across all your Create cluster on

projects. Use revi
applications, and

lew apps, deploy your

easily run your pipelines for all
projects using the same cluster. (K‘ @

Learn more about group Kubernetes clusters

Amazon EKS Google GKE

Authenticate with Amazon Web Services

You must grant access to your organization's AWS resources in order to create a new EKS cluster. To grant access, create a provision role using the
account and external ID below and provide us the ARN.

Account ID External ID
855262394183 B 94a9f5703b0c7d7b31b16c8a28843c78b38b6102 &

Greate a provision role on Amazon Web Services (' using the account and external ID above. More information

Provision Role ARN

The Amazon Resource Name (ARN) associated with your role. If you do not have a provision role, first create one on Amazon Web Services (%' using the
above account and external IDs. More information

enticate with AWS

Once authenticated, you’ll have a page to set the parameters needed to set up your cluster as
shown in the image below and click on “Create Kubernetes Cluster” to let GitLab do its magic!

The parameters you’ll need to provide are:

» Kubernetes cluster name - The name you wish to give the cluster.

» Environment scope - The GitLab environment associated with this cluster; * denotes

the cluster will be used for deployments to all environments.

» Kubernetes version - The Kubernetes version to use. Currently, the only version supported
is 1.14.

» Role name - The service role we created earlier.
» Region - The AWS region in which the cluster will be created.

» Key pair name - Select the key pair that you can use to connect to your worker nodes
if required.

» VPC - Select a VPC to use for your EKS Cluster resources.

» Subnets - Choose the subnets in your VPC where your worker nodes will run.


https://docs.gitlab.com/ee/user/project/clusters/index.html#setting-the-environment-scope-premium
https://docs.gitlab.com/ee/user/project/clusters/index.html#setting-the-environment-scope-premium
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html

» Security group - Choose the security group to apply to the EKS-managed Elastic Network
Interfaces that are created in your worker node subnets. AWS provides a default group, which
can be used for the purpose of this guide. However, you are advised to setup up the right
rules required for your resources.

» Instance type - The AWS instance type of your worker nodes.
» Node count - The number of worker nodes.

» GitLab-managed cluster - Leave this checked if you want GitLab to manage namespaces
and service accounts for this cluster.

® ©® iy KkubemetesCluster- TEDemos X ] Amazon EKS Service IAMRole - X | § IAM Management Console x | % 1AM Management Console x| +

€ C (0 @ gitiab lemos/- provider=aws * OEOQOYOUEHOOE %80

&) Gitlab  Projects~  Groups v More v Search or ump o... a Do I'e me @ M-

TEDemos » Kubemetes

T  TEDemos
£ Group overview Add a Kubernetes cluster Greate new cluster on EKS Add existing cluster
integration
O Issues 9 Adding a Kubernetes cluster o your group will
automatically share the cluster across all your Create cluster on
I% Merge Requests O projects. Use review apps, deploy your
applications, and easily run your pipelines for all
& Kubernetes projects using the same cluster. ‘ K‘ @
& Members Learn more about group Kubernetes clusters
Amazon EKS Google GKE
£ Settings

Enter the details for your Amazon EKS Kubernetes cluster
Read our help page on Kubernetes cluster integration.
Kubernetes cluster name
gitlab-eks-us-east
Environment scope
Kubernetes version

114

Service role
GitLab_EKS_Service_Role

Your service role is distinct from the provision role used when authenticating. It will allow Amazon EKS and the Kubernetes control plane to manage
AWS resources on your behalf. To use a new role, first create one on Amazon Web Services (2.

Region
us-east-2
Learn more about Regions
Key pair name
abubakar

Select the key pair name that will be used to create EC2 nodes. To use a new key pair name, first create one on Amazon Web Services (2!

vPC
vpc-adef20ct
Select a VPC to use for your EKS Cluster resources. To use anew VPC, first create one on Amazon Web Services (7'
Subnets
subnet-d9dbd95, subnet-7d38cf16, subnet-2fd3ie55
Choose the subnets (Z'in your VPC where your worker nodes will run.
Security group
defauit
Choose the security group (" to apply to the EKS-managed Elastic Network Interfaces that are created in your worker node subnets.
Instance type
t2large
Choose the worker node instance type (7'
Number of nodes

3

GitLab-managed cluster

Allow GitLab to manage namespace and service accounts for this cluster. More information

Create Kubernetes cluster

& Collapse sidebar

A abubakar (1).pem A A abubakar.pem A Show All | X



https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/ec2/instance-types/
https://docs.gitlab.com/ee/user/project/clusters/index.html#gitlab-managed-clusters
https://docs.gitlab.com/ee/user/project/clusters/index.html#gitlab-managed-clusters

3. The cluster creation process will take approximately 10 minutes. Once done you can proceed
to install some predefined applications. At the very least, you need to install the following:

» Helm Tiller: This is required to install the other applications.

» Ingress: This provides SSL termination, load balancing and name-based virtual hosting you
your applications. It acts as a web proxy for your application, which is useful when using
AutoDevOps or deploying your own apps.

» Cert Manager: This is a native Kubernetes certificate management controller, which helps
in issuing certificates using Let’s Encrypt. You don’t need this if you want to use a custom
Certificate issuer.

» Prometheus: GitLab uses the Prometheus integration for automatic monitoring of your
applications to collect metrics from Kubernetes containers allowing you to understand
what is going on from within the GitLab Ul.
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3. To make use of Auto Review Apps and Auto Deploy stages of AutoDevOps, you will need to
specify a Base Domain name with a wild card DNS pointing to the Ingress Endpoint generated

when you Install Ingress in the list of predefined apps

Additional resources:

» Adding and removing Kubernetes clusters

» GitLab 12.5 with EKS Cluster Creation & Environments Dashboard

» Preparing EKS resources

GitLab + ECS

Amazon Elastic Container Service (ECS) is a fully managed container orchestration service. ECS inte-
grates with many other services, such as AWS Identity and Access Management (IAM), and Amazon
CloudWatch. ECS also gives applications the flexibility to use a mix of Amazon EC2 and AWS Fargate

with Spot and On-Demand pricing options.

GitLab provides a series of Cl templates that you can include in your project. To automate deploy-
ments of your application to your Amazon Elastic Container Service (ECS) cluster, you can include the
Deploy-ECS.gitlab-ci.yml template in your .gitlab-ci.yml file.

Before getting started with this process, you will need a cluster on AWS ECS, as well as related com-
ponents, like an ECS service, ECS task definition, a database on AWS RDS, etc.

After you’re all set up on AWS ECS, follow these steps:

1. Make sure your AWS credentials are set up as environment variables for your project.
You can follow the steps above to complete this setup.

2. Add these variables to your project’s .gitlab-ci.yml file:

» variables:
» CI_AWS_ECS_CLUSTER: my-cluster
» CI_AWS_ECS_SERVICE: my-service
» CI_AWS_ECS_TASK_DEFINITION: my-task-definition


https://docs.gitlab.com/ee/topics/autodevops/quick_start_guide.html
https://docs.gitlab.com/ee/user/project/clusters/add_remove_clusters.html
https://about.gitlab.com/releases/2019/11/22/gitlab-12-5-released/
https://docs.gitlab.com/charts/installation/cloud/eks.html
https://aws.amazon.com/ecs/
https://docs.gitlab.com/ee/ci/yaml/README.html#include
https://docs.gitlab.com/ee/ci/cloud_deployment/index.html#aws

» Three variables are defined in this snippet:

» CI_AWS_ECS_CLUSTER: The name of your AWS ECS cluster that you’re targeting for
your deployments.

» CI_AWS_ECS_SERVICE: The name of the targeted service tied to your AWS ECS cluster.

» CI_AWS_ECS_TASK_DEFINITION: The name of the task definition tied to the service
mentioned above.

You can find these names after selecting the targeted cluster on your AWS ECS dashboard:

Clusters > my-cluster

Cluster : my-cluster

RSl | Delete Cluster
Get a detailed view of the resources on your cluster.

Status  ACTIVE

ces 1
0 Fargate, 0 EC2
unt 0 Fargate, 1 EC2

unt 0 Fargate, 1 EC2

0 Fargate, 0 EC2

Services Tasks ECS Instances Metrics Scheduled Tasks Tags

Launch type ALL v  Servicetype ALL -

Capacity Providers

Status Service type Task Definition Desired tasks Running tasks Launch type Platform version

my-service ACTIVE REPLICA my-task-definition:10 1 0

3. Include this template in .gitlab-ci.yml: include:
- template: Deploy-ECS.gitlab-ci.yml

4, The Deploy-ECS template ships with GitLab and is available on GitLab.com.

Commit and push your updated .gitlab-ci.yml to your project’s repository, and you’re done!

The application Docker image will be rebuilt and pushed to the GitLab registry. The targeted task

definition will be updated with the location of the new Docker image, and a new revision will
be created in ECS as result.

Last, your AWS ECS service will be updated with the new revision of the task definition, making
the cluster pull the newest version of your application.

A 4



Additional resources:

» Deploy your application to AWS Elastic Container Service (ECS)

» Automatically deploy to ECS (Amazon Container Service) (#39089) - Issues - GitLab.org

» How to configure a Gitlab / ECS continuous deployment pipeline

GitLab + EC2

Amazon Elastic Compute Cloud (EC2) is a web service that provides secure, resizable compute

capacity in the cloud. It is designed to make web-scale cloud computing easier for developers.

If you would like to connect EC2 and GitLab from the AWS Console, select an Amazon Machine Image

(AMI) from the available templates.

Choose an instance type optimized to fit your unique use cases:

Step 2: Choose an Instance Type
Amazon EG2 provides a wide slection of nstanca fypss optimized to f differant use Cases. Instances are vinual servers that can run appications. They have varying combinations of GPU, memory,storags, and networking capacty, and give you the fexibity to choosa the appropriat mi of resources for your appications. Leam mors about nstance types and ha
noeds

Fiterby:  Allinstancetypes v Currentgeneration v Show/Hide Columns

‘Gurrently selected: ©2.micro (Variable EGUS, 1 VGPUS, 2.5 GHz, Intel Xeon Family, 1 GIB memory, EBS only)

Family v Type. VCPUs (i Memory(GiB) -~ Instance Storage (GB) (i EBS-Optimized Available i Network Performance (i

General purpose 2.nano 1 0s €85 only Low to Moderato

] General purpose {2miero 1 1 €8S ony - Lowto Moderate

Genera purposs smal ' 2 €85 ony - Lowto Moderate

m General purpose 2medum 2 4 €85 ony - Low to Modsrate

Geners purpose iarg 2 s €8S only 2 Low to Moderate
General purposs 2xiarge 4 3 €85 ony - Moderat
22xiarg s %2 €85 ony . Modsrate

t5anan 2 05 €8S only Yo Upto’ Gigabit

tamio 2 1 €8S only Yoo Up 1o’ Gigabi

t3asmal 2 2 €8S only Yos Up 1o’ Gigabi

i medum 2 ‘ €8S only Yo Upto5 Gigabit

Galage 2 s €85 only o Upto’ Gigabit

ttaxiarge 4 n €8S only Yos Up o5 Gigabi

2 2xargo s 2 €8S only Yoo Up o5 Gigabit

s 2 0s €85 only Yoo Upto’s Gigabit

3 micr 2 1 €85 ony os Upto5 Gigadit

wsmal 2 2 €85 ony Yes Upto’s Gigabit

@ medum ¥ €85 only Yos Up o5 Gigadit

t3arge X = EBS only Yes. Up to 5 Gigabit

e - eBs ony ves Uptos Gigann

10.2xlarge L = EBS only Yes Up1to'5 Gigabit

3:27 = R

Your GitLab instance is going to need to talk to the Runners over the network, and that is something
you need to think about when configuring any AWS security groups or when setting up your DNS
configuration.


https://docs.gitlab.com/ee/ci/cloud_deployment/index.html#deploy-your-application-to-aws-elastic-container-service-ecs
https://gitlab.com/gitlab-org/gitlab/issues/39089
https://jeanphix.github.io/2017/06/14/how-to-configure-a-gitlab-ecs-continuous-deployment-pipeline/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

Developers can also use Terraform to spin up an AWS instance to easily target EC2. If you would like
more information, we’ve included a sample Terraform project to launch on AWS EC2.

GitLab can be a useful tool for utilizing EC2 spot instances. Amazon EC2 Spot instances allow you to
bid on spare Amazon EC2 computing capacity. Since Spot instances are often available at a discount
compared to On-Demand pricing, you can significantly reduce the cost of running your applications,
grow your application’s compute capacity and throughput for the same budget, and enable new

types of cloud computing applications.

Substrakt Health, a technology company that provides digital solutions for the National Health
Service (NHS), used Autoscaling GitLab Runners to save 90% on their EC2 costs.

Read their story

Additional resources:

» Creating an IAM EC2 instance role and profile
» Deploy Code to AWS EC2 Instances Automatically with GitLab

» Autoscaling GitLab Runner on AWS EC2



https://www.terraform.io/
https://gitlab.com/gitlab-com/alliances/hashicorp/sandbox-projects/gitlab-with-gitlab-via-terraform-to-aws
https://docs.gitlab.com/runner/configuration/runner_autoscale_aws/
https://docs.gitlab.com/ee/install/aws/#creating-an-iam-ec2-instance-role-and-profile
https://www.youtube.com/watch?v=JYVSe-cSAzI
https://docs.gitlab.com/runner/configuration/runner_autoscale_aws/
https://about.gitlab.com/blog/2017/11/23/autoscale-ci-runners/

Additional AWS functionality in
the works

» 12.10 Autoscaling GitLab Cl jobs on AWS Fargate

» 13.0 Template for Deploying to AWS EC2

» 13.1 Offer in-product guidance for deploying to AWS

GitLab releases new features on the 22nd of every month. For a list of release posts including patch
releases, please check the blog category releases. Future releases, and their important features,

can be found on our upcoming releases page. You can also view upcoming features by product tier.

Getting started with GitLab

Changing DevOps processes can be an organizational challenge, so a proof of concept is essential
for evaluating feasibility. Every team has different capabilities and priorities, and new processes
should be properly vetted. Luckily, teams looking to try GitLab for their AWS deployments have

a few options.


https://gitlab.com/gitlab-org/gitlab-runner/issues/2972
https://gitlab.com/gitlab-org/gitlab/-/issues/201742
https://gitlab.com/gitlab-org/gitlab/-/issues/207830
https://about.gitlab.com/releases/categories/releases/
https://about.gitlab.com/upcoming-releases/
https://about.gitlab.com/direction/paid_tiers/

Installing GitLab from AWS Management
console

Go the AWS Management Console and select LAUNCH A VIRTUAL MACHINE

AWS Management Console

AWS services Access resources on the go
Find Services A Access the Management Console
You can enter names, keywords or acronyms. 2] using the Aws consote Mabite
Q App. Learn more [4
¥ Recently visited services Explore AWS
0 2 D 1am @ exs
Biling Y 53 AWS IQ
Connect with AWS Certified third-party
experts for on-demand consultations and
» All services project help. Get started [
Amazon DynamoDB
Build a solution Want more scale? Try a serverless NoSQL
Get started with simple wizards and automated workflows. database service for your modern
application. Get started [3
Launch a virtegl machine Build a web app Build using virtual servers Register a domain
With EC2 With Elastic Beanstalk With Lightsail With Route 53 Amazon GuardDuty
2-3 minutes 6 minutes 1-2 minutes 3 minutes

Protect your AWS accounts and workloads
with intelligent threat detection.
Learn more [

(= @

Free Digital Training
Connect an loT device Start migrating to AWS Start a development project Deploy a serverless microservice Get access to 350+ self-paced online
With AWS loT With CloudEndure Migration With CodeStar With Lambda, API Gateway courses covering AWS products and
5 minutes 1-2 minutes 5 minutes 2 minutes services. Learn more

7 D 573 ()

Have feedback?

Next, click on COMMUNITY AMIS and search for the latest version of GitLab (ex: GitLab 12.8,
GitLab 12.9 etc). Click SELECT

s v Resource Groups v

selostance 4 AddStrage  5.Ad 6. Conigure Securty Growp

1. Choose AMI

Step 1: Choose an Amazon Machine Image (AMI)
An AMIts

. applcation server, 10 launch your Instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

2 g 1241

Quick Start 0)

My AMis (0) 1) i-gitiab-11.0.4 _64-ebs -
This image s deprecated and might nclude security vulnerabiltes. Check the latest, up-to-date, available version a hts:/btnam comystacks.
AWS Marketplace (12)
oot o ye: aos  Vinuakzaion ye: paravusl  ENA Enabid: No

Community AMIs (15)

s GLabEE 1281 Ukimto-5300c068. 764745548t i .
< Onenaiiog mre Offcial GALab EE 12.8.1 AMI with Utimate bcanse. htps?/bout.gilab.cony
o ot e type abn Veilzsion yp:m  ENA Enain Yo
cont0S @ ——— -
— o @ nemioitb-1280-0 nux-ubunt-16.04-x88 64 hvm-oba-mp-bTdabe3-bod2-4a72-00 4
Fodora o Thisimage may not b the laest version avaiabie and ight includo secuity vulnrabites. Please chock th atst, p-1o-date, avata version at htps:/Atnam convitacks.
© 2 cSevca o aon  Veazsion yp:m  ENA Enaie Yo
openSUSE 4
Other Linux d GitLab EE 12.8.1 - ami-055a96145a81676b6
Red Hat Y A
T > Offcial GitLab EE 12.8.1 AL htps/about gt com/
Uountu ® oo v ypwaon Weualanionypechm XA Enac: Yo
Windows &
4 GittabCE 1260- ami-0602c699166407266
~ Architecture 5
Offcia GeLab GF 1240 AML htps:/about s com/
32-bit (x86)
A o e yom an Veualanion et A Erac: Yo
601 () s  GtabcErze: 4- ami
~ Root devics type N Official GitLab GE 12.5.1 AMI. hitps://about. gitiab.com/
~e8s o e yom e Vs ot A rac: Yo
nstance store
- o 3 oy 4
This image may ot be Ploasa chack th atest,up-o-date, avalable version at htps?/onari.com/stacks.
oot v yps aos  Viuaasion yp:m XA Ensec: Yo
(0 bitnami.gtiab-12.8.1-0-fnux.dobian-0-186_64-hvm-ebs - ami-006128572687671d
This image may not socurty Ploasa chack the atest, up-o-date, avalable varsion at htps/onarm.comistacks
ot v o aba Veizsion yp:m  ENA Enain Yo
5 GHLabCE1281-ami-009136ch0b725ba4

Official GitLab CE 12.8.1 AMI. hitps://about gitab.com/

oot dedca type sba Vituakzation type:hum ENA Ensblec Yoa

— 64-hvm-ebs - ami-09c712a8068455b



https://aws.amazon.com/console/

At the CHOOSE AN INSTANCE TYPE, select your instance. GitLab recommends T2.MEDIUM or higher

Resource Groups.
1.ChooseAMI  2.ChooselnstanceType  3.Confue nstance  4.AddStorage  5.AddTags 6. Configure Securty Group 7. Review

Step 2: Choose an Instance Type
Amazon

 memory, stora your appi Leam more about instance types and ha
noeds.
Fiter by: v v
Currently selected: t2.micro (Variable ECUs, 1 VCPUS, 2.5 GHz, Intel Xeon Family, 1 GIB memory, EBS only)
Type. - vopus (i) 2 Memory (GIB) - Instance Storage (GB) (i) - EBS-Optimized Available (i) - Network Performance (i)
t2.nano 1 o5 €8S only - Low to Moderate
L] 1 1 EBS only > Low to Moderate
1 2 €8S only . Low to Moderate
N 2 4 EBS only Low to Moderate
large 2 s €85 only Low to Moderate
t2.xiarge. 4 16 EBS only Moderate
2.2xiarge s 2 €8S only Moderate
tanano 2 05 €8S only Yes Upto5 Gigabit
Bamicro 2 1 €8S only Yes Up to5 Gigabit
t3a.smal 2 2 £BS only Yos Up o5 Gigabit
t2amedum 2 4 €8S only You Up o5 Gigabit
t3a.large 2 8 EBS only Yes Up to 5 Gigabit
tBaxiarge 4 18 €8S only Yos Upto5 Gigabit
13a.2xlarge 8 2 EBS only Yes Up to 5 Gigabit
Bnano 2 05 €8S ony Yo Up o5 Gigabit
3 miero 2 1 €8S ony Yos Upto5 Gigabit
3.small 2 2 EBS only Yes Up to 5 Gigabit
- ] o . .
wlarge 2 - €85 ony Yos Upto5 Giganit
13.x1arge - EBS only Yes Upto 5 Gigabit
Ge 1.2xiarge =Aa - EBS only. Yes Up 1o 5 Gigabit
""""" 3:27 = .
B

Select an existing key pair or create a new key pair and select LAUNCH INSTANCES

Select an existing key pair or create a new key pair

y pair
ney allow you ¥

securely SSH into your instance.

Note:

about removing existing key pairs from a public AMI.

IWMWEEW
Selectakeypar &
gfiab-useast-keypalr

Keypaicpem),




You’re done! You should now be able to access your GitLab Community Edition instance from the
browser. If it does not appear, make sure to check the security group.

aws Services v Resource Groups.
o (NI o s
EC2 Dashboard Q Fitter by tags and attributes or searc
. Name st Tospiate Fiom isstnor ce ID ~ Instance Type - bility Zone - Instance State « Status Checks -  Alarm Status. IPva Public P - Key Name ~ Monitoring - Launch Time ~  Security Groups
. P 0707648475 12.medium @ running Z intaizng  Nono e 541454806 gtabusoasti-.. [ dsablod  Fobruary 27,2020t 1513...  launchwizard6
Kubefow-clustor-kubefiow-ciuster- NG 45502168595 13 medium us-east-ic @ running © 22checks .. None Yo 3422017.180 giab-useasti-...  enabled November 21, 2019 at 4:17: Kubsflow-nodestack-NodeSecurityGroup-7C.
Luboflow-cluster-kubefiow-cluster- TS us-east-1b @ running © 202checks .. Nono Yo 54152185166 gtiab-useasti-...  enabled November 21, 2019 at 417 Kuibeflow-nodestack NodeSecurityGroup-7C.
¥ INSTANCES. Kubeflowcluster kubeflow.cluster. us-cast-1a @ running © 202chocks .. Nono Y 342058791 gitlab-useast1-...  enabled Novembor 21, 2019 at 4:47: Kubeflow-nodestack NodeSecurityGroup-7C.
Histonces hd us-east-1d @ running © 212 checks None Y 54.162.161.04 ‘gitiab-useast!- disabled October 7, 2019 at 12:49:22 ... web-secgroup

Manage IP Addresses

Spot Requests
Savings Plans
Roserved Instancos.
Dedlcated Hosts
Scheduled Instances
Capacty Reservations

v iMAGES
AMis
Bundie Tasks

 ELASTIC BLOGK
STORE
Volumes
Snapshots
Uecycie Manager

 NETWORK &

SECURITY

Security Groups.

Elastic 1Ps Instance: | Public

Placement Groups
o Description Status Checks. Monitoring Tags

Key Pairs

Instanco D 1-040eafo7076048475 Public DNS (Pvd)  8c2-54-145-48-96.compute-1.amazonaws.com

Nebior rsacaca nstance stats  running 1Pve Publc P 54.145.48.96.
¥ LOAD BALANGING Instance type  2medum 21

Load Balancers Finding  Opt-in to AWS Compute Optimizer or recommendations. Lear more s
Private NS ip-172-31-24-78.ec2internal

Private Ps 172312478

Target Groups Availbilty zone  Us-east-1c
Securty groups  launch-wizard-. view inbound ulos. view outbound rules

‘Scheduled events  No scheckied events

¥ AUTO SCALING Socondary prate 1P
Launch Configurations VRCID  vpc-0c61160045085304 AMIID  GitLab EE 12,81 (ami-05a961458167666)
Auto Scalng Groups Subnet 1D suonet-0c3bandi722001200 Patom -

oo

Network interaces ~ eth0
Sourcoldest. check  True Key pairname  gilab-useast’-keypair

T2T3 Unlimited  Disabled
Owner 244747664470

Launch tim  February 27, 2020 at 1:51:30 PM UTC-8 (ess than one hou)
Termination protection  Faise.

EBS-optimizod  False
Root devico tvoe 05,


https://about.gitlab.com/install/ce-or-ee/

Installing GitLab from AWS Marketplace

Another option is going through the AWS Marketplace. When you search for GitLab, select the GITLAB

ULTIMATE - 5 USER PACK option. Finish the setup prompts and you’re done.

1.Choose AMI 2. Crooselnstance Type 3. Conigure nstance 4. Add Storage.

Step 1: Choose an Amazon Machine Image (AMI)
An A s

. applcation server,

o launch your Instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select ona of your own AMIs.

\ gnan
Quick Start 0)
My AMis ©)
AWS Marketplace (12)
Community AMIS (743) S
~ Gatogories
Al Catogories
Iofas waro ()

~ Operating System
~ Al Linux/unix
Ubuntu (6)
‘Amazon Linux (2)
Debian 2)
ContOS (1)
Other (1)

and the spoed of business.

~ Software Free Trial

Froe Tral @)

~ Software Pricing Plans
Houry ©)
Annual 8)
Free 2)
Bring Your Own License
(U]

~ support
Product Support
Connection (1)
~ Region
Curent Region (12)
Al Regions (208)

Note: the GitLab Ultimate - 5 User Pack is not a free trial on the AWS Marketplace, but you will receive
a GitLab license, as well as access to our Ultimate features. This is a great option if you would like to
try the full GitLab experience with a limited number of users first.


https://aws.amazon.com/marketplace
https://about.gitlab.com/pricing/self-managed/feature-comparison/

Benefits of using GitLab
for AWS services

S N

Organizations love AWS because it serves as a one-stop-shop for all cloud computing and IT needs.

An all-in-one cloud platform can improve efficiency by bringing visibility into cloud processes and
cloud usage. DevOps tools can make a big impact on cloud usage, but If development is bogged down
by brittle toolchains and inefficient DevOps processes, teams won’t be able to manage resources
effectively.

GitLab accelerates software delivery by driving higher efficiency across all stages of the software
development lifecycle. Increased visibility means teams are more productive, reducing handoffs and
eliminating bottlenecks. Development, Security, and Ops teams can collaborate in one interface and
deploy to any AWS infrastructure.



All-in-one cloud meets all-in-one DevOps

By running GitLab on AWS you get a complete DevOps platform running and deploying to AWS cloud
infrastructure. GitLab and AWS offer similar benefits to organizations looking to streamline their
development process.

» Better visibility: Teams using AWS can utilize multiple cloud services on a single

platform, and DevOps teams can build, stage and deploy to the services from one
application using GitLab.

» Increased efficiency: All-in-one cloud means teams don’t have to manage multiple

cloud platforms, and GitLab’s single interface means teams can collaborate across all
stages of the SDLC.

» Reduced cycle times: Instead of managing multiple clouds, processes, and tools,
teams can utilize AWS and GitLab and focus on building software (not maintenance).

As organizations continue their journey around digital transformation, DevOps has become the
go-to set of best practices to increase their velocity of delivering value to the business while
increasing quality. Breaking down the walls and reducing the handoffs necessary to complete
a full delivery lifecycle is also very important and remains a challenge to most organizations.

GitLab is a complete DevOps platform, delivered as a single application with bring-your-own-

infrastructure flexibility. By running GitLab on AWS you get a complete DevOps platform,
delivered as a single application, running and deploying to your AWS cloud infrastructure.

Sign up for a 30-day free trial


https://about.gitlab.com/free-trial/?utm_medium=pdf&utm_source=ebook&utm_campaign=awspartner&utm_content=how%20to%20deploy%20to%20aws%20from%20gitlab

About GitLab

GitLab is a DevOps platform built from the ground up as a single application for all stages of the DevOps lifecycle

enabling Product, Development, QA, Security, and Operations teams to work concurrently on the same project.

GitLab provides teams a single data store, one user interface, and one permission model across the DevOps lifecycle
allowing teams to collaborate and work on a project from a single conversation, significantly reducing cycle time and

focus exclusively on building great software quickly.

Built on Open Source, GitLab leverages the community contributions of thousands of developers and millions of users
to continuously deliver new DevOps innovations. More than 100,000 organizations from startups to global enterprise
organizations, including Ticketmaster, Jaguar Land Rover, NASDAQ, Dish Network and Comcast trust GitLab to deliver
great software at new speeds. GitLab is the world’s largest all-remote company, with more than 1,200 team members in

over 65 countries.
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