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service for simplifying Kubernetes deployment,
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Ku b e r n ete S * Build microservices applications.
» Deploy a Kubernetes cluster.

« Easily monitor and manage Kubernetes.

O n AZ u re Create a free account and get started with

Kubernetes on Azure. Azure Kubernetes Service
(AKS) is one of more than 25 products that are
always free with your account. Start free >

Then, try these labs to master the basic and
advanced tasks required to deploy a multi-
container application to Kubernetes on Azure
Kubernetes Service (AKS). Try now >
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Preface

About

This section briefly introduces the authors and reviewers, the coverage of this book,

the technical skills you'll need to get started, and the hardware and software needed to
complete all of the topics.
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Hands-on Kubernetes on Azure - Third Edition

Containers and Kubernetes containers facilitate cloud deployments and application
development by enabling efficient versioning with improved security and
portability.

With updated chapters on role-based access control, pod identity, storing secrets,
and network security in AKS, this third edition begins by introducing you to
containers, Kubernetes, and Azure Kubernetes Service (AKS), and guides you
through deploying an AKS cluster in different ways. You will then delve into the
specifics of Kubernetes by deploying a sample guestbook application on AKS

and installing complex Kubernetes apps using Helm. With the help of real-world
examples, you'll also get to grips with scaling your applications and clusters.

As you advance, you'll learn how to overcome common challenges in AKS and
secure your applications with HTTPS. You will also learn how to secure your
clusters and applications in a dedicated section on security. In the final section,
you'll learn about advanced integrations, which give you the ability to create Azure
databases and run serverless functions on AKS as well as the ability to integrate
AKS with a continuous integration and continuous delivery pipeline using GitHub
Actions.

By the end of this Kubernetes book, you will be proficient in deploying
containerized workloads on Microsoft Azure with minimal management overhead.

About the authors

Nills Franssens is a technology enthusiast and a specialist in multiple open-source
technologies. He has been working with public cloud technologies since 2013.

In his current position as a Principal Cloud Solutions Architect at Microsoft, he
works with Microsoft's strategic customers on their cloud adoption. He has worked
with multiple customers in migrating applications to run on Kubernetes on Azure.
Nills' areas of expertise are Kubernetes, networking, and storage in Azure.

When he's not working, you can find Nills playing board games with his wife Kelly
and friends, or running one of the many trails in San Jose, California.
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Shivakumar Gopalakrishnan is DevOps architect at Varian Medical Systems. He
has introduced Docker, Kubernetes, and other cloud-native tools to Varian product
development to enable "Everything as Code"

He has years of software development experience in a wide variety of fields,
including networking, storage, medical imaging, and currently, DevOps. He has
worked to develop scalable storage appliances specifically tuned for medical
imaging needs and has helped architect cloud-native solutions for delivering
modular Angular]S applications backed by microservices. He has spoken at multiple
events on incorporating Al and machine learning in DevOps to enable a culture of
learning in large enterprises.

He has helped teams in highly regulated large medical enterprises adopt modern
agile/DevOps methodologies, including the "You build it, you run it" model. He
has defined and leads the implementation of a DevOps roadmap that transforms
traditional teams to teams that seamlessly adopt security- and quality-first
approaches using CI/CD tools. He holds a bachelor of engineering degree from
College of Engineering, Guindy, and a master of science degree from University of
Maryland, College Park.

Gunther Lenz is senior director of the technology office at Varian. He is an
innovative software R&D leader, architect, MBA, published author, public speaker,
and strategic technology visionary with more than 20 years of experience.

He has a proven track record of successfully leading large, innovative, and
transformational software development and DevOps teams of more than 50 people,
with a focus on continuous improvement. He has defined and lead distributed
teams throughout the entire software product lifecycle by leveraging ground-
breaking processes, tools, and technologies such as the cloud, DevOps, lean/agile,
microservices architecture, digital transformation, software platforms, Al, and
distributed machine learning.

He was awarded Microsoft Most Valuable Professional for Software Architecture
(2005-2008). Gunther has published two books, .NET - A Complete Development
Cycle and Practical Software Factories in .NET.
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About the reviewers

Richard Hooper also known as PixelRobots online lives in Newcastle, England, he
is a Microsoft MVP for Azure and a Microsoft Certified Trainer (MCT) who works
as an Azure architect at a company called Intercept based in the Netherlands. He
has more than 15 years of professional experience in the IT industry. He has worked
with Microsoft technologies all of his career but also has dabbled with Linux. He
is very enthusiastic about Azure and Azure Kubernetes Service (AKS) and has
been using them daily. In his spare time, he enjoys sharing knowledge and helping
people. He does this by blogging, podcasts, videos, and whatever technology

is at hand to share his passion, hoping it will help someone to progress in their
Azure journey. Richard has a passion for blogging and learning, which leads him
to discover new things every week. When the opportunity arose to be a technical
reviewer for a book about AKS, he jumped at the chance! Find him on Twitter at @
pixel_robots.

Swaminathan Vetri (Swami) works as an Architect at Maersk Technology Center
Bangalore building cloud native applications on Azure using various Azure PaaS
offerings and Kubernetes. He has also been recognised as a Microsoft MVP -
Developer Technologies since 2016 for his technical contributions to the developer
community. In addition to writing technical blogs, he can often be seen speaking
at local developer conferences, user group meets, meetups etc., on various topics
ranging from .NET, C#, Docker, Kubernetes, Azure DevOps, GitHub Actions

to name a few. A continuous learner who is passionate about sharing his little
knowledge to the community. You can follow him on Twitter and GitHub at @
svswaminathan.
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Learning objectives

» Plan, configure, and run containerized applications in production.

» Use Docker to build applications in containers and deploy them on
Kubernetes.

* Monitor the AKS cluster and the application.

* Monitor your infrastructure and applications in Kubernetes using Azure
Monitor.

* Secure your cluster and applications using azure-native security tools.
* Connect an app to the Azure database.

» Store your container images securely with Azure Container Registry.

* Install complex Kubernetes applications using Helm.

* Integrate Kubernetes with multiple Azure PaaS services, such as databases,
Azure Security Center, and Functions.

» Use GitHub Actions to perform continuous integration and continuous
delivery to your cluster.

Audience

This book is designed to benefit aspiring DevOps professionals, system
administrators, developers, and site reliability engineers who are interested in
learning how containers and Kubernetes can benefit them. If you're new to working
with containers and orchestration, you'll find this book useful.

Approach

The book focuses on a well-balanced combination of practical experience and
theoretical knowledge, accompanied by engaging real-world scenarios that have
a direct correlation to how professionals work on the Kubernetes platform. Each
chapter has been explicitly designed to enable you to apply what you learn in a
practical context with maximum impact.
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Hardware and software requirements
Hardware requirements

For the optimal lab experience, we recommend the following hardware
configuration:

* Processor: Intel Core i5 or equivalent
* Memory: 4GB RAM (8 GB preferred)
» Storage: 35 GB available space

Software requirements

We also recommend that you have the following software configuration in advance:

* A computer with a Linux, Windows 10, or macOS operating system

* Aninternet connection and web browser so you can connect to Azure

Conventions

Code words in the text, database names, folder names, filenames, and file
extensions are shown as follows.

The front-end-service-internal.yaml file contains the configuration
to create a Kubernetes service using an Azure internal load balancer. The
following code is part of that example:

1 apiVersion: vl

2 kind: Service

3  metadata:

4 name: frontend

5 annotations:

6 service.beta.kubernetes.io/azure-load-balancer-internal:
"true"

7 labels:

8 app: guestbook

9 tier: frontend

10 spec:
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11
12
13
14
15
16

type: LoadBalancer
ports:
- port: 80
selector:
app: guestbook
tier: frontend

Downloading resources

The code bundle for this book is available at https: //github.com /PacktPublishing /
Hands-on-Kubernetes-on-Azure-Third-Edition.

We also have other code bundles from our rich catalog of books and videos

available at https: //github.com /PacktPublishing /. Check them out!


https://github.com/PacktPublishing/Hands-on-Kubernetes-on-Azure-Third-Edition
https://github.com/PacktPublishing/Hands-on-Kubernetes-on-Azure-Third-Edition
https://github.com/PacktPublishing/




Foreword

Welcome! By picking up this book, you've shown that you are interested in two
things: Azure and Kubernetes, which are both near and dear to my heart. I'm
excited that you are joining us on our cloud-native journey. Whether you are

new to Azure, new to Kubernetes, or new to both, I'm confident that as you
explore Azure Kubernetes Service (AKS), you will find new ways to transform your
applications, delight your customers, meet the growing needs of your business, or
simply learn new skills that will help you achieve your career goals. Regardless of
your reasons for starting this journey, we are eager to help you along the way and
see what you can build with Kubernetes and Azure.

The journey of Kubernetes on Azure itself has been an exciting one. Over the last
few years, AKS has been the fastest-growing service in the history of Azure. We
find ourselves at the inflection point of both hyperscale growth in Azure itself, as
well as hockey stick growth in applications running on Kubernetes. Combine the
two together, and this has made for an exciting (and busy) few years.
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It has been thrilling to see the success that we have been able to deliver for our
customers and users. But what is it about Azure and Kubernetes that have enabled
customer success? Though it may seem like magic at times, the truth is that there
is nothing about either Azure or Kubernetes that is truly magic. The value, success,
and transformation that our customers are seeing is related to their needs and how
this technology helps make these goals achievable.

We've seen over the past decade, and especially in the last year, that the ability

to be agile and adapting as the world changes is a critical capability for all of

us. Kubernetes enables this agility by introducing concepts such as containers
and container images, as well as higher-level concepts such as services and
deployments, which naturally push us toward architectures that are decoupled
microservices. Although, of course, you can build microservice applications without
Kubernetes, the natural tendency of the APIs and design patterns is to push you
toward these architectures. Microservices are the gravity well of Kubernetes, so
to speak. However, it's important to note that microservices are not the only way
to run applications on Kubernetes. Many of our customers find great benefits in
bringing their legacy applications to Kubernetes and mixing the management of
existing applications with the development of new cloud-native implementations.

As more and more people have started to conduct more and more of their lives
online, the criticality of all of the services we have built has radically changed.

It's no longer acceptable to have maintenance hours or scheduled downtime. We
live in a 24x7 world where applications need to available at all times, even as we
build, change, and rearrange them. Here, too, Kubernetes and Azure provide

the tools that you need to build reliable applications. Kubernetes has health
checks that automatically restart your application if it crashes, infrastructure

for zero-downtime rollouts, and autoscaling technology that enables you to
automatically grow to sustain a customer's load. On top of these capabilities, Azure
provides the infrastructure to perform upgrades to Kubernetes itself without
affecting applications running in the cluster, and autoscaling of the cluster itself to
provide additional capacity to meet the demands of growing applications and the
elasticity to right-size your cluster to the most efficient shape possible.
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In addition to these core capabilities, using AKS provides access to broader cloud-
native ecosystems. There are countless engineers and projects in the Cloud Native
Compute Foundation (CNCF) ecosystem that can help you build your applications
more quickly and reliably. As a leader and a contributor to many of these projects,
Azure provides integration and supports access to some of the best open-source
software that the world has to offer, including Helm, Gatekeeper, Flux, and more.

But the truth is that building any application on Kubernetes involves much more
than just the Kubernetes bits. Microsoft has a unique set of tools that integrate
with AKS to provide a seamless, end-to-end experience. Starting with GitHub,
where the world comes togeher to develop and collaborate, through to Visual
Studio Code, where people build the software itself, and to tools such as Azure
Monitor and Azure Security Center to keep your applications healthy and secure,
it is truly the combined capabilities of Azure that makes AKS a fantastic place for
your applications to thrive. When you combine that with Azure's cloud-leading
footprint around the world, which delivers more managed Kubernetes deployments
in more locations than anyone else, you can see that AKS enables businesses to
rapidly scale and grow to meet their needs from the initial startup phase through
to the global enterprise level.

Thank you for choosing Azure and Kubernetes! I'm excited that you're here and I
hope you enjoy learning about everything Kubernetes and Azure has to offer.

- Brendan Burns
Co-founder of Kubernetes and Corporate Vice President at Microsoft






Section 1;
The Basics

In Section 1 of this book, we will cover the basic concepts that you need to
understand in order to follow the examples in this book.

We will start this section by explaining the basics of these underlying concepts,
such as containers and Kubernetes. Then, we will explain how to create a
Kubernetes cluster on Azure and deploy an example application.

By the time you have finished this section, you will have a foundational knowledge
of containers and Kubernetes and will have a Kubernetes cluster up and running in
Azure that will allow you to follow the examples in this book.

This section contains the following chapters:

* Chapter 1, Introduction to containers and Kubernetes
* Chapter 2, Getting started with Azure Kubernetes Service






Introduction to
containers and
Kubernetes

Kubernetes has become the leading standard in container orchestration. Since
its inception in 2014, Kubernetes has gained tremendous popularity. It has been
adopted by start-ups as well as major enterprises, with all major public cloud
vendors offering a managed Kubernetes service.

Kubernetes builds upon the success of the Docker container revolution. Docker

is both a company and the name of a technology. Docker as a technology is the
most common way of creating and running software containers, called Docker
containers. A container is a way of packaging software that makes it easy to run
that software on any platform, ranging from your laptop to a server in a datacenter
to a cluster running in the public cloud.

Although the core technology is open source, the Docker company focuses on
reducing complexity for developers through a number of commercial offerings.
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Kubernetes takes containers to the next level. Kubernetes is a container
orchestrator. A container orchestrator is a software platform that makes it easy to
run many thousands of containers on top of thousands of machines. It automates

a lot of the manual tasks required to deploy, run, and scale applications. The
orchestrator takes care of scheduling the right container to run on the right
machine. It also takes care of health monitoring and failover, as well as scaling your
deployed application.

The container technology Docker uses and Kubernetes are both open-source
software projects. Open-source software allows developers from many companies
to collaborate on a single piece of software. Kubernetes itself has contributors from
companies such as Microsoft, Google, Red Hat, VMware, and many others.

The three major public cloud platforms—Azure, Amazon Web Services (AWS),
and Google Cloud Platform (GCP)—all offer a managed Kubernetes service. They
attract a lot of interest in the market since the virtually unlimited compute power
and the ease of use of these managed services make it easy to build and deploy
large-scale applications.

Azure Kubernetes Service (AKS) is Azure's managed service for Kubernetes. It
reduces the complexity of building and managing Kubernetes clusters. In this book,
you will learn how to use AKS to run your applications. Each chapter will introduce
new concepts, which you will apply through the many examples in this book.

As a user, however, it is still very useful to understand the technologies that
underpin AKS. We will explore these foundations in this chapter. You will learn
about Linux processes and how they are related to Docker and containers. You will
see how various processes fit nicely into containers and how containers fit nicely
into Kubernetes.

This chapter introduces fundamental Docker concepts so that you can begin
your Kubernetes journey. This chapter also briefly introduces the basics that will
help you build containers, implement clusters, perform container orchestration,
and troubleshoot applications on AKS. Having cursory knowledge of what's in
this chapter will demystify much of the work needed to build your authenticated,
encrypted, and highly scalable applications on AKS. Over the next few chapters,
you will gradually build scalable and secure applications.
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The following topics will be covered in this chapter:

* The software evolution that brought us here
* The fundamentals of containers

* The fundamentals of Kubernetes

* The fundamentals of AKS

The aim of this chapter is to introduce the essentials rather than to provide a
thorough information source describing Docker and Kubernetes. To begin with,
we'll first take a look at how software has evolved to get us to where we are now.

The software evolution that brought us here

There are two major software development evolutions that enabled the popularity
of containers and Kubernetes. One is the adoption of a microservices architectural
style. Microservices allow an application to be built from a collection of small
services that each serve a specific function. The other evolution that enabled
containers and Kubernetes is DevOps. DevOps is a set of cultural practices that
allows people, processes, and tools to build and release software faster, more
frequently, and more reliably.

Although you can use both containers and Kubernetes without using either
microservices or DevOps, the technologies are most widely adopted for deploying
microservices using DevOps methodologies.

In this section, we'll discuss both evolutions, starting with microservices.
Microservices

Software development has drastically evolved over time. Initially, software was
developed and run on a single system, typically a mainframe. A client could connect
to the mainframe through a terminal, and only through that terminal. This changed
when computer networks became common when the client-server programming
model emerged. A client could connect remotely to a server and even run part of
the application on their own system while connecting to the server to retrieve the
data the application required.
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The client-server programming model has evolved toward distributed systems.
Distributed systems are different from the traditional client-server model as they
have multiple different applications running on multiple different systems, all
interconnected.

Nowadays, a microservices architecture is common when developing distributed
systems. A microservices-based application consists of a group of services that
work together to form the application, while the individual services themselves can
be built, tested, deployed, and scaled independently of each other. The style has
many benefits but also has several disadvantages.

A key part of a microservices architecture is the fact that each individual service
serves one and only one core function. Each service serves a single-bound business
function. Different services work together to form the complete application. Those
services work together over network communication, commonly using HTTP REST
APIs or gRPC:

2 Al A B

Mainframe Client-server Distributed systems Microservices

Figure 1.1: A standard microservices architecture

This architectural approach is commonly adopted by applications that run using
containers and Kubernetes. Containers are used as the packaging format for the
individual services, while Kubernetes is the orchestrator that deploys and manages
the different services running together.

Before we dive into container and Kubernetes specifics, let's first explore the
benefits and downsides of adopting microservices.

Advantages of running microservices

There are several advantages to running a microservices-based application. The
first is the fact that each service is independent of the other services. The services
are designed to be small enough (hence micro) to handle the needs of a business
domain. As they are small, they can be made self-contained and independently
testable, and so are independently releasable.
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This leads to the benefit that each microservice is independently scalable as
well. If a certain part of the application is getting more demand, that part of the
application can be scaled independently from the rest of the application.

The fact that services are independently scalable also means that they are
independently deployable. There are multiple deployment strategies when it comes to
microservices. The most popular are rolling deployments and blue /green deployments.

With a rolling upgrade, a new version of the service is deployed only to a part of the
application. This new version is carefully monitored and gradually gets more traffic
if the service remains healthy. If something goes wrong, the previous version is still
running, and traffic can easily be cut over.

With a blue /green deployment, you deploy the new version of the service in
isolation. Once the new version of the service is deployed and tested, you cut over
100% of the production traffic to the new version. This allows for a clean transition
between service versions.

Another benefit of the microservices architecture is that each service can be
written in a different programming language. This is described as polyglot—the
ability to understand and use multiple languages. For example, the front-end
service can be developed in a popular JavaScript framework, the back end can

be developed in C#, and the machine learning algorithm can be developed in
Python. This allows you to select the right language for the right service and allows
developers to use the languages they are most familiar with.

Disadvantages of running microservices

There's a flip side to every coin, and the same is true for microservices. While there
are multiple advantages to a microservices-based architecture, this architecture
has its downsides as well.

Microservices designs and architectures require a high degree of software
development maturity in order to be implemented correctly. Architects who
understand the domain very well must ensure that each service is bounded and
that different services are cohesive. Since services are independent of each other
and versioned independently, the software contract between these different
services is important to get right.
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Another common issue with a microservices design is the added complexity when
it comes to monitoring and troubleshooting such an application. Since different
services make up a single application, and those different services run on multiple
servers, both logging and tracing such an application is a complicated endeavor.

Linked to the disadvantages mentioned before is that, typically, in microservices,
you need to build more fault tolerance into your application. Due to the dynamic
nature of the different services in an application, faults are more likely to happen.
In order to guarantee application availability, it is important to build fault tolerance
into the different microservices that make up an application. Implementing
patterns such as retry logic or circuit breakers is critical to avoid a single fault
causing application downtime.

In this section, you learned about microservices, their benefits, and their
disadvantages. Often linked to microservices, but a separate topic, is the DevOps
movement. We will explore what DevOps means in the next section.

DevOps

DevOps literally means the combination of development and operations. More
specifically, DevOps is the union of people, processes, and tools to deliver software
faster, more frequently, and more reliably. DevOps is more about a set of cultural
practices than about any specific tools or implementations. Typically, DevOps
spans four areas of software development: planning, developing, releasing, and
operating software.

Note

Many definitions of DevOps exist. The authors have adopted this definition,
but you as a reader are encouraged to explore different definitions in the
literature around DevOps.
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The DevOps culture starts with planning. In the planning phase of a DevOps
project, the goals of a project are outlined. These goals are outlined both at a high
level (called an epic) and at a lower level (as features and tasks). The different work
items in a DevOps project are captured in the feature backlog. Typically, DevOps
teams use an agile planning methodology working in programming sprints. Kanban
boards are often used to represent project status and to track work. As a task
changes status from to do to doing to done, it moves from left to right on a Kanban
board.

When work is planned, actual development can be done. Development in a

DevOps culture isn't only about writing code but also about testing, reviewing,

and integrating code with team members. A version control system such as

Git is used for different team members to share code with each other. An
automated continuous integration (CI) tool is used to automate most manual tasks
such as testing and building code.

When a feature is code-complete, tested, and built, it is ready to be delivered. The
next phase in a DevOps project can start delivery. A continuous delivery (CD) tool
is used to automate the deployment of software. Typically, software is deployed
to different environments, such as testing, quality assurance, and production.

A combination of automated and manual gates is used to ensure quality before
moving to the next environment.

Finally, when a piece of software is running in production, the operations phase
can start. This phase involves the maintaining, monitoring, and supporting of an
application in production. The end goal is to operate an application reliably with
as little downtime as possible. Any issues are to be identified as proactively as
possible. Bugs in the software will be tracked in the backlog.

The DevOps process is an iterative process. A single team is never in a single phase
of the process. The whole team is continuously planning, developing, delivering,
and operating software.
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Multiple tools exist to implement DevOps practices. There are point solutions for a
single phase, such as Jira for planning or Jenkins for CI and CD, as well as complete
DevOps platforms, such as GitLab. Microsoft operates two solutions that enable
customers to adopt DevOps practices: Azure DevOps and GitHub. Azure DevOps

is a suite of services to support all phases of the DevOps process. GitHub is a
separate platform that enables DevOps software development. GitHub is known as
the leading open-source software development platform, hosting over 40 million
open-source projects.

Both microservices and DevOps are commonly used in combination with
containers and Kubernetes. Now that we've had this introduction to microservices
and DevOps, we'll continue this first chapter with the fundamentals of containers
and then the fundamentals of Kubernetes.

Fundamentals of containers

A form of container technology has existed in the Linux kernel since the 1970s. The
technology powering today's containers, called cgroups (abbreviated from control
groups), was introduced into the Linux kernel in 2006 by Google. The Docker
company popularized the technology in 2013 by introducing an easy developer
workflow. Although the name Docker can refer to both the company as well as the
technology, most commonly, though, we use Docker to refer to the technology.

Note

Although the Docker technology is a popular way to build and run containers,
it is not the only way to build and run them. Many alternatives exist for either
building or running containers. One of those alternatives is containerd, which
is a container runtime also used by Kubernetes.

Docker as a technology is both a packaging format and a container runtime.
Packaging is a process that allows an application to be packaged together with
its dependencies, such as binaries and runtime. The runtime points at the actual
process of running the container images.
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There are three important pieces in Docker's architecture: the client, the daemon,
and the registry:

» The Docker client is a client-side tool that you use to interact with the
Docker daemon, running locally or remotely.

* The Docker daemon is a long-running process that is responsible for
building container images and running containers. The Docker daemon can
run on either your local machine or a remote machine.

* A Docker registry is a place to store Docker images. There are public
registries such as Docker Hub that contain public images, and there are
private registries such as Azure Container Registry (ACR) that you can use
to store your own private images. The Docker daemon can pull images from
a registry if images are not available locally:
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Figure 1.2: Fundamentals of Docker architecture
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You can experiment with Docker by creating a free Docker account at Docker
Hub (https: //hub.docker.com /) and using that login to open Docker Labs

(https: //labs.play-with-docker.com /). This will give you access to an environment
with Docker pre-installed that is valid for 4 hours. We will be using Docker Labs in
this section as we build our own container and image.

Note

Although we are using the browser-based Docker Labs in this chapter to
introduce Docker, you can also install Docker on your local desktop or server.
For workstations, Docker has a product called Docker Desktop
(https://www.docker.com/products/docker-desktop) that is available for
Windows and Mac to create Docker containers locally. On servers—both
Windows and Linux—Docker is also available as a runtime for containers.

Container images

To start a new container, you need an image. An image contains all the software
you need to run within your container. Container images can be stored locally on
your machine, as well as in a container registry. There are public registries, such
as the public Docker Hub (https: //hub.docker.com /), or private registries, such as
ACR. When you, as a user, don't have an image locally on your PC, you can pull an
image from a registry using the docker pull command.

In the following example, we will pull an image from the public Docker Hub
repository and run the actual container. You can run this example in Docker Labs,
which we introduced in the previous section, by following these instructions:

#First, we will pull an image

docker pull docker/whalesay

#We can then look at which images are stored locally
docker images

#Then we will run our container

docker run docker/whalesay cowsay boo


https://hub.docker.com/
https://labs.play-with-docker.com/
https://azure.microsoft.com/resources/designing-distributed-systems/
https://hub.docker.com/
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The output of these commands will look similar to Figure 1.3:
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Figure 1.3: An example of running containers in Docker Labs
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What happened here is that Docker first pulled your image in multiple parts

and stored it locally on the machine it was running on. When you ran the

actual application, it used that local image to start a container. If we look

at the commands in detail, you will see that docker pull took in a single
parameter, docker/whalesay. If you don't provide a private container registry,
Docker will look in the public Docker Hub for images, which is where Docker pulled
this image from. The docker run command took in a couple of arguments. The first
argument was docker/whalesay, which is the reference to the image. The next two
arguments, cowsay boo, are commands that were passed to the running container
to execute.

In the previous example, you learned that it is possible to run a container without
building an image first. It is, however, very common that you will want to build
your own images. To do this, you use a Dockerfile. A Dockerfile contains steps
that Docker will follow to start from a base image and build your image. These
instructions can range from adding files to installing software or setting up
networking.

In the next example, you will build a custom Docker image. This custom image will
display inspirational quotes in the whale output. The following Dockerfile will be
used to generate this custom image. You will create it in your Docker playground:

FROM docker/whalesay:latest

RUN apt-get -y -qq update

RUN apt-get install -qq -y fortunes
CMD /usr/games/fortune -a | cowsay

There are four lines in this Dockerfile. The first one will instruct Docker on
which image to use as a source image for this new image. The next two steps
are commands that are run to add new functionality to our image, in this case,
updating your apt repository and installing an application called fortunes. The
fortunes application is a small command-line tool that generates inspirational
quotes. We will use that to include quotes in the output rather than user input.
Finally, the CMD command tells Docker which command to execute when a
container based on this image is run.



The software evolution that brought us here | 19

You typically save a Dockerfile in a file called Dockerfile, without an extension. To
build an image, you need to execute the docker build command and point it to the
Dockerfile you created. In building the Docker image, the Docker daemon will read
the Dockerfile and execute the different steps in the Dockerfile. This command will
also output the steps it took to run a container and build your image. Let's walk
through a demo of building an image.

In order to create this Dockerfile, open up a text editor via the vi Dockerfile
command. vi is an advanced text editor on the Linux command line. If you are not
familiar with it, let's walk through how you would enter the text in there:

1. After you've opened vi, hit the I key to enter insert mode.

2. Then, either copy and paste or type the four code lines.

3. Afterward, hit the Esc key, and type :wq! to write (w) your file and quit (q) the
text editor.

The next step is to execute docker build to build the image. We will add a
final bit to that command, namely adding a tag to our image so we can call it
by a meaningful name. To build the image, you will use the docker build -t
smartwhale. command (don't forget to add the final period here).

You will now see Docker execute a number of steps—four in this case—to build
the image. After the image is built, you can run your application. To run your
container, you run docker run smartwhale, and you should see an output similar
to Figure 1.4. However, you will probably see a different smart quote. This is due
to the fortunes application generating different quotes. If you run the container
multiple times, you will see different quotes appear, as shown in Figure 1.4:
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Figure 1.4: Running a custom container

That concludes our overview and demo of containers. In this section, you started
with an existing container image and launched it on Docker Labs. Afterward,

you took that a step further and built your own container image, then started
containers using that image. You have now learned what it takes to build and run a
container. In the next section, we will cover Kubernetes. Kubernetes allows you to
run multiple containers at scale.

Kubernetes as a container orchestration platform

Building and running a single container seems easy enough. However, things can
get complicated when you need to run multiple containers across multiple servers.
This is where a container orchestrator can help. A container orchestrator takes
care of scheduling containers to be run on servers, restarting containers when they
fail, moving containers to a new host when a host becomes unhealthy, and much
more.

The current leading orchestration platform is Kubernetes (https: //kubernetes.io/).
Kubernetes was inspired by Google's Borg project, which, by itself, was running
millions of containers in production.


https://kubernetes.io/
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Kubernetes takes a declarative approach to orchestration; that is, you specify what
you need, and Kubernetes takes care of deploying the workload you specified. You

don't need to start these containers manually yourself anymore, as Kubernetes will
launch the containers you specified.

Note

Although Kubernetes used to support Docker as the container runtime, that
support has been deprecated in Kubernetes version 1.20. In AKS, containerd
has become the default container runtime starting with Kubernetes 1.19.

Throughout the book, you will build multiple examples that run containers in
Kubernetes, and you will learn more about the different objects in Kubernetes. In
this introductory chapter, you will learn three elementary objects in Kubernetes
that you will likely see in every application: a pod, a deployment, and a service.

Pods in Kubernetes

A pod in Kubernetes is the essential scheduling element. A pod is a group of one
or more containers. This means a pod can contain either a single container or
multiple containers. When creating a pod with a single container, you can use the
terms container and pod interchangeably. However, the term pod is still preferred
and is the term used throughout this book.

When a pod contains multiple containers, these containers share the same file
system and the same network namespace. This means that when a container that
is part of a pod writes a file, other containers in that same pod can read that file as
well. This also means that all containers in a pod can communicate with each other
using localhost networking.

In terms of design, you should only put containers that need to be tightly
integrated in the same pod. Imagine the following situation: you have an old web
application that does not support HTTPS. You want to upgrade that application
to support HTTPS. You could create a pod that contains your old web application
and includes another container that would do Transport Layer Security (TLS)
offloading for that application, as described in Figure 1.5. Users would connect to
your application using HTTPS, while the container in the middle converts HTTPS
traffic to HTTP:
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HTTPS —>
HTTPS HTTP
container
Users
Figure 1.5: An example of a multi-container pod that does HTTPS offloading
Note

This design principle is known as a sidecar. Microsoft has a free e-book
available that describes multiple multi-container pod designs and designing
distributed systems (https://azure.microsoft.com/resources/designing-
distributed-systems/).

A pod, whether it be a single- or multi-container pod, is an ephemeral resource.
This means that a pod can be terminated at any point and restarted on another
node. When this happens, the state that was stored in that pod will be lost. If

you need to store state in your application, you either need to store that state in
external storage, such as an external disk or a file share, or store the state outside
of Kubernetes in an external database.

Deployments in Kubernetes

A deployment in Kubernetes provides a layer of functionality around pods. It allows
you to create multiple pods from the same definition and to easily perform updates
to your deployed pods. A deployment also helps with scaling your application, and
potentially even autoscaling your application.

Under the hood, a deployment creates a ReplicaSet, which in turn will create the
replica pods you requested. A ReplicaSet is another object in Kubernetes. The
purpose of a ReplicaSet is to maintain a stable set of replica pods running at any
given time. If you perform updates on your deployment, Kubernetes will create a
new ReplicaSet that will contain the updated pods. By default, Kubernetes will do

a rolling upgrade to the new version. This means that it will start a few new pods,
verify those are running correctly, and if so, then Kubernetes will terminate the old
pods and continue this loop until only new pods are running:


https://azure.microsoft.com/resources/designing-distributed-systems/
https://azure.microsoft.com/resources/designing-distributed-systems/
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Deployment ReplicaSet

Pods

Figure1.6: The relationship between deployments, ReplicaSets, and pods
Services in Kubernetes

A service in Kubernetes is a network-level abstraction. This allows you to expose
multiple pods under a single IP address and a single DNS name.

Each pod in Kubernetes has its own private IP address. You could theoretically
connect to your applications using this private IP address. However, as mentioned
before, Kubernetes pods are ephemeral, meaning they can be terminated and
moved, which would change their IP address. By using a service, you can connect
to your applications using a single IP address. When a pod moves from one node
to another, the service ensures that traffic is routed to the correct endpoint. If
there are multiple pods serving traffic behind one service, that traffic will be load
balanced between the different pods.

In this section, we have introduced Kubernetes and three essential objects with
Kubernetes. In the next section, we'll introduce AKS.

Azure Kubernetes Service
AKS makes creating and managing Kubernetes clusters easier.

A typical Kubernetes cluster consists of a number of master nodes and a number
of worker nodes. A node within Kubernetes is equivalent to a server or a virtual
machine (VM). The master nodes contain the Kubernetes API and a database that
contains the cluster state. The worker nodes are the machines that run your actual
workload.
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AKS makes it easier to create a cluster. When you create an AKS cluster, AKS

sets up the Kubernetes master for you. AKS will then create one or more virtual
machine scale sets (VMSS) in your subscription and turn the VMs in these VMSSs
into worker nodes of your Kubernetes cluster in your network. In AKS, you have
the option to either use a free Kubernetes control plane or pay for a control plane
that comes with a financially backed SLA. In either case, you also need to pay for
the VMs hosting your worker nodes:
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Figure 1.7: Scheduling of pods in AKS

Within AKS, services running on Kubernetes are integrated with Azure Load
Balancer and Kubernetes Ingresses can be integrated with Azure Application
Gateway. The Azure Load Balancer is a layer-4 network load balancer service;
Application Gateway is a layer-7 HTTP-based load balancer. The integration
between Kubernetes and both services means that when you create a service or
Ingress in Kubernetes, Kubernetes will create a rule in an Azure Load Balancer
or Azure Application Gateway respectively. Azure Load Balancer or Application
Gateway will then route the traffic to the right node in your cluster that hosts
your pod.
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Additionally, AKS adds a number of functionalities that make it easier to manage
a cluster. AKS contains logic to upgrade clusters to newer Kubernetes versions.
It also can easily scale your clusters, by either adding or removing nodes to

the cluster.

AKS also comes with integration options that make operations easier. AKS clusters
can be configured with integration with Azure Active Directory (Azure AD) to
make managing identities and role-based access control (RBAC) straightforward.
RBAC is the configuration process that defines which users get access to resources
and which actions they can take against those resources. AKS can also easily

be integrated into Azure Monitor for containers, which makes monitoring and
troubleshooting your applications simpler. You will learn about all these capabilities
throughout this book.

Summary

In this chapter, you learned about the concepts of containers and Kubernetes.
You ran a number of containers, starting with an existing image and then using an
image you built yourself. After that demo, you were introduced to three essential
Kubernetes objects: the pod, the deployment, and the service.

This provides the context for the remaining chapters, where you will deploy
containerized applications using Microsoft AKS. You will see how the AKS offering
from Microsoft streamlines deployment by handling many of the management and
operational tasks that you would have to do yourself if you managed and operated
your own Kubernetes infrastructure.

In the next chapter, you will use the Azure portal to create your first AKS cluster.






Getting started with
Azure Kubernetes
Service

Installing and maintaining Kubernetes clusters correctly and securely is difficult.
Thankfully, all the major cloud providers, such as Azure, Amazon Web Services
(AWS), and Google Cloud Platform (GCP), facilitate installing and maintaining
clusters. In this chapter, you will navigate through the Azure portal, launch your
own cluster, and run a sample application. You will accomplish all of this from your
browser.

The following topics will be covered in this chapter:

* Creating a new Azure free account
* Creating and launching your first cluster

* Deploying and inspecting your first demo application
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Let's start by looking at different ways to create an Azure Kubernetes Service
(AKS) cluster, and then we will run our sample application.

Different ways to create an AKS cluster

In this chapter, you will use the Azure portal to deploy your AKS cluster. There are,
however, multiple ways to create an AKS cluster:

Using the portal: The portal offers a graphical user interface (GUI) for
deploying your cluster through a wizard. This is a great way to deploy your
first cluster. For multiple deployments or automated deployments, one of
the following methods is recommended.

Using the Azure CLI: The Azure command-line interface (CLI) is a
cross-platform CLI for managing Azure resources. This allows you to script
your cluster deployment, which can be integrated into other scripts.

Using Azure PowerShell: Azure PowerShell is a set of PowerShell commands
used for managing Azure resources directly from PowerShell. It can also be
used to create Kubernetes clusters.

Using ARM templates: Azure Resource Manager (ARM) templates are

an Azure-native way to deploy Azure resources using Infrastructure as
Code (IaC). You can declaratively deploy your cluster, allowing you to create
a template that can be reused by multiple teams.

Using Terraform for Azure: Terraform is an open-source IaC tool developed
by HashiCorp. The tool is very popular in the open-source community for
deploying cloud resources, including AKS. Like ARM templates, Terraform
also uses declarative templates for your cluster.

In this chapter, you will create your cluster using the Azure portal. If you are
interested in deploying a cluster using either CLI, ARM templates, or Terraform,
the following Azure documentation contains steps on how to use these tools to

create your own clusters https: //docs.microsoft.com /azure /aks.


https://docs.microsoft.com/azure/aks
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Getting started with the Azure portal

We will start our initial cluster deployment using the Azure portal. The Azure
portal is a web-based management console. It allows you to build, manage, and
monitor all your Azure deployments worldwide through a single console.

Note

To follow along with the examples in this book, you will need an Azure
account. If you don't have an Azure account, you can create a free account by
following the steps at azure.microsoft.com/free. If you plan to run this in an
existing subscription, you will need owner rights to the subscription and the
ability to create service principals in Azure Active Directory (Azure AD).

All the examples in this book have been verified with a free trial account.

We are going to jump straight in by creating our AKS cluster. By doing so, we are
also going to familiarize ourselves with the Azure portal.

Creating your first AKS cluster

To start, browse to the Azure portal on https: //portal.azure.com. Enter the
keyword aks in the search bar at the top of the Azure portal. Click on Kubernetes
services under the Services category in the search results:
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Figure 2.1: Searching for AKS with the search bar
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This will take you to the AKS pane in the portal. As you might have expected, you
don't have any clusters yet. Go ahead and create a new cluster by hitting the +
Add button, and select the + Add Kubernetes cluster option:
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Figure 2.2: Clicking the + Add button and the + Add Kubernetes cluster button
to start the cluster creation process

Note

There are a lot of options to configure when you're creating an AKS cluster.
For your first cluster, we recommend sticking with the defaults from the
portal and following our naming guidelines during this example. The following
settings were tested by us to work reliably with a free account.

This will take you to the creation wizard to create your first AKS cluster. The first
step here is to create a new resource group. Click Create new, give your resource
group a name, and hit OK. If you want to follow along with the examples in this
book, please name the resource group rg-handsonaks:
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Figure 2.3: Creating a new resource group

Next up, we'll provide the cluster details. Give your cluster a name—if you want to
follow the examples in the book, please call it handsonaks. The region we will use
in the book is (US) West US 2, but you could use any other region of choice close
to your location. If the region you selected supports Availability Zones, unselect all
the zones.

Select a Kubernetes version—at the time of writing, version 1.19.6 is the latest
version that is supported; don't worry if that specific version is not available for
you. Kubernetes and AKS evolve very quickly, and new versions are introduced
often:

Note

For production environments, deploying a cluster in an Availability Zone is
recommended. However, since we are deploying a small cluster, not using
Availability Zones works best for the examples in the book.
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Cluster details

Kubernetes cluster name * (@ l handsonaks \/l
Region* @ | US) West Us 2 v |
Availability zones ® l None v l
Kubernetes version * (© l 1.19.6 v l

Figure 2.4: Providing the cluster details

Next, change the node count to 2. For the purposes of the demo in this book, the
default Standard DS2 v2 node size is sufficient. This should make your cluster size
look similar to that shown in Figure 2.5:
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Figure 2.5: Updated Node size and Node count

Note

Your free account has a four-core limit that will be breached if you go with the
defaults.
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The final view of the first pane should look like Figure 2.6. There are a number of
configuration panes, which you need not change for the demo cluster we'll that
you'll use throughout this book. Since you are ready, hit the Review + create button
to do a final review and create your cluster:
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Figure 2.6: Setting the cluster configuration
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In the final view, Azure will validate the configuration that was applied to your first
cluster. If you get the message Validation passed, click Create:

Create Kubernetes cluster
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Figure 2.7: The final validation of your cluster configuration
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Deploying the cluster should take roughly 10 minutes. Once the deployment is
complete, you can check the deployment details as shown in Figure 2.8:
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Figure 2.8: Deployment details once the cluster is successfully deployed
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If you get a quota limitation error, as shown in Figure 2.9, check the settings and try
again. Make sure that you select the Standard DS2_v2 node size and only two nodes:
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Figure 2.9: Retrying with a smaller cluster size due to a quota limit error
Moving to the next section, we'll take a quick first look at your cluster; hit the Go
to resource button as seen in Figure 2.8. This will take you to the AKS cluster
dashboard in the portal.
A quick overview of your cluster in the Azure portal

If you hit the Go to resource button in the previous section, you will see the
overview of your cluster in the Azure portal:
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This is a quick overview of your cluster. It displays the name, the location, and the
API server address. The navigation menu on the left provides different options to
control and manage your cluster. Let's walk through a couple of interesting options
that the has to portal offer.

The Kubernetes resources section gives you an insight into the workloads that are
running on your cluster. You could, for instance, see running deployments and
running pods in your cluster. It also allows you to create new resources on your
cluster. We will use this section later in the chapter after you have deployed your
first application on AKS.

In the Node pools pane, you can scale your existing node pool (meaning the nodes
or servers in your cluster) either up or down by adding or removing nodes. You can
add a new node pool, potentially with a different virtual machine size, and you can
also upgrade your node pools individually. In Figure 2.11, you can see the + Add node
pool option at the top-left corner, and if you select your node pool, the Upgrade
and Scale options also become available in the top bar:
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Figure 2.11: Adding, scaling, and upgrading node pools

In the Cluster configuration pane, you can instruct AKS to upgrade the control
plane to a newer version. Typically, in a Kubernetes upgrade, you first upgrade the
control plane, and then the individual node pools separately. This pane also allows
you to enable role-based access control (RBAC) (which is enabled by default), and
optionally integrate your cluster with Azure AD. You will learn more about Azure
AD integration in Chapter 8, Role-based access control in AKS:
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Figure 2.12: Upgrading the Kubernetes version of the APl server using the Upgrade pane

Finally, the Insights pane allows you to monitor your cluster infrastructure and the
workloads running on your cluster. Since your cluster is brand new, there isn't a lot
of data to investigate. We will return back to this, in Chapter 7, Monitoring the AKS
cluster and the application:
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Figure 2.13: Displaying cluster utilization using the Insights pane
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This concludes our quick overview of the cluster and some of the interesting
configuration options in the Azure portal. In the next section, we'll connect to our
AKS cluster using Cloud Shell and then launch a demo application on top of this
cluster.

Accessing your cluster using Azure Cloud Shell

Once the deployment is completed successfully, find the small Cloud Shell icon
near the search bar, as highlighted in Figure 2.14, and click it:

Microsoft Azure & Semch cespurees, servicss and docs (G —

Figure 2.14: Clicking the Cloud Shell icon to open Azure Cloud Shell

The portal will ask you to select either PowerShell or Bash as your default shell
experience. As we will be working mainly with Linux workloads, please select Bash:

*

Welcome to Azure Cloud Shell

Select Bash or PowerShell, You can change shells any tise via the envisaonment selector in the
Cloud Shell toolbar. The maost recently ussd environment will be the default for your next session

Bash | PowerShell

Figure 2.15: Selecting the Bash option
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If this is the first time you have launched Cloud Shell, you will be asked to create a
storage account; confirm and create it:
) X
You have no storage mounted

ad

Arure Cloud Shell requires an Azure file share to persist files. Learn more
1is will create a new storage accownt for you and this will incur a small monthly cost, View pricing

W !-'~|_|.-1::-.'r|[:-l:|f!r'|

Azure subscriptyon 1 Show advanced settings

Cloge

Create starange

Figure 2.16: Creating a new storage account for Cloud Shell

After creating the storage, you might get an error message that contains a mount
storage error. If that occurs, please restart your Cloud Shell:

Bash v T @ Dy ™M} b
Requesting a Cloud Shell.Succesded.
Connpcting tarminal. ..

Welcome B Shall

Type "az" to use Azure CLI
Typa “halp" to learn about Cloud Shell

Figure 2.17: Hitting the restart button upon receiving a mount storage error
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Click on the power button. It should restart, and you should see something similar
to Figure 2.18:
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Figure 2.18: Launching Cloud Shell successfully

You can pull the splitter/divider up or down to see more or less of the shell:
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Type “ar™ to use Azure CLI
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Figure 2.19: Using the divider to make Cloud Shell larger or smaller

The command-line tool that is used to interface with Kubernetes clusters is
called kubectl. The benefit of using Azure Cloud Shell is that this tool, along
with many others, comes preinstalled and is regularly maintained. kubectl uses
a configuration file stored in ~/.kube/config to store credentials to access your
cluster.

Note

There is some discussion in the Kubernetes community around the correct
pronunciation of kubectl. The common way to pronounce it is either
kube-c-t-I, kube-control, or kube-cuddle.
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To get the required credentials to access your cluster, you need to type the
following command:

az aks get-credentials \
--resource-group rg-handsonaks \
--name handsonaks

Note

In this book, you will commonly see longer commands spread over multiple
lines using the backslash symbol. This helps improve the readability of the
commands, while still allowing you to copy and paste them. If you are typing
these commands, you can safely ignore the backslash and type the full
command in a single line.

To verify that you have access, type the following:
kubectl get nodes

You should see something like Figure 2.20:

userfdzure:~3 kubectl get nodes
WAME STATUS ROLES  AGE WERSION

aks-agentpool-39838825-vms5000808 Ready agent ‘mEs vi.19.6
aks-agentpool-35838825-vmss008881  Ready agent BGmdEs v1.19.6

Figure 2.20: Output of the kubectl get nodes command

This command has verified that you can connect to your AKS cluster. In the next
section, you'll go ahead and launch your first application.

Deploying and inspecting your first demo application
As you are all connected, let's launch your very first application. In this section, you

will deploy your first application and inspect it using kubectl and later using the
Azure portal. Let's start by deploying the application.
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Deploying the demo application

In this section, you will deploy your demo application. For this, you will have to
write a bit of code. In Cloud Shell, there are two options to edit code. You can do
this either via command-line tools such as vi or nano or you can use a GUI-based
code editor by typing the code commands in Cloud Shell. Throughout this book,
you will mainly be instructed to use the graphical editor in the examples, but feel
free to use any other tool you feel most comfortable with.

For the purpose of this book, all the code examples are hosted in a GitHub
repository. You can clone this repository to your Cloud Shell and work with the
code examples directly. To clone the GitHub repo into your Cloud Shell, use the
following command:

git clone https://github.com/PacktPublishing/Hands-on-Kubernetes-on-
Azure-Third-Edition.git Hands-On-Kubernetes-on-Azure

To access the code examples for this chapter, navigate into the directory of the
code examples and go to the Chapter2 directory:

cd Hands-0On-Kubernetes-on-Azure/Chapter02/

You will use the code directly in the Chapter02 folder for now. At this point

in the book, you will not focus on what is in the code files just yet. The goal of
this chapter is to launch a cluster and deploy an application on top of it. In the
following chapters, we will dive into how Kubernetes configuration files are built
and how you can create your own.

You will create an application based on the definition in the azure-vote.yaml file.
To open that file in Cloud Shell, you can type the following command:

code azure-vote.yaml

Here is the code example for your convenience:

apiVersion: apps/vl
kind: Deployment
metadata:

name: azure-vote-back
spec:

replicas: 1

selector:

~N o oA w N =


https://github.com/PacktPublishing/Hands-on-Kubernetes-on-Azure-Third-Edition.git
https://github.com/PacktPublishing/Hands-on-Kubernetes-on-Azure-Third-Edition.git
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8 matchlLabels:

9 app: azure-vote-back

10 template:

11 metadata:

12 labels:

13 app: azure-vote-back
14 spec:

15 containers:

16 - name: azure-vote-back
17 image: redis

18 resources:

19 requests:

20 cpu: 100m

21 memory: 128Mi
22 limits:

23 cpu: 250m

24 memory: 256Mi
25 ports:

26 - containerPort: 6379
27 name: redis

28 ---

29 apiVersion: vi
30 kind: Service
31 metadata:

32 name: azure-vote-back

33 spec:

34 ports:

35 - port: 6379

36 selector:

37 app: azure-vote-back
38 ---

39 apiVersion: apps/vi
40 kind: Deployment
41 metadata:

42 name: azure-vote-front

43 spec:

44 replicas: 1

45 selector:

46 matchlLabels:

47 app: azure-vote-front
48 template:

49 metadata:

50 labels:
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51 app: azure-vote-front

52 spec:

53 containers:

54 - name: azure-vote-front

55 image: microsoft/azure-vote-front:vi
56 resources:

57 requests:

58 cpu: 100m

59 memory: 128Mi

60 limits:

61 cpu: 250m

62 memory: 256Mi

63 ports:

64 - containerPort: 80

65 env:

66 - name: REDIS

67 value: "azure-vote-back"
68 ---

69 apiVersion: vi
70 kind: Service
71 metadata:

72 name: azure-vote-front

73 spec:

74 type: LoadBalancer

75 ports:

76 - port: 80

77 selector:

78 app: azure-vote-front

You can make changes to files in the Cloud Shell code editor. If you've made
changes, you can save them by clicking on the ... icon in the upper-right corner,
and then click Save to save the file as highlighted in Figure 2.21:
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Baszh v o T 2R i e e

Figure 2.21: Save the azure-vote.yaml file

The file should be saved. You can check this with the following command:

cat azure-vote.yaml

Note:

Hitting the Tab button expands the file name in Linux. In the preceding
scenario, if you hit Tab after typing az, it should expand to azure-vote.

yaml.

Now, let's launch the application:
kubectl create -f azure-vote.yaml

You should quickly see the output as shown in Figure 2.22, it tells you which
resources have been created:

deployment.apps/azure-vote-back created
service/azure-vote-back created

deployment.apps/azure-vote-front created
service/azure-vote-front created

Figure 2.22: Output of the kubectl create command
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You have successfully created your demo application. In the next section, you
will inspect all the different objects Kubernetes created for this application and
connect to your application.

Exploring the demo application

In the previous section, you deployed a demo application. In this section, you will

explore the different objects that Kubernetes created for this application and

connect to it.

You can check the progress of the deployment by typing the following command:
kubectl get pods

If you typed this soon after creating the application, you might have seen that a
certain pod was still in the ContainerCreating process:

userpizure: - /Hands -On-KEubernetes -on-Azure/Chapterd2d kubectl get pods
UM E E Ay STATUS

azure-vote-back-5F8bdsb-Bnpsf ContainerCreating @

azura-vote-tront- 797 rbafsd -nansd asr ContainerCraating @

Figure 2.23: Output of the kubectl get pods command

Note

Typing kubectl can become tedious. You can use the alias command to
make your life easier. You can use k instead of kubectl as the alias with
the following command: alias k=kubectl. After running the preceding
command, you can just use k get pods. For instructional purposes in this
book, we will continue to use the full kubectl command.

Hit the up arrow key and press Enter to repeat the kubectl get pods command
until the status of all pods is Running. Setting up all the pods takes some time, and
you could optionally follow their status using the following command:

kubectl get pods --watch

To stop following the status of the pods (when they are all in a running state), you
can press Ctrl + C.
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In order to access your application publicly, you need one more thing. You need to
know the public IP of the load balancer so that you can access it. If you remember
from Chapter 1, Introduction to containers and Kubernetes, a service in Kubernetes
will create an Azure load balancer. This load balancer will get a public IP in your
application so you can access it publicly.

Type the following command to get the public IP of the load balancer:

kubectl get service azure-vote-front --watch

At first, the external IP might show pending. Wait for the public IP to appear and
then press Ctrl + C to exit:

userfiizure: - Hands -On-Kubernetes -on-Azure/Chaptere2f kubectl get service azwre-vote-fromt --watch
HaME L} '. o LERAL-IP PORT AGL

amure-vote-fromt  LoadBalancar
azure-vote-front  Load8alancer

Figure 2.24: Watching the service IP change from pending to the actual IP address

Note the external IP address and type it in a browser. You should see an output
similar to Figure 2.25:

Azure Voting App

Calz

Dacrize I

T

Cats -0 | Dogs -0
Figure 2.25: The actual application you just launched

Click on Cats or Dogs and watch the count go up.

To see all the objects in Kubernetes that were created for your application, you can
use the kubectl get all command. This will show an output similar to Figure 2.26:
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Arura/Chopteréls kubactl gat all
READY LTHTUS RESTARTS

8- back-S{8bdah-awh 11 1,1 Running @
g-fromt- 7797 bET5d-f2g7e 11 Aunning @

READY  UP-TO-DATE  AWATL&BLE
deploynent. apps fartura-vote-back 141 1
deploynent . appsfazure-wote-front 11 1

HOME DESLRED LLUIHREENT RAEAY AlLE
replicaset. apps/azure-wote-back-5f8bdeh 1 1 1 SmGds
replicaset.apps/ature-vwote-front- 7797 fhEfsd 1 1 1 Sm54s

Figure 2.26: Exploring all the Kubernetes objects created for your application

As you can see, a number of objects were created:

* Pods: You will see two pods, one for the back end and one for the front end.

» Services: You will also see two services, one for the back end of type
ClusterIP and one for the front end of type LoadBalancer. What these types
mean will be explored in Chapter 3, Application deployment on AKS.

* Deployments: You will also see two deployments.
* ReplicaSets: And finally you'll see two ReplicaSets.

You can also view these objects from the Azure portal. To see, for example, the
two deployments, you can click on Workloads in the left-hand navigation menu

of the AKS pane, and you will see all the deployments in your cluster as shown in
Figure 2.27. This figure shows you all the deployments in your cluster, including the
system deployments. At the bottom of the list, you can see your own deployments.
As you can also see in this figure, you can explore other objects such as pods and
ReplicaSets using the top menu:
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Figure 2.27: Exploring the two deployments part of your application in the Azure portal

You have now launched your own cluster and your first Kubernetes application.
Note that Kubernetes took care of tasks such as connecting the front end and the
back end, and exposing them to the outside world, as well as providing storage for
the services.

Before moving on to the next chapter, let's clean up your deployment. Since

you created everything from a file, you can also delete everything by pointing
Kubernetes to that file. Type kubectl delete -f azure-vote.yaml and watch all
your objects get deleted:

1=-Kubarnetes-on-Azura/Chapterd2i Eubectl delete -Ff azure-vote.yaal
ure-vole-back” deleted

-back™ deleted

e-fromt® deleted

deleted

Figure 2.28: Cleaning up the application



52 | Getting started with Azure Kubernetes Service

In this section, you have connected to your AKS cluster using Cloud Shell,
successfully launched and connected to a demo application, explored the objects
created using Cloud Shell and the Azure portal, and finally, cleaned up the
resources that were created.

Summary

Having completed this chapter, you will now be able to access and navigate the
Azure portal to perform all the functions required to deploy an AKS cluster. We
used the free trial on Azure to our advantage to learn the ins and outs of AKS. We
also launched our own AKS cluster with the ability to customize configurations if
required using the Azure portal.

We also used Cloud Shell without installing anything on the computer. This is
important for all the upcoming sections, where you will be doing more than just
launching simple applications. Finally, we launched a publicly accessible service.
The skeleton of this application is the same as for complex applications that we will
cover in the later chapters.

In the next chapter, we will take an in-depth look at different deployment options
to deploy applications onto AKS.



Section 2:
Deploying on AKS

At this point in the book, you have learned the basics of containers and Kubernetes
and set up a Kubernetes cluster on Azure. In this section, you will learn how to
deploy applications on top of that Kubernetes cluster.

Throughout this section, you will progressively build and deploy different
applications on top of AKS. You will start by deploying a simple application, and
later introduce concepts such as scaling, monitoring, and authentication. By the
end of the section, you should feel comfortable deploying applications to AKS.

This section contains the following chapters:

Chapter 3, Application deployment on AKS

Chapter 4, Building scalable applications

Chapter 5, Handling common failures in AKS

Chapter 6, Securing your application with HTTPS
Chapter 7, Monitoring the AKS cluster and the application

Let's start this section by exploring application deployment on AKS in Chapter 3,
Application deployment on AKS.






Application
deployment on AKS

In this chapter, you will deploy two applications on Azure Kubernetes

Service (AKS). An application consists of multiple parts, and you will build the
applications one step at a time while the conceptual model behind them is
explained. You will be able to easily adapt the steps in this chapter to deploy any
other application on AKS.

To deploy the applications and make changes to them, you will be using YAML
files. YAML is a recursive acronym for YAML Ain't Markup Language. YAML is

a language that is used to create configuration files to deploy to Kubernetes.
Although you can use either JSON or YAML files to deploy applications to
Kubernetes, YAML is the most commonly used language to do so. YAML became
popular because it is easier for a human to read when compared to JSON or
XML. You will see multiple examples of YAML files throughout this chapter and
throughout the book.
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During the deployment of the sample guestbook application, you will see
Kubernetes concepts in action. You will see how a deployment is linked to a
ReplicaSet, and how that is linked to the pods that are deployed. A deployment is
an object in Kubernetes that is used to define the desired state of an application.
A deployment will create a ReplicaSet. A ReplicaSet is an object in Kubernetes
that guarantees that a certain number of pods will always be available. Hence,

a ReplicaSet will create one or more pods. A pod is an object in Kubernetes

that is a group of one or more containers. Let's revisit the relationship between
deployments, ReplicaSets, and pods:

Deployment ReplicaSet ERtE

Figure 3.1: Relationship between a deployment, a ReplicaSet, and pods

While deploying the sample applications, you will use the service object to connect
to the application. A service in Kubernetes is an object that is used to provide a
static IP address and DNS name to an application. Since a pod can be killed and
moved to different nodes in the cluster, a service ensures you can connect to a
static endpoint for your application.

You will also edit the sample applications to provide configuration details using a
ConfigMap. A ConfigMap is an object that is used to provide configuration details
to pods. It allows you to keep configuration settings outside of the actual container.
You can then provide these configuration details to your application by connecting
the ConfigMap to your deployment.

Finally, you will be introduced to Helm. Helm is a package manager for Kubernetes
that helps to streamline the deployment process. You will deploy a WordPress site
using Helm and gain an understanding of the value Helm brings to Kubernetes. This
WordPress installation makes use of persistent storage in Kubernetes and you will
learn how persistent storage in AKS is set up.

The following topics will be covered in this chapter:

* Deploying the sample guestbook application step by step
* Full deployment of the sample guestbook application
* Using Helm to install complex Kubernetes applications



Deploying the sample guestbook application step by step | 57

We'll begin with the sample guestbook application.

Deploying the sample guestbook application step by step

In this chapter, you will deploy the classic guestbook sample Kubernetes
application. You will be mostly following the steps from https: //kubernetes.io/
docs/tutorials /stateless-application /guestbook / with some modifications. You
will employ these modifications to show additional concepts, such as ConfigMaps,
that are not present in the original sample.

The sample guestbook application is a simple, multi-tier web application. The
different tiers in this application will have multiple instances. This is beneficial
for both high availability and scalability. The guestbook's front end is a stateless
application because the front end doesn't store any state. The Redis cluster in the
back end is stateful as it stores all the guestbook entries.

You will be using this application as the basis for testing out the scaling of the back
end and the front end, independently, in the next chapter.

Before we get started, let's consider the application that we'll be deploying.
Introducing the application

The application stores and displays guestbook entries. You can use it to record the
opinion of all the people who visit your hotel or restaurant, for example.

Figure 3.2 shows you a high-level overview of the application. The application
uses PHP as a front end. The front end will be deployed using multiple replicas.
The application uses Redis for its data storage. Redis is an in-memory key-value
database. Redis is most often used as a cache.


https://kubernetes.io/docs/tutorials/stateless-application/guestbook/
https://kubernetes.io/docs/tutorials/stateless-application/guestbook/
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&

User

-

Redis master ,
Redis slave

Figure 3.2: High-level overview of the guestbook application

We will begin deploying this application by deploying the Redis master.
Deploying the Redis master

In this section, you are going to deploy the Redis master. You will learn about the
YAML syntax that is required for this deployment. In the next section, you will
make changes to this YAML. Before making changes, let's start by deploying the
Redis master.

Perform the following steps to complete the task:

1. Open your friendly Azure Cloud Shell, as highlighted in Figure 3.3:

Muecrasgft Azure

Figure 3.3: Opening the Cloud Shell
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2.

If you have not cloned the GitHub repository for this book, please do so now by
using the following command:

git clone https://github.com/PacktPublishing/Hands-on-Kubernetes-on-
Azure-Third-Edition/

Change into the directory for Chapter 3 using the following command:

cd Hands-0On-Kubernetes-on-Azure/Chapter03/

Enter the following command to deploy the master:

kubectl apply -f redis-master-deployment.yaml

It will take some time for the application to download and start running. While
you wait, let's understand the command you just typed and executed. Let's
start by exploring the content of the YAML file that was used (the line numbers
are used for explaining key elements from the code snippets):

1 apiVersion: apps/vl
2 kind: Deployment

3  metadata:

4 name: redis-master
5 labels:
6

7

8

app: redis
spec:

selector:
9 matchLabels:
10 app: redis
11 role: master
12 tier: backend
13 replicas: 1
14 template:
15 metadata:
16 labels:
17 app: redis
18 role: master
19 tier: backend
20 spec:
21 containers:

22 - name: master
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23
24
25
26
27
28
29
30
31
32

image: k8s.gcr.io/redis:e2e
resources:
requests:
cpu: 100m
memory: 100Mi
limits:
cpu: 250m
memory: 1024Mi
ports:
- containerPort: 6379

Let's dive deeper into the code line by line to understand the provided
parameters:

Line 2: This states that we are creating a deployment. As explained in
Chapter 1, Introduction to containers and Kubernetes, a deployment is a
wrapper around pods that makes it easy to update and scale pods.

Lines 4-6: Here, the deployment is given a name, which is redis-
master.

Lines 7-12: These lines let us specify the containers that this
deployment will manage. In this example, the deployment will select
and manage all containers for which labels match (app: redis, role:
master, and tier: backend). The preceding label exactly matches the
labels provided in lines 14-19.

Line 13: This line tells Kubernetes that we need exactly one copy

of the running Redis master. This is a key aspect of the declarative
nature of Kubernetes. You provide a description of the containers your
applications need to run (in this case, only one replica of the Redis
master), and Kubernetes takes care of it.

Line 14-19: These lines add labels to the running instance so that it can
be grouped and connected to other pods. We will discuss them later to
see how they are used.

Line 22: This line gives the single container in the pod a name, which
is master. In the case of a multi-container pod, each container in a pod
requires a unique name.
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* Line 23: This line indicates the container image that will be run. In this
case, it is the redis image tagged with e2e (the latest Redis image that
successfully passed its end-to-end [e2e] tests).

* Lines 24-30: These lines set the cpu/memory resources requested for
the container. A request in Kubernetes is a reservation of resources
that cannot be used by other pods. If those resources are not available
in the cluster, the pod will not start. In this case, the request is 0.1 CPU,
which is equal to 100m and is also often referred to as 100 millicores.
The memory requested is 100Mi, or 104,857,600 bytes, which is equal
to ~105 MB. CPU and memory limits are set in a similar way. Limits are
caps on what a container can use. If your pod hits the CPU limit, it'll get
throttled, whereas if it hits the memory limits, it'll get restarted. Setting
requests and limits is a best practice in Kubernetes. For more info,

refer to https: //kubernetes.io/docs/concepts/configuration /manage-
compute-resources-container/.

* Lines 31-32: These two lines indicate that the container is going to
listen on port 6379.

As you can see, the YAML definition for the deployment contains several settings
and parameters that Kubernetes will use to deploy and configure your application.

Note

The Kubernetes YAML definition is similar to the arguments given to Docker
to run a particular container image. If you had to run this manually, you would
define this example in the following way:

# Run a container named master, listening on port 6379, with 100M memory
and 100m CPU using the redis:e2e image.

docker run --name master -p 6379:6379 -m 100M -c 100m -d k8s.gcr.io/
redis:e2e

In this section, you have deployed the Redis master and learned about the syntax of
the YAML file that was used to create this deployment. In the next section, you will
examine the deployment and learn about the different elements that were created.


https://kubernetes.io/docs/concepts/configuration/manage-compute-resources-container/
https://kubernetes.io/docs/concepts/configuration/manage-compute-resources-container/
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Examining the deployment

The redis-master deployment should be complete by now. Continue in the Azure
Cloud Shell that you opened in the previous section and type the following:

kubectl get all

You should get an output similar to the one displayed in Figure 3.4. In your case, the
name of the pod and the ReplicaSet might contain different IDs at the end of the
name. If you do not see a pod, a deployment, and a ReplicaSet, please run the code
as explained in step 4 in the previous section again.

user@dzure: ~/Hands-0n-Kubernetes-on-Azure/Chaptereld kubect] ﬂnf all
MAME READY STATUS RESTARTS AGE
pod/redis-master-faaff5ifd-becjp  1/1 Running @ 16m

NAME TYPE CLUSTER-IP EXTERMAL-IP PORT(S) AGE
sarvice/kubernetas ClustarIP 18.8.8.1 CNong > 443 7TCP I8k

MNAME READY UP-TO-DATE AVATLABLE AGE
deployment . apps/redis-master 1/1 1 1 1&am

NAME DESIRED CLREENT READY AGE
replicaset. apps/redis -master-T46FF570d 1 1 1 16m

Figure 3.4: Objects that were created by your deployment

You can see that you created a deployment named redis-master. It controls a
ReplicaSet named redis-master-f46ff57fd. On further examination, you will also
find that the ReplicaSet is controlling a pod, redis- master-f46ff57fd-b8cjp.
Figure 3.1 has a graphical representation of this relationship.

More details can be obtained by executing the kubectl describe <object>
<instance-name> command, as follows:

kubectl describe deployment/redis-master
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This will generate an output as follows:

~pn-dzures/Chapteralid kubect] describe deployment/redis-master
L-masiEr
default
5un, 1T Jan 281 16:42:15 -+daaa

| 1 evailable | 8 wwvadlable

Aollingipdatestrategy: 255 max unavailable, J5% max surgn
Pad Tempiate:

[ afifi=idis

tier
Conteirers

STETUS RS

HinimamAoplic
Meaep Lo ase L iy

il -master- 4611570d (1/1 replicas ore

A I'rdim

Figure 3.5: Description of the deployment

You have now launched a Redis master with the default configuration. Typically,
you would launch an application with an environment-specific configuration.

In the next section, you will get acquainted with a new concept called ConfigMaps
and then recreate the Redis master. So, before proceeding, clean up the current
version, which you can do by running the following command:

kubectl delete deployment/redis-master
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Executing this command will produce the following output:

deployment.apps "redis-master" deleted

In this section, you examined the Redis master deployment you created. You
saw how a deployment relates to a ReplicaSet and how a ReplicaSet relates
to pods. In the following section, you will recreate this Redis master with an
environment-specific configuration provided via a ConfigMap.

Redis master with a ConfigMap

There was nothing wrong with the previous deployment. In practical use cases, it
would be rare that you would launch an application without some configuration
settings. In this case, you are going to set the configuration settings for redis-
master using a ConfigMap.

A ConfigMap is a portable way of configuring containers without having specialized
images for each environment. It has a key-value pair for data that needs to be set
on a container. A ConfigMap is used for non-sensitive configuration. Kubernetes
has a separate object called a Secret. A Secret is used for configurations that
contain critical data such as passwords. This will be explored in detail in Chapter 10,
Storing Secrets in AKS of this book.

In this example, you are going to create a ConfigMap. In this ConfigMap, you will
configure redis-config as the key and the value will be the following two lines:

maxmemory 2mb
maxmemory-policy allkeys-1ru

Now, let's create this ConfigMap. There are two ways to create a ConfigMap:

* Creating a ConfigMap from a file
* Creating a ConfigMap from a YAML file

In the following two sections, you'll explore both.
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Creating a ConfigMap from a file
The following steps will help us create a ConfigMap from a file:

1. Open the Azure Cloud Shell code editor by typing code redis-config in the
terminal. Copy and paste the following two lines and save the file as redis-
config:

maxmemory 2mb
maxmemory-policy allkeys-1ru

2. Now you can create the ConfigMap using the following code:

kubectl create configmap \
example-redis-config --from-file=redis-config

You should get an output as follows:

configmap/example-redis-config created

3. You can use the same command to describe this ConfigMap:

kubectl describe configmap/example-redis-config

The output will be as shown in Figure 3.6:

tmHames ter83% kuboctl describa contigmap/exasple redis :anflg

pxampl e-redis

default

Figure 3.6: Description of the ConfigMap

In this example, you created the ConfigMap by referring to a file on disk. A different
way to deploy ConfigMaps is by creating them from a YAML file. Let's have a look at
how this can be done in the following section.
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Creating a ConfigMap from a YAML file

In this section, you will recreate the ConfigMap from the previous section using a
YAML file:

1. To start, delete the previously created ConfigMap:

kubectl delete configmap/example-redis-config

2. Copy and paste the following lines into a file named example-redis-config.
yaml, and then save the file:

1 apiVersion: vi

2 data:

3 redis-config: |-

4 maxmemory 2mb

5 maxmemory-policy allkeys-1lru
6 kind: ConfigMap

7 metadata:

8 name: example-redis-config

3. You can now create your ConfigMap via the following command:

kubectl create -f example-redis-config.yaml

You should get an output as follows:

configmap/example-redis-config created

4. Next, run the following command:

kubectl describe configmap/example-redis-config

This command returns the same output as the previous one, as shown in
Figure 3.6.
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As you can see, using a YAML file, you were able to create the same ConfigMap.

Note

kubectl get has the useful -0 option, which can be used to get the output of
an object in either YAML or JSON. This is very useful in cases where you have
made manual changes to a system and want to see the resulting object in
YAML format. You can get the current ConfigMap in YAML using the following
command:

kubectl get -o yaml configmap/example-redis-config

Now that you have the ConfigMap defined, let's use it.
Using a ConfigMap to read in configuration data

In this section, you will reconfigure the redis-master deployment to read
configuration from the ConfigMap:

1. To start, modify redis-master-deployment.yaml to use the ConfigMap as
follows. The changes you need to make will be explained after the source code:

1 apiVersion: apps/vi
2 kind: Deployment

3 metadata:

4 name: redis-master
5 labels:

6 app: redis

7 spec:

8 selector:

9 matchLabels:

10 app: redis

11 role: master
12 tier: backend

13 replicas: 1
14  template:
15 metadata:
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16 labels:

17 app: redis

18 role: master

19 tier: backend

20 spec:

21 containers:

22 - name: master

23 image: k8s.gcr.io/redis:e2e

24 command:

25 - redis-server

26 - "/redis-master/redis.conf"

27 env:

28 - name: MASTER

29 value: "true"

30 volumeMounts:

31 - mountPath: /redis-master

32 name: config

33 resources:

34 requests:

35 cpu: 100m

36 memory: 100Mi

37 ports:

38 - containerPort: 6379

39 volumes:

40 - name: config

41 configMap:

42 name: example-redis-config

43 items:

44 - key: redis-config

45 path: redis.conf
Note

If you downloaded the source code accompanying this book, there is a file
in Chapter 3, Application deployment on AKS, called redis-master-deployment_
Modified.yaml, that has the necessary changes applied to it.
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Let's dive deeper into the code to understand the different sections:

Lines 24-26: These lines introduce a command that will be executed
when your pod starts. In this case, this will start the redis-server
pointing to a specific configuration file.

Lines 27-29: These lines show how to pass configuration data to your
running container. This method uses environment variables. In Docker
form, this would be equivalent to docker run -e "MASTER=true".
--name master -p 6379:6379 -m 100M -c 100m -d Kubernetes /
redis:v1. This sets the environment variable MASTER to true.

Your application can read the environment variable settings for its
configuration.

Lines 30-32: These lines mount the volume called config (this volume
is defined in lines 39-45) on the /redis-master path on the running
container. It will hide whatever exists on /redis-master on the original
container.

In Docker terms, it would be equivalent to docker run -v config:/
redis-master. -e "MASTER=TRUE" --name master -p 6379:6379 -m
100M -c 100m -d Kubernetes /redis:v1.

Line 40: This gives the volume the name config. This name will be used
within the context of this pod.

Lines 41-42: This declares that this volume should be loaded from the
example-redis-config ConfigMap. This ConfigMap should already exist
in the system. You have already defined this, so you are good.

Lines 43-45: Here, you are loading the value of the redis-config key
(the two-line maxmemory settings) as a redis. conf file.
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By adding the ConfigMap as a volume and mounting the volume, you are able to
load dynamic configuration.

1. Let's create this updated deployment:

kubectl create -f redis-master-deployment_Modified.yaml
This should output the following:

deployment.apps/redis-master created

2. Let's now make sure that the configuration was successfully applied. First, get
the pod's name:

kubectl get pods
This should return an output similar to Figure 3.7:

usergizure:~/Hands -On-Kubarnetes-on-Azure/Chapter@3$ kubectl pet pods
MAME READY STATUS RESTARTS AGE

redis-master-7f8dcoebd? -1dpis 1/1 Running a8 29z

Figure 3.7: Details of the pod

3. Then exec into the pod and verify that the settings were applied:

kubectl exec -it redis-master-<pod-id> -- redis-cli

This open a redis-cli session with the running pod. Now you can get the
maxmemory configuration:

CONFIG GET maxmemory

And then you can get the maxmemory-policy configuration:

CONFIG GET maxmemory-policy

This should give you an output similar to Figure 3.8:

035 Eutmell et -1t redis-maber- P obsScFicl-pei g -~ redis-eli

Figure 3.8: Verifying the Redis configuration in the pod
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4. To leave the Redis shell, type the exit command.

To summarize, you have just performed an important part of configuring cloud-
native applications, namely providing dynamic configuration data to an application.
You will have also noticed that the apps have to be configured to read config
dynamically. After you set up your app with configuration, you accessed a running
container to verify the running configuration. You will use this methodology
frequently throughout this book to verify the functionality of running applications.

Note

Connecting to a running container by using the kubectl exec command is
useful for troubleshooting and doing diagnostics. Due to the ephemeral
nature of containers, you should never connect to a container to do additional
configuration or installation. This should either be part of your container
image or configuration you provide via Kubernetes (as you just did).

In this section, you configured the Redis master to load configuration data from a
ConfigMap. In the next section, we will deploy the end-to-end application.

Complete deployment of the sample guestbook application

Having taken a detour to understand the dynamic configuration of applications
using a ConfigMap, you will now return to the deployment of the rest of

the guestbook application. You will once again come across the concepts of
deployment, ReplicaSets, and pods. Apart from this, you will also be introduced to
another key concept, called a service.

To start the complete deployment, we are going to create a service to expose the
Redis master service.
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Exposing the Redis master service

When exposing a port in plain Docker, the exposed port is constrained to the

host it is running on. With Kubernetes networking, there is network connectivity
between different pods in the cluster. However, pods themselves are ephemeral in
nature, meaning they can be shut down, restarted, or even moved to other hosts
without maintaining their IP address. If you were to connect to the IP of a pod
directly, you might lose connectivity if that pod was moved to a new host.

Kubernetes provides the service object, which handles this exact problem. Using
label-matching selectors, it sends traffic to the right pods. If there are multiple
pods serving traffic to a service, it will also do load balancing. In this case, the
master has only one pod, so it just ensures that the traffic is directed to the pod
independent of the node the pod runs on. To create the service, run the following
command:

kubectl apply -f redis-master-service.yaml

The redis-master-service.yaml file has the following content:

1 apiVersion: vi

2 kind: Service

3  metadata:

4 name: redis-master
5 labels:

6 app: redis

7 role: master

8 tier: backend

9 spec:

10 ports:

11 - port: 6379

12 targetPort: 6379
13 selector:

14 app: redis

15 role: master

16 tier: backend
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Let's now see what you have created using the preceding code:

* Lines 1-8: These lines tell Kubernetes that we want a service called redis-
master, which has the same labels as our redis-master server pod.

¢ Lines 10-12: These lines indicate that the service should handle traffic
arriving at port 6379 and forward it to port 6379 of the pods that match the
selector defined between lines 13 and 16.

* Lines 13-16: These lines are used to find the pods to which the incoming
traffic needs to be sent. So, any pod with labels matching (app: redis,
role: master and tier: backend) is expected to handle port 6379 traffic.
If you look back at the previous example, those are the exact labels we
applied to that deployment.

You can check the properties of the service by running the following command:
kubectl get service

This will give you an output as shown in Figure 3.9:

haptoré3f kubsctl create -f redis-master-service.yanl
ad
r#i% kubactl get service

KAMF TP CELISTER-TP EXTERMAL-TP Pl AGE
kubernetes ClusterIP  18.8.8.1 X 3 44 * 43h
Fedid-master CluiterlP 168,186 337 RGN e ¥

Figure 3.9: Properties of the created service

You see that a new service, named redis-master, has been created. It has a
Cluster-IP of 10.0.106.207 (in your case, the IP will likely be different). Note that
this IP will work only within the cluster (hence the ClusterIP type).

Note

You are now creating a service of type ClusterIP. There are other types of
service as well, which will be introduced later in this chapter.
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A service also introduces a Domain Name Server (DNS) name for that service. The
DNS name is of the form <service-name>.<namespace>.svc.cluster.local;in
this case, it would be redis-master.default.svc.cluster.local. To see this in
action, we'll do a name resolution on our redis-master pod. The default image
doesn't have nslookup installed, so we'll bypass that by running a ping command.
Don't worry if that traffic doesn't return; this is because you didn't expose ping on
your service, only the redis port. The command is, however, useful to see the full
DNS name and the name resolution work. Let's have a look:

kubectl get pods

#note the name of your redis-master pod
kubectl exec -it redis-master-<pod-id> -- bash
ping redis-master

This should output the resulting name resolution, showing you the Fully Qualified
Domain Name (FQDN) of your service and the IP address that showed up earlier.
You can stop the ping command from running by pressing Ctrl+C. You can exit the
pod via the exit command, as shown in Figure 3.10:

It redis-magter-TAACSCTSCE-pwgE -~ Dash

tevmnardd {erwinated with salt code 7

Figure 3.10: Using a ping command to view the FQDN of your service

In this section, you exposed the Redis master using a service. This ensures that
even if a pod moves to a different host, it can be reached through the service's
IP address. In the next section, you will deploy the Redis replicas, which help to
handle more read traffic.
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Deploying the Redis replicas

Running a single back end on the cloud is not recommended. You can configure
Redis in a leader-follower (master-slave) setup. This means that you can have

a master that will serve write traffic and multiple replicas that can handle read
traffic. It is useful for handling increased read traffic and high availability.

Let's set this up:

1. Create the deployment by running the following command:

kubectl apply -f redis-replica-deployment.yaml

2. Let's check all the resources that have been created now:

kubectl get all

The output would be as shown in Figure 3.11:

user@fzure:-~/Hands-0n-Kubernetes-on-Azure /Chapterd2} kubectl get all
READY  STATUS RESTARTS LGE
1/1 Hunming @ 32m
1/1 Hunnlng %] amlas
1/1 Running @ 2mlls

HAME TYPE CLISTER-IP EXTEEMAL-IP PORT(S)
service/kubarnetes ClusterlP 1a.8.8.1 o PRI 443 /TCP
redis-master ClusterIP 18.98.186.287 <noned BITY/TCP

HAME READY  UP-TO-DATE AVAILABLE AGE
deployment . apps/redis-saster 1/1 1 i | 34m
deployment . apps/redis-replica 242 2 2 mizs

MAME DESIRED CLURRENT READ"Y
replicaset.apps/redis-master-T66c5cthcE y |

1
2

replicaset. apps/redis-replics-57cBob6ecd

Figure 3.11: Deploying the Redis replicas creates a number of new objects
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3. Based on the preceding output, you can see that you created two replicas
of the redis-replica pods. This can be confirmed by examining the redis-
replica- deployment.yaml file:

1 apiVersion: apps/vl

2 kind: Deployment

3 metadata:

4 name: redis-replica
5 labels:
6

7

8

app: redis
spec:
selector:
9 matchLabels:
10 app: redis
11 role: replica
12 tier: backend

13 replicas: 2
14  template:

15 metadata:

16 labels:

17 app: redis

18 role: replica

19 tier: backend

20 spec:

21 containers:

22 - name: replica

23 image: gcr.io/google-samples/gb-redis-follower:v1
24 resources:

25 requests:

26 cpu: 100m

27 memory: 100Mi

28 env:

29 - name: GET_HOSTS_FROM
30 value: dns

31 ports:

32 - containerPort: 6379
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Everything is the same except for the following:
* Line 13: The number of replicas is 2.
* Line 23: You are now using a specific replica (follower) image.
* Lines 29-30: Setting GET_HOSTS_FROM to dns. This is a setting that
specifies that Redis should get the hostname of the master using DNS.

As you can see, this is similar to the Redis master you created earlier.

4. Like the master service, you need to expose the replica service by running the
following:

kubectl apply -f redis-replica-service.yaml

The only difference between this service and the redis-master service is that
this service proxies traffic to pods that have the role:replica label.

5. Check the redis-replica service by running the following command:
kubectl get service

This should give you the output shown in Figure 3.12:

'Chaptergdd kubectl create -f redis-replica-service.yaml

: @)= Han ] n = Aruen/ Chapterédd kubsct] pet service
MAME TYFE I X Mol - IF FO 1

Lubsrreieg ClusterIp
. Clustes=TPF
redis-replica ClusterIP

Figure 3.12: Redis-master and redis-replica service

You now have a Redis cluster up and running, with a single master and two
replicas. In the next section, you will deploy and expose the front end.

Deploying and exposing the front end
Up to now, you have focused on the Redis back end. Now you are ready to deploy

the front end. This will add a graphical web page to your application that you'll be
able to interact with.
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You can create the front end using the following command:
kubectl apply -f frontend-deployment.yaml

To verify the deployment, run this command:
kubectl get pods

This will display the output shown in Figure 3.13:

user@arure =/ Cubsrnetes-o g/Chaptere3$ kubectl get pods
MNAME STATUS RESTARTS AGE
frontend -6cededfdad-8d]1 5y Running 545
frontend-6cededfdad-gz59t Running 55s

frentend-ecededfddd-mghz Running = 4
redis-master-7e6c5cfScB-pwiqE / Running 37m
redis-replica-57cBoebccd-42hnk Running Gm27 s
redis-replica-57cBce6cca-dfvbv Running - Bm2 TS5

Figure 3.13: Verifying the front end deployment

You will notice that this deployment specifies 3 replicas. The deployment has the
usual aspects with minor changes, as shown in the following code:

apiVersion: apps/vl
kind: Deployment
metadata:
name: frontend
labels:
app: guestbook
spec:
selector:
9 matchlLabels:
10 app: guestbook
11 tier: frontend
12 replicas: 3
13 template:

O N OOl A WN —

14 metadata:

15 labels:

16 app: guestbook
17 tier: frontend
18 spec:

19 containers:

20 - name: php-redis

21 image: gcr.io/google-samples/gb-frontend:v4
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22 resources:

23 requests:

24 cpu: 100m

25 memory: 100Mi

26 env:

27 - name: GET_HOSTS_FROM
28 value: env

29 - name: REDIS_SLAVE_SERVICE_HOST
30 value: redis-replica
31 ports:

32 - containerPort: 80

Let's see these changes:

* Line 11: The replica count is set to 3.

* Line 8-10 and 14-16: The labels are set to app: guestbook and tier:
frontend.

* Line 20: gb-frontend:v4 is used as the image.

You have now created the front-end deployment. You now need to expose it as a
service.

Exposing the front-end service
There are multiple ways to define a Kubernetes service. The two Redis services we

created were of the type ClusterIP. This means they are exposed on an IP that is
reachable only from the cluster, as shown in Figure 3.14:

ClusterlP

Kubernetes node Kubernetes node Kubernetes node

Figure 3.14: Kubernetes service of type ClusterIP
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Another type of service is the type NodePort. A service of type NodePort is accessible
from outside the cluster, by connecting to the IP of a node and the specified port.
This service is exposed on a static port on each node as shown in Figure 3.15:

User

Node port Node port Node port

Kubernetes node Kubernetes node Kubernetes node

Figure 3.15: Kubernetes service of type NodePort
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A final type - which will be used in this example - is the LoadBalancer type. This
will create an Azure Load Balancer that will get a public IP that you can use to
connect to, as shown in Figure 3.16:

User

Load balancer (external)

Kubernetes node Kubernetes node Kubernetes node

Figure 3.16: Kubernetes service of type LoadBalancer
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The following code will help you to understand how the frontend service is
exposed:

1 apiVersion: vi

2 kind: Service

3 metadata:

4 name: frontend

5 labels:

6 app: guestbook
7 tier: frontend
8 spec:

9 type: LoadBalancer # line uncommented
10 ports:

11 - port: 80

12 selector:

13 app: guestbook
14 tier: frontend

This definition is similar to the services you created earlier, except that in line 9
you defined type: Load Balancer. This will create a service of that type, which
will cause AKS to add rules to the Azure load balancer.

Now that you have seen how a front-end service is exposed, let's make the
guestbook application ready for use with the following steps:

1. To create the service, run the following command:

kubectl create -f frontend-service.yaml

This step takes some time to execute when you run it for the first time. In the
background, Azure must perform a couple of actions to make it seamless. It has
to create an Azure load balancer and a public IP and set the port-forwarding
rules to forward traffic on port 80 to internal ports of the cluster.
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2. Run the following until there is a value in the EXTERNAL-IP column:

kubectl get service -w

This should display the output shown in Figure 3.17:

userglzure ;- Hands-On-Kubernetes-on-Azure/ Chapt
HAME / CLUSTER-IP ERMAL-TP
frontend LoadBalancer 18.8.119.181 52.143.73.22

kubarnetes ClusterIpP lg.8.8.1 Lnong:
redis-master ClusterIP 18.8.186 . 287 LAOne s
redis-replica ClusterIP 18.8.135. CROMNE >

Figure 3.17: External IP value

3. In the Azure portal, if you click on All Resources and filter on Load balancer, you
will see a kubernetes Load balancer. Clicking on it shows you something similar
to Figure 3.18. The highlighted sections show you that there is a load balancing
rule accepting traffic on port 80 and you have two public IP addresses:

{} kubernetes

ol b Mo Al Dekde ©F Refiest
o Owwnyemi - Esveriiat:
O it ke Feroos poug [oargs S e e
]-hownchnmsts_rancuonsks me taw kPrl pook
A Acres oot [ ikt L LT
’ e LI 7 STVl | R bl T 17 - T PR [Tipe 10061
i
LuissTipher A card b bncing nee —l
o Doy rieir arad <ndas perohiere fip TP sacriphica | o Tt 11 B8] o 2 15 e S - TP 80 [Top B0 |
it |
- Snisscriptson M HAT i
L pelaTn 180171 - A7 W - ) (e ST | risararal
B Foadured 1P Coninpe el =KL Fisbde P adidrw
ciaraiprd sk P grkdeprars
W Bacherad poars
WS £

i lmakh probes

Figure 3.18: kubernetes Load balancer in the Azure portal
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If you click through on the two public IP addresses, you'll see both IP addresses
linked to your cluster. One of those will be the IP address of your actual front-end
service; the other one is used by AKS to make outbound connections.

Note

Azure has two types of load balancers: basic and standard.

Virtual machines behind a basic load balancer can make outbound
connections without any specific configuration. Virtual machines behind a
standard load balancer (which is the default for AKS now) need an outbound
rule on the load balancer to make outbound connections. This is why you see
a second IP address configured.

You're finally ready to see your guestbook app in action!
The guestbook application in action

Type the public IP of the service in your favorite browser. You should get the
output shown in Figure 3.19:

A Not secure

Guestbook

Massaoas

Subamit

Figure 3.19: The guestbook application in action

Go ahead and record your messages. They will be saved. Open another browser
and type the same IP; you will see all the messages you typed.

Congratulations - you have completed your first fully deployed, multi-tier,
cloud-native Kubernetes application!
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To conserve resources on your free-trial virtual machines, it is better to delete
the created deployments to run the next round of the deployments by using the
following commands:

kubectl delete deployment frontend redis-master redis-replica
kubectl delete service frontend redis-master redis-replica

Over the course of the preceding sections, you have deployed a Redis cluster and
deployed a publicly accessible web application. You have learned how deployments,
ReplicaSets, and pods are linked, and you have learned how Kubernetes uses the
service object to route network traffic. In the next section of this chapter, you will
use Helm to deploy a more complex application on top of Kubernetes.

Installing complex Kubernetes applications using Helm

In the previous section, you used static YAML files to deploy an application. When
deploying more complicated applications, across multiple environments (such as
dev/test/prod), it can become cumbersome to manually edit YAML files for each
environment. This is where the Helm tool comes in.

Helm is the package manager for Kubernetes. Helm helps you deploy, update, and
manage Kubernetes applications at scale. For this, you write something called Helm
Charts.

You can think of Helm Charts as parameterized Kubernetes YAML files. If you think
about the Kubernetes YAML files we wrote in the previous section, those files were
static. You would need to go into the files and edit them to make changes.

Helm Charts allow you to write YAML files with certain parameters in them, which
you can dynamically set. This setting of the parameters can be done through a
values file or as a command-line variable when you deploy the chart.

Finally, with Helm, you don't necessarily have to write Helm Charts yourself;

you can also use a rich library of pre-written Helm Charts and install popular
software in your cluster through a simple command such as helm install --name
my-release stable/mysql.
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This is exactly what you are going to do in the next section. You will install
WordPress on your cluster by issuing only two commands. In the next chapters,
you'll also dive into custom Helm Charts that you'll edit.

Note

On November 13, 2019, the first stable release of Helm v3 was released.

We will be using Helm v3 in the following examples. The biggest difference
between Helm v2 and Helm v3 is that Helm v3 is a fully client-side tool that no
longer requires the server-side tool called Tiller.

Let's start by installing WordPress on your cluster using Helm. In this section, you'll
also learn about persistent storage in Kubernetes.

Installing WordPress using Helm

As mentioned in the introduction, Helm has a rich library of pre-written Helm
Charts. To access this library, you'll have to add a repo to your Helm client:

1. Add the repo that contains the stable Helm Charts using the following
command:

helm repo add bitnami \
https://charts.bitnami.com/bitnami

2. To install WordPress, run the following command:

helm install handsonakswp bitnami/wordpress

This execution will cause Helm to install the chart detailed at https: //github.

com/bitnami/charts/tree /master/bitnami/wordpress.

It takes some time for Helm to install and the site to come up. Let's look at a key
concept, PersistentVolumeClaims, while the site is loading. After covering this,
we'll go back and look at your site that got created.


https://github.com/bitnami/charts/tree/master/bitnami/wordpress
https://github.com/bitnami/charts/tree/master/bitnami/wordpress
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PersistentVolumeClaims

A typical process requires compute, memory, network, and storage. In the
guestbook example, we saw how Kubernetes helps us abstract the compute,
memory, and network. The same YAML files work across all cloud providers,
including a cloud-specific setup of public-facing load balancers. The WordPress
example shows how the last piece, namely storage, is abstracted from the
underlying cloud provider.

In this case, the WordPress Helm Chart depends on the MariaDB helm chart
(https: //github.com /bitnami/charts /tree /master/bitnami/mariadb) for its

database installation.

Unlike stateless applications, such as our front ends, MariaDB requires careful
handling of storage. To make Kubernetes handle stateful workloads, it has a
specific object called a StatefulSet. A StatefulSet (https: //kubernetes.io/docs
concepts/workloads /controllers /statefulset/) is like a deployment with the
additional capability of ordering, and the uniqueness of the pods. This means that
Kubernetes will ensure that the pod and its storage are kept together. Another way
that StatefulSets help is with the consistent naming of pods in a StatefulSet. The
pods are named <pod-name>-#, where # starts from 0 for the first pod, and 1 for the
second pod.

Running the following command, you can see that MariaDB has a predictable
number attached to it, whereas the WordPress deployment has a random number
attached to the end:

kubectl get pods
This will generate the output shown in Figure 3.20:

userfzure:~/Hands-0n-Kl sn-Azure /Chaptere3d% Kubectl gr_'t pods
HAME READY STATUS RESTARTS AGE

handsonakswp-mariadb-8 1/1 Running @ imds
handsonakswp-wordpress -B56d56:505 -Fwd_|:r 1/1 Runni ng a AmdL

Figure 3.20: Numbers attached to MariaDB and WordPress pods

The numbering reinforces the ephemeral nature of the deployment pods versus the
StatefulSet pods.


https://github.com/bitnami/charts/tree/master/bitnami/mariadb
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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Another difference is how pod deletion is handled. When a deployment pod
is deleted, Kubernetes will launch it again anywhere it can, whereas when

a StatefulSet pod is deleted, Kubernetes will relaunch it only on the node it
was running on. It will relocate the pod only if the node is removed from the
Kubernetes cluster.

Often, you will want to attach storage to a StatefulSet. To achieve this, a StatefulSet
requires a PersistentVolume (PV). This volume can be backed by many mechanisms
(including blocks, such as Azure Blob, EBS, and iSCSI, and network filesystems,
such as AFS, NFS, and GlusterFS). StatefulSets require either a pre-provisioned
volume or a dynamically provisioned volume handled by a PersistentVolumeClaim
(PVC). A PVC allows a user to dynamically request storage, which will result in a PV
being created.

Please refer to https: //kubernetes.io /docs /concepts /storage /persistent-
volumes/ for more detailed information.

In this WordPress example, you are using a PVC. A PVC provides an abstraction
over the underlying storage mechanism. Let's look at what the MariaDB Helm Chart
did by running the following:

kubectl get statefulset -o yaml > mariadbss.yaml
code mariadbss.yaml

In the preceding command, you got the YAML definition of the StatefulSet that
was created and stored it in a file called mariadbss.yaml. Let's look at the most
relevant parts of that YAML file. The code has been truncated to only show the
most relevant parts:

1 apiVersion: vl

2 items:

3 - apiVersion: apps/vl
4 kind: StatefulSet

285 volumeMounts:
286 - mountPath: /bitnami/mariadb
287 name: data

306 volumeClaimTemplates:
307 - apiVersion: vi
308 kind: PersistentVolumeClaim


https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
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309
310
31
312
313
314
315
316
317
318
319
320
321
322

metadata:
creationTimestamp: null
labels:
app.kubernetes.io/component: primary
app.kubernetes.io/instance: handsonakswp
app.kubernetes.io/name: mariadb
name: data
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi
volumeMode: Filesystem

Most of the elements of the preceding code have been covered earlier in the
deployment. In the following points, we will highlight the key differences, to take a
look at just the PVC:

Note

PVC can be used by any pod, not just StatefulSet pods.

Let's discuss the different elements of the preceding code in detail:

Line 4: This line indicates the StatefulSet declaration.

Lines 285-287: These lines mount the volume defined as data and mount it
under the /bitnami/mariadb path.

Lines 306-322: These lines declare the PVC. Note specifically:

* Line 315: This line gives it the name data, which is reused at line 285.

* Line 318: This line gives the access mode ReadWriteOnce, which will
create block storage, which on Azure is a disk. There are other access
modes as well, namely ReadOnlyMany and ReadWriteMany. As the name
suggests, a ReadWriteOnce volume can only be attached to a single pod,
while a ReadOnlyMany or ReadWriteMany volume can be attached to
multiple pods at the same time. These last two types require a different
underlying storage mechanism such as Azure Files or Azure Blob.

e Line 321: This line defines the size of the disk.
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Based on the preceding information, Kubernetes dynamically requests and binds
an 8 GiB volume to this pod. In this case, the default dynamic-storage provisioner
backed by the Azure disk is used. The dynamic provisioner was set up by Azure
when you created the cluster. To see the storage classes available on your cluster,
you can run the following command:

kubectl get storageclass

This will show you an output similar to Figure 3.21:

1 a-prerium
Jdefault)
waniged- prenius

Figure 3.21: Different storage classes in your cluster

We can get more details about the PVC by running the following:

kubectl get pvc

The output generated is displayed in Figure 3.22:

PPl e T
o -htab-d11d-deti -k

Figure 3.22: Different PVCs in the cluster

When we asked for storage in the StatefulSet description (lines 128-143),
Kubernetes performed Azure-disk-specific operations to get the Azure disk with 8
GiB of storage. If you copy the name of the PVC and paste that in the Azure search
bar, you should find the disk that was created:

[ oo BLRREEE ) 7l 5 T #, | f.-l.' il

Vo e Pl pl s

| ey S| i et e
B i (= T
B subemees dneme oy - ]% ] T dels 572 5P dd o M T v o
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Figure 3.23: Getting the disk linked to a PVC
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The concept of a PVC abstracts cloud provider storage specifics. This allows the
same Helm template to work across Azure, AWS, or GCP. On AWS, it will be backed
by Elastic Block Store (EBS), and on GCP it will be backed by Persistent Disk.

Also, note that PVCs can be deployed without using Helm.

In this section, the concept of storage in Kubernetes using PersistentVolumeClaim
(PVC) was introduced. You saw how they were created by the WordPress Helm
deployment, and how Kubernetes created an Azure disk to support the PVC used
by MariaDB. In the next section, you will explore the WordPress application on
Kubernetes in more detail.

Checking the WordPress deployment

After our analysis of the PVCs, let's check back in with the Helm deployment. You
can check the status of the deployment using:

helm 1s

This should return the output shown in Figure 3.24:

Figure 3.24: WordPress application deployment status

We can get more info from our deployment in Helm using the following command:

helm status handsonakswp
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This will return the output shown in Figure 3.25:

e~21% helm ztatex hardscnskawp

Your WordPrass sibts can be sccesasd throogh tBe following [AMG came froe wiithis your o
hendsnraipep-werdprass, datault ., e, cluster, local [port B

T accass your WardPress site from cubtsige the cluster foillow the ctops Below:

1. ot the kordfrese URL By rusning thess cossande:

HOTE: It wayy take 8 teaw minuter tor the LosdRslsscer TP 1o be sunplable,
kiatch the status with: "ksbechl get pwe nama rpare default -w handeooemaksepwardprens

naprspace detsilt handsonncs«n-wordprees template ~[{ range {1

st “Herifres ] CE_TFfpduin”

£ Cpen 3 browner na efoess Werdress uslog the obtadned LR,

Lopln with the followlsg credentials below to ses your blog

Slkubectl pet secret ramaipard dofault handsoraksep -woropress Bl atha™f daks  wordpras

dﬁ:ﬁ'ﬂj

Figure 3.25: Getting more details about the deployment

This shows you that your chart was deployed successfully. It also shows more
info on how you can connect to your site. You won't be using these steps for now;
you will revisit these steps in Chapter 5, Handling common failures in AKS, in

the section where we cover fixing storage mount issues. For now, let's look into
everything that Helm created for you:

kubectl get all
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This will generate an output similar to Figure 3.26:

imargigurn: - Hesdx -Cn smrnstay-an-&iurs/Chapterdif hobact]l gpel all
W STATUS RESTARTS  AGE
o I

Runniang ;] e

TP CLUSTIR-TF
rariadn Clust =
- FOrdpriks Loedfalarcar - - 1. 1ES. 278 B FTOP, 443 322 9/ TCP
mrrylrel EumErnetes ClusteriF T - £ M 4477 TCP

WEFF READN  UR-TO-DATE  ANGTLADLT  BGE
deployveent _apps hand 2k SAl - RDMIPrES S i/l 1 i Tt

HEFE DESIRED CURRENT  REEDY
ripllcas ot apps Mhands onak swp - wo rdpress - E38dSec8bhs 1 i i

e FEADY  BGE
sbatefulant . apgs/herdsorakop-aeriad 101 o

Figure 3.26: List of objects created by Helm

If you don't have an external IP yet, wait for a couple of minutes and retry the
command.

You can then go ahead and connect to your external IP and access your WordPress
site. Figure 3.27 is the resulting output:

i Mot secure

LISER'S BLOWG!

Just another WordPress site

Hello world!

Weleame 1a WardPrass, This (2 =t firet st Edat ar delete 11, then

start writing!

Hublished Jarmiary 57, 2021
Calegerized s |_]_|_|_|_ _i_'l_l-lur_lr!.l'f;':']

Figure 3.27: WordPress site being displayed on connection with the external IP
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To make sure you don't run into issues in the following chapters, let's delete the
WordPress site. This can be done in the following way:

helm delete handsonakswp

By design, the PVCs won't be deleted. This ensures persistent data is kept. As you
don't have any persistent data, you can safely delete the PVCs as well:

kubectl delete pvc --all

Note

Be very careful when executing kubectl delete <object> --all as it will
delete all the objects in a namespace. This is not recommended on a
production cluster.

In this section, you have deployed a full WordPress site using Helm. You also
learned how Kubernetes handles persistent storage using PVCs.

Summary

In this chapter, you deployed two applications. You started the chapter by
deploying the guestbook application. During that deployment, the details of pods,
ReplicaSets, and deployments were explored. You also used dynamic configuration
using ConfigMaps. Finally, you looked into how services are used to route traffic to
the deployed applications.

The second application you deployed was a WordPress application. You deployed
it via the Helm package manager. As part of this deployment, PVCs were used, and
you explored how they were used in the system and how they were linked to disks
on Azure.

In Chapter 4, Building scalable applications, you will look into scaling applications
and the cluster itself. You will first learn about the manual and automatic scaling of
the application, and afterward, you'll learn about the manual and automatic scaling
of the cluster itself. Finally, different ways in which applications can be updated on
Kubernetes will be explained.



Building scalable
applications

When running an application efficiently, the ability to scale and upgrade your
application is critical. Scaling allows your application to handle additional load.
While upgrading, scaling is needed to keep your application up to date and to
introduce new functionality.

Scaling on demand is one of the key benefits of using cloud-native applications.
It also helps optimize resources for your application. If the front end component
encounters heavy load, you can scale the front end alone, while keeping the
same number of back end instances. You can increase or reduce the number of
virtual machines (VMs) required depending on your workload and peak demand
hours. This chapter will cover the scale dimensions of the application and its
infrastructure in detail.
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In this chapter, you will learn how to scale the sample guestbook application that
was introduced in Chapter 3, Application deployment on AKS. You will first scale this
application using manual commands, and afterward you'll learn how to autoscale

it using the Horizontal Pod Autoscaler (HPA). The goal is to make you comfortable
with kubectl, which is an important tool for managing applications running on

top of Azure Kubernetes Service (AKS). After scaling the application, you will also
scale the cluster. You will first scale the cluster manually, and then use the cluster
autoscaler to automatically scale the cluster. In addition, you will get a brief
introduction on how you can upgrade applications running on top of AKS.

In this chapter, we will cover the following topics:

* Scaling your application
* Scaling your cluster
» Upgrading your application

Let's begin this chapter by discussing the different dimensions of scaling
applications on top of AKS.

Scaling your application

There are two scale dimensions for applications running on top of AKS. The first
scale dimension is the number of pods a deployment has, while the second scale
dimension in AKS is the number of nodes in the cluster.

By adding new pods to a deployment, also known as scaling out, you can add
additional compute power to the deployed application. You can either scale out
your applications manually or have Kubernetes take care of this automatically via
HPA. HPA can monitor metrics such as the CPU to determine whether pods need to
be added to your deployment.

The second scale dimension in AKS is the number of nodes in the cluster. The
number of nodes in a cluster defines how much CPU and memory are available for
all the applications running on that cluster. You can scale your cluster manually
by changing the number of nodes, or you can use the cluster autoscaler to
automatically scale out your cluster. The cluster autoscaler watches the cluster
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for pods that cannot be scheduled due to resource constraints. If pods cannot be
scheduled, it will add nodes to the cluster to ensure that your applications can run.

Both scale dimensions will be covered in this chapter. In this section, you will learn
how you can scale your application. First, you will scale your application manually,
and then later, you will scale your application automatically.

Manually scaling your application

To demonstrate manual scaling, let's use the guestbook example that we used in
the previous chapter. Follow these steps to learn how to implement manual scaling:

Note

In the previous chapter, we cloned the example files in Cloud Shell. If you
didn't do this back then, we recommend doing that now:

git clone https://github.com/PacktPublishing/Hands-On-Kubernetes-on-
Azure-third-edition

For this chapter, navigate to the Chapter4 directory:

cd Chaptero4

1. Set up the guestbook by running the kubectl create command in the Azure
command line:

kubectl create -f guestbook-all-in-one.yaml

2. After you have entered the preceding command, you should see something
similar to what is shown in Figure 4.1 in your command-line output:

chapterdti kubect! create -f guestbock-all-in-ore.yaml

deployment  apps/frontend crested

Figure 4.1: Launching the guestbook application

3. Right now, none of the services are publicly accessible. We can verify this by
running the following command:

kubectl get service
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4. As seen in Figure 4.2, none of the services have an external IP:

user@Azure:~/Hands -On-Kubernetes-an-Azure/Chapterddd kubectl gist sarvice

MAME TYIPE CLUSTER-IP EXTERMAL-IP PORT{S) AGE
frantend ClusterIP 18.8.118.181 LROME > a8y TCP Jb5
kubernetes ClusterIP 18.8.8.1 LNOne> A43/TCP 3d22h
redis-master ClusterIP 18.8.181.124 {Aome>s a3TS/TCP /75
redis-replica ClusterIP 18.8,138.136 LRanes EITS/TCP 775

Figure 4.2: Output confirming that none of the services have a public IP

5. To test the application, you will need to expose it publicly. For this, let's
introduce a new command that will allow you to edit the service in Kubernetes
without having to change the file on your file system. To start the edit, execute
the following command:

kubectl edit service frontend

6. This will open a vi environment. Use the down arrow key to navigate to the
line that says type: ClusterIP and change that to type: LoadBalancer, as
shown in Figure 4.3. To make that change, hit the I button, change type to
LoadBalancer, hit the Esc button, type :wq!, and then hit Enter to save the
changes:

18.8.118.181

puestbook
frontend

Mone
LoadBalance rl

Figure 4.3: Changing this line to type: LoadBalancer
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7. Once the changes are saved, you can watch the service object until the public
IP becomes available. To do this, type the following:

kubectl get service -w

8. It will take a couple of minutes to show you the updated IP. Once you see the
correct public IP, you can exit the watch command by hitting Ctrl + C:

usargirure :~/Hands -0On-Kubernetes-on-Azure /Chapter8dd kubectl gat servlce -w

HAME TYPE CLUSTER-IP EXTERRAL-IP 1 ] AGE
frontend LoadBalancer 18.8.118.181 Lpending > RS Im55%
kubernetes Clusterlp 18.8.8.1 LMDneE > 3dzzh

redis -master ClusterIP 8. 8.1E1.124 < Mane e ¥ ' TC imSE%
redis-replica ClusterIP 18.2.138.136 «<none> ] IMS65
+rantend LoadBalancer 18.8.118.1a1 £2.149.17.24& 4n7E

Figure 4.4: Output showing the front-end service getting a public IP

9. Type the IP address from the preceding output into your browser navigation
bar as follows: http://<EXTERNAL-IP>/. The result of this is shown in
Figure 4.5:

d Motsecure | 5214917246

Guesthook

Figure 4.5: Browse to the guestbook application

The familiar guestbook sample should be visible. This shows that you have
successfully publicly accessed the guestbook.

Now that you have the guestbook application deployed, you can start scaling the
different components of the application.
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Scaling the guestbook front-end component

Kubernetes gives us the ability to scale each component of an application
dynamically. In this section, we will show you how to scale the front end of the
guestbook application. Right now, the front-end deployment is deployed with three
replicas. You can confirm by using the following command:

kubectl get pods
This should return an output as shown in Figure 4.6:

user@izure: ~/Hands-On-Kubernetes-on-Azure/Chaptereds kubectl pet pods
MAME READY  STATUS RESTARTS  AGE
tromtend- 76644t 7Tcb-51tc2 1/1 Running & Imlss
fromtend- Yeed4f 7 T ch-ram7k 1/1 Running ] amlss

frontend - 7Te6d4f 77 cb- swahad 1/1 Running 2] IM15s
redis-master-fA6TF57fd-wmsns 1/1 Running B Imles
redis-replica-SbcYbccScd-ndggt 1/1 ﬂunning B8 ImlSs
redis-replica-Sbc7bccocd -wilda 171 Running 2] Imlss

Figure 4.6: Confirming the three replicas in the front-end deployment

To scale the front-end deployment, you can execute the following command:

kubectl scale deployment/frontend --replicas=6

This will cause Kubernetes to add additional pods to the deployment. You can set
the number of replicas you want, and Kubernetes takes care of the rest. You can
even scale it down to zero (one of the tricks used to reload the configuration when
the application doesn't support the dynamic reload of configuration). To verify that
the overall scaling worked correctly, you can use the following command:

kubectl get pods
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This should give you the output shown in Figure 4.7:

userglAzure:~/Hands-0On-Kubernetes -on-Azure/Chapteredd kubectl pget pods
NAME READY STATUS RESTARTS
frontend-766d4fF77ch-511tc2 1/1 Runming

frantend- 7eedaT 77 eb- G 1/1 Running
frontend-766d4F7Tch-gmdSp 1/1 Running

frontend-766d4t77ch- rdm7k 1/1 Running

frontend- 766d4177cb- swbd 1/1 Running
frontend-7eedaf77Fcb-vzT26 1/1 Runnimg
redis-master-T46TT57d-wmsns 1/1 Running
redis-replica-5bc7bcc9cd-nogit 1/1 Runmning
redis-replica-Sbe7beched-w2ldd 171 Rurnning

Figure 4.7: Different pods running in the guestbook application after scaling out

As you can see, the front-end service scaled to six pods. Kubernetes also spread
these pods across multiple nodes in the cluster. You can see the nodes that this is
running on with the following command:

kubectl get pods -o wide

This will generate the following output:

apturddy hubsetl gut pedi -5 akds
AESTHATS =
a

Figure 4.8: Showing which nodes the pods are running on

In this section, you have seen how easy it is to scale pods with Kubernetes. This
capability provides a very powerful tool for you to not only dynamically adjust

your application components but also provide resilient applications with failover
capabilities enabled by running multiple instances of components at the same time.
However, you won't always want to manually scale your application. In the next
section, you will learn how you can automatically scale your application in and out
by automatically adding and removing pods in a deployment.
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Using the HPA

Scaling manually is useful when you're working on your cluster. For example, if you
know your load is going to increase, you can manually scale out your application.

In most cases, however, you will want some sort of autoscaling to happen on your
application. In Kubernetes, you can configure autoscaling of your deployment using
an object called the Horizontal Pod Autoscaler (HPA).

HPA monitors Kubernetes metrics at regular intervals and, based on the rules you
define, it automatically scales your deployment. For example, you can configure the
HPA to add additional pods to your deployment once the CPU utilization of your
application is above 50%.

In this section, you will configure the HPA to scale the front-end of the application
automatically:

1. To start the configuration, let's first manually scale down our deployment to
one instance:

kubectl scale deployment/frontend --replicas=1

2. Next up, we'll create an HPA. Open up the code editor in Cloud Shell by typing
code hpa.yaml and enter the following code:

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: frontend-scaler
spec:
scaleTargetRef':
apiVersion: apps/vi
kind: Deployment
name: frontend

0 N o O AW N =

— O
S

minReplicas: 1

—_
—_

maxReplicas: 10
targetCPUUtilizationPercentage: 50

—_
N
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Let's investigate what is configured in this file:
* Line 2: Here, we define that we need HorizontalPodAutoscaler.
* Lines 6-9: These lines define the deployment that we want to autoscale.

* Lines 10-11: Here, we configure the minimum and maximum pods in our
deployment.

* Lines 12: Here, we define the target CPU utilization percentage for our
deployment.

3. Save this file, and create the HPA using the following command:

kubectl create -f hpa.yaml

This will create our autoscaler. You can see your autoscaler with the following
command:

kubectl get hpa

This will initially output something as shown in Figure 4.9:

usen@irure = Hands-0n-Kubernetes —on-ArurefChapterddd kubectl get hpa
MAME REFERENLCE TARGETS MINPDOS MEOPOIDS REPLICAS

fromtend-scaler Deployment /frontend LI ol P 3 S 1 14 a

Figure 4.9: The target unknown shows that the HPA isn't ready yet

It takes a couple of seconds for the HPA to read the metrics. Wait for the return
from the HPA to look something similar to the output shown in Figure 4.10:

usarPdzure:~/Hands -0n- Kubsrnetas-an-Azure/Chapterddd kubectl get hpa -w
HAMLE SEFLHENCE 1= MNP [ g R ] HEPLICAS

fromtend-scaler Deployment/frontend cunk 1 ;] R
trontend-scaler Dhplen it e U 18 1
frontend-scaler Deployment Sfro X e ;] 1

Figure 4.10: Once the target shows a percentage, the HPA is ready

4. You will now go ahead and do two things: first, you will watch the pods to see
whether new pods are created. Then, you will create a new shell, and create
some load for the system. Let's start with the first task—watching our pods:

kubectl get pods -w
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This will continuously monitor the pods that get created or terminated.

Let's now create some load in a new shell. In Cloud Shell, hit the open new
session icon to open a new shell:

Bash v O 7?2 @ I

Figure 4.11: Use this button to open a new Cloud Shell

This will open a new tab in your browser with a new session in Cloud Shell. You
will generate load for the application from this tab.

5. Next, you will use a program called hey to generate this load. hey is a tiny
program that sends loads to a web application. You can install and run hey
using the following commands:

export GOPATH=~/go

export PATH=$GOPATH/bin:$PATH
go get -u github.com/rakyll/hey
hey -z 20m http://<external-ip>

The hey program will now try to create up to 20 million connections to the
front-end. This will generate CPU loads on the system, which will trigger the
HPA to start scaling the deployment. It will take a couple of minutes for this to
trigger a scale action, but at a certain point, you should see multiple pods being
created to handle the additional load, as shown in Figure 4.12:
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Azure/Chapter2s) kubectl get pods -w
NAME READY STATUS RESTARTE AGE
frontend- 7eaddf 77 ch- ram7k 1/1 Running @ Emdias
redis-master- F4&6FF57fd-wmsns 1/1 Running Emdls
redis-replica-Sbc7boccdcd-nagjt 171 Running Smdds
redis- r'i!p-] ica=SheFhec9cd -w?ldd ‘I_.-"‘I. Rurt i|1g Smdas
frontend-766d4F7 ¥ ch-kvd24 B/f1 Pending a5
frontend-76644F77ch-kvd24 B/1 Pending @ a5
frontend-7e6d4f 77 ch-25b7] B/l Pending ds
frontend-766d4f77ch-2855p B/l Fending g
frontend-7e6d44F 77 cb-z855p B8/1 Pending
Trontend-7eedatTich-25077] 2/1 Pending
frontend-7eedafr7ch-2855p B/1 ContainerCreating
frontend-Feadat7¥ch- kvd2d B/l ContainerCreating
frontend-76644F77ch-25b1 ] B/1 containerCreating
frontend-Fe6d4F 7 ch-z855p 1/1 Running
frontend-7eaddt77ch-25b677 141 Running
frontend-7e6d44F 77 ch-kvd2a 1.1 Running

Figure 4.12: New pods get started by the HPA
At this point, you can go ahead and kill the hey program by hitting Ctrl + C.
6. Let's have a closer look at what the HPA did by running the following command:
kubectl describe hpa

We can see a few interesting points in the describe operation, as shown in
Figure 4.13:

Figure 4.13: Detailed view of the HPA
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The annotations in Figure 4.13 are explained as follows:

* This shows you the current CPU utilization (384%) versus the desired
(50%). The current CPU utilization will likely be different in your
situation.

* This shows you that the current desired replica count is higher than
the actual maximum you had configured. This ensures that a single
deployment doesn't consume all resources in the cluster.

 This shows you the scaling actions that the HPA took. It first scaled to 4,
then to 8, and then to 10 pods in the deployment.

7. If you wait for a couple of minutes, the HPA should start to scale down. You can
track this scale-down operation using the following command:

kubectl get hpa -w

This will track the HPA and show you the gradual scaling down of the
deployment, as displayed in Figure 4.14:

USarERIure = Hands-0mn-Kubermetes - o= ] g /Chapterddd kubectl EE't |'||_'|E| -pd
NAME REFERERCE TARGETS ! D05 HAKPODS REPLICAS
fromtend-scaler  Deployment/frontend  18%/58% 18 18

Enl Br Deployment/frontend . r 4 ia

Dep J.i:l_'.-n'lE'f'lT. fProntend 185 8% jll ]

Deployment /frontend 185 S8% iB

frontend-scalers Deplaoyment /frontend 18 S8% 18

Figure 4.14: Watching the HPA scale down

8. Before we move on to the next section, let's clean up the resources we created
in this section:

kubectl delete -f hpa.yaml
kubectl delete -f guestbook-all-in-one.yaml

In this section, you first manually and then automatically scaled an application.
However, the infrastructure supporting the application was static; you ran this
on a two-node cluster. In many cases, you might also run out of resources on the
cluster. In the next section, you will deal with this issue and learn how you can
scale the AKS cluster yourself.
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Scaling your cluster

In the previous section, you dealt with scaling the application running on top

of a cluster. In this section, you'll learn how you can scale the actual cluster you
are running. First, you will manually scale your cluster to one node. Then, you'll
configure the cluster autoscaler. The cluster autoscaler will monitor your cluster
and scale out when there are pods that cannot be scheduled on the cluster.

Manually scaling your cluster

You can manually scale your AKS cluster by setting a static number of nodes for the
cluster. The scaling of your cluster can be done either via the Azure portal or the
command line.

In this section, you'll learn how you can manually scale your cluster by scaling

it down to one node. This will cause Azure to remove one of the nodes from

your cluster. First, the workload on the node that is about to be removed will be
rescheduled onto the other node. Once the workload is safely rescheduled, the node
will be removed from your cluster, and then the VM will be deleted from Azure.

To scale your cluster, follow these steps:

1. Open the Azure portal and go to your cluster. Once there, go to Node pools and
click on the number below Node count, as shown in Figure 4.15:

o handianaks | Made ol

Y @&
o

Figure 4.15: Manually scaling the cluster
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2. This will open a pop-up window that will give the option to scale your cluster.
For our example, we will scale down our cluster to one node, as shown in
Figure 4.16:

Scale *

Scale methed &

m Aut:ﬁ:nh:_ !

Mode count

o L8

¥ Standard D52 w2 [ wepus, 7 Gil memang)

Tatal clusier Camary
Laras vk =3 JwlPls (mew)
Kemony 14 Gik =¥ TGiB (newl

Figure 4.16: Pop-up window confirming the new cluster size

3. Hit the Apply button at the bottom of the screen to save these settings. This
will cause Azure to remove a node from your cluster. This process will take
about 5 minutes to complete. You can follow the progress by clicking on the
notification icon at the top of the Azure portal as follows:

1 - ! Fa) Feancieon-aks-taok o, i
X - DEFALILT INRECTORY

MNotifications %

Maore evants im the actviby iog = s ml s

we® 5caling node oool... Rurimng
._-I alim :|:.|:||-_' ||::||| agerdnasd i1 Eubermates senyvcs .o-u.:l_h.'."l.-]:-'s.

:
o tew seconds ago

Figure 4.17: Cluster scaling can be followed using the notifications in the Azure portal
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Once this scale-down operation has completed, relaunch the guestbook
application on this small cluster:

kubectl create -f guestbook-all-in-one.yaml

In the next section, you will scale out the guestbook so that it can no longer run
on this small cluster. You will then configure the cluster autoscaler to scale out the
cluster.

Scaling your cluster using the cluster autoscaler

In this section, you will explore the cluster autoscaler. The cluster autoscaler

will monitor the deployments in your cluster and scale your cluster to meet your
application requirements. The cluster autoscaler watches the number of pods in
your cluster that cannot be scheduled due to insufficient resources. You will first
force your deployment to have pods that cannot be scheduled, and then configure
the cluster autoscaler to automatically scale your cluster.

To force your cluster to be out of resources, you will-manually—scale out the
redis-replica deployment. To do this, use the following command:
kubectl scale deployment redis-replica --replicas 5

You can verify that this command was successful by looking at the pods in our
cluster:

kubectl get pods

This should show you something similar to the output shown in Figure 4.18:

user@izure:~/Hands-0n-Kubernetes-on-Azure/Chapterédd kubectl get pods
MAME READY  STATUS RESTARTS  AGE
trontend-Teadat 7 ich-578vs 1/1 Running ; 3Em
frontend - 7TE6dAF7 7 ch-psdvw 1/1 Running 2Em
frontend-766d4f77ch-wijwid 1/1 Running 38m
redis-master-f46fF57fd-bosle 1/1 Running

el

redis-replica-SbeTbccocd-btkzp 171 Running
redis-replica-SbcTbccacd-ckvz? 1/1 Runming
redis-replica-Sbc7bccocd-memcm 171 Running
redis-replica-Sbe7bccacd-vdxel B8/1 Pending
redis-replica-Sbc7boc2cd-vijrgh  @/1 Pending

$§8585¢

T M R

Figure 4.18: Four out of five pods are pending, meaning they cannot be scheduled
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As you can see, you now have two pods in a Pending state. The Pending state in
Kubernetes means that that pod cannot be scheduled onto a node. In this case, this
is due to the cluster being out of resources.

Note

If your cluster is running on a larger VM size than the DS2v2, you might not
notice pods in a Pending state now. In that case, increase the number of
replicas to a higher number until you see pods in a pending state.

You will now configure the cluster autoscaler to automatically scale the cluster.
Similar to manual scaling in the previous section, there are two ways you can
configure the cluster autoscaler. You can configure it either via the Azure portal-
similar to how we did the manual scaling—or you can configure it using the
command-line interface (CLI). In this example, you will use CLI to enable the
cluster autoscaler. The following command will configure the cluster autoscaler for
your cluster:

az aks nodepool update --enable-cluster-autoscaler \
-g rg-handsonaks --cluster-name handsonaks \
--name agentpool --min-count 1 --max-count 2

This command configures the cluster autoscaler on the node pool you have in the
cluster. It configures it to have a minimum of one node and a maximum of two
nodes. This will take a couple of minutes to configure.

Once the cluster autoscaler is configured, you can see it in action by using the
following command to watch the number of nodes in the cluster:

kubectl get nodes -w

It will take about 5 minutes for the new node to show up and become Ready in the
cluster. Once the new node is Ready, you can stop watching the nodes by hitting
Ctrl + C. You should see an output similar to what you see in Figure 4.19:
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usergdzura:~/Hands-On-Kubarnetes-on-Azura/Chapteredd kubectl pet nodes -w
MNAME STATUS  ROLES AGE  VERSION

aks-agentpool -39E38825-vmssE888888  Ready agent SEm wl.19.6

aks-agentpool -3983B825-vmssH86882  NotReady £ MhO & vl.19,
aks-agentpool -39838825-ymss@@3a2  NotReady £ HONa s vil.19.
aks-agentpool -39838825-vmss208882  NotReady < FrCHrE ¥w1.19
aks-agantpool -39838825-vmssaaa@az  NotReady  <nones wl.19.
aks-agentpool -39E3B825-vmssE08882  NotReady AL Lh v1l.19,
aks-agentpool-39838825-vmss888882  NotReady £ e vl.19.
aks-agentpool - 39838025 -vmss2088a2  Ready £ MHONE 3 . vwl.19.
aks-agentpool -3983B825-vmss008882  Ready cponer 18s  vwl.19
aks-agentpool -39838825-vmss2088a2  Ready £ PRI 3 5 vl.19,
aks-agentpool -3983B825-vmssa088a2  Ready £ ecHre : vl.19
aks-agentpool-39838825-vmss8@8882  Ready £ Mane 3 vl.19.
aks-agentpool -39838025-vmss2088aZ  Ready £ MHONE 43s wl.19.
aks-agentpool -3981B825-vmss008882  Ready agent 465 wl1.19.

1]
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Figure 4.19: The new node joins the cluster

The new node should ensure that your cluster has sufficient resources to schedule
the scaled-out redis- replica deployment. To verify this, run the following
command to check the status of the pods:

kubectl get pods
This should show you all the pods in a Running state as follows:
user@Azure:~/Hands-0n-Kubernetes-on-Azure/Chaptere4$ kubectl get pods
MAME READY STATUS RESTARTS AGE
frontend-766d4f77cb-578vs 1/1 Running @ 37m

frontend-7e6d4+77ch - pEdvi 1/1 Running 37m
frontend-766d44f77ch-wiwijd 1/1 Running 37m

redis-master-f4effs7fd-bos51E 1/1 Running B 37m
redis-replica-Sbe?bccocd-btkzp 1/1 Running F 37m
redis-replica-sbc7bccocd-ckvzz 1)1 Running 37m
redis-replica-5bc7bccScd-memem 1/1 Running 37m
redis-replica-Sbe7bec9cd-vdxel 171 Running 37m
redis-replica-5bc7bcc9cd-vjrgs  1/1 Running 37m

Figure 4.20: All pods are now in a Running state
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Now clean up the resources you created, disable the cluster autoscaler, and ensure
that your cluster has two nodes for the next example. To do this, use the following
commands:

kubectl delete -f guestbook-all-in-one.yaml
az aks nodepool update --disable-cluster-autoscaler \
-g rg-handsonaks --cluster-name handsonaks --name agentpool
az aks nodepool scale --node-count 2 -g rg-handsonaks \
--cluster-name handsonaks --name agentpool

Note

The last command from the previous example will show you an error
message, The new node count is the same as the current node
count ., if the cluster already has two nodes. You can safely ignore this error.

In this section, you first manually scaled down your cluster and then used the
cluster autoscaler to scale out your cluster. You used the Azure portal to scale
down the cluster manually and then used the Azure CLI to configure the cluster
autoscaler. In the next section, you will look into how you can upgrade applications
running on AKS.

Upgrading your application

Using deployments in Kubernetes makes upgrading an application a
straightforward operation. As with any upgrade, you should have good failbacks

in case something goes wrong. Most of the issues you will run into will happen
during upgrades. Cloud-native applications are supposed to make dealing with this
relatively easy, which is possible if you have a very strong development team that
embraces DevOps principles.

The State of DevOps report (https: //puppet.com /resources /report/2020-state-
of-devops-report/) has reported for multiple years that companies that have
high software deployment frequency rates have higher availability and stability
in their applications as well. This might seem counterintuitive, as doing software
deployments heightens the risk of issues. However, by deploying more frequently
and deploying using automated DevOps practices, you can limit the impact of
software deployment.


https://puppet.com/resources/report/2020-state-of-devops-report/
https://puppet.com/resources/report/2020-state-of-devops-report/
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There are multiple ways you can make updates to applications running in a
Kubernetes cluster. In this section, you will explore the following ways to update
Kubernetes resources:

» Upgrading by changing YAML files: This method is useful when you have

access to the full YAML file required to make the update. This can be done
either from your command line or from an automated system.

Upgrading using kubectl edit: This method is mostly used for minor
changes on a cluster. It is a quick way to update your configuration live on
a cluster.

Upgrading using kubectl patch: This method is useful when you need to
script a particular small update to a Kubernetes but don't have access to the
full YAML file. It can be done either from a command line or an automated
system. If you have access to the original YAML files, it is typically better to
edit the YAML file and use kubectl apply to apply the updates.

Upgrading using Helm: This method is used when your application is
deployed through Helm.

The methods described in the following sections work great if you have stateless
applications. If you have a state stored anywhere, make sure to back up that state
before you try upgrading your application.

Let's start this section by doing the first type of upgrade by changing YAML files.

Upgrading by changing YAML files

In order to upgrade a Kubernetes service or deployment, you can update the actual
YAML definition file and apply that to the currently deployed application. Typically,
we use kubectl create to create resources. Similarly, we can use kubectl apply
to make changes to the resources.

The deployment detects the changes (if any) and matches the running state to the
desired state. Let's see how this is done:

1.

Start with our guestbook application to explore this example:

kubectl apply -f guestbook-all-in-one.yaml
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2. After a few minutes, all the pods should be running. Let's perform the first
upgrade by changing the service from ClusterIP to LoadBalancer, as you did
earlier in the chapter. However, now you will edit the YAML file rather than
using kubectl edit. Edit the YAML file using the following command:

code guestbook-all-in-one.yaml

Uncomment line 102 in this file to set the type to LoadBalancer, and save the
file, as shown in Figure 4.21:

Figure 4.21: Setting the type to LoadBalancer in the guestbook-all-in-one YAML file

3. Apply the change as shown in the following code:
kubectl apply -f guestbook-all-in-one.yaml

You should see an output similar to Figure 4.22:

[ELTT T ¥ T E T aptarsdy kubest]l apply -F guesthook-all-in-ana, yanl
1 wnchanged
iz-macter unchanged

wrthanged

ca wnchamnged

SFrontard
deployment . apps/ fromtond unchanged

Figure 4.22: The service's front-end is updated

As you can see in Figure 4.22, only the object that was updated in the YAML file,
which is the service in this case, was updated on Kubernetes, and the other
objects remained unchanged.

4. You can now get the public IP of the service using the following command:

kubectl get service
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Give it a few minutes, and you should be shown the IP, as displayed in Figure 4.23:

us#Er@AIure = Hendg -0n-Eubernetes-on e Chiaptar
MAME THIFE CLUSTER = LF
froatend LeadBalancer  16.8.119.74 185,32

kubornetes ClusterlP . : nonas
redls-master Clusterlp
s-rgplica ClusterIp

Figure 4.23: Output displaying a public IP

5. You will now make another change. You'll downgrade the front-end image
on line 127 from image: gcr.io/google-samples/gb-frontend:v4 to the
following:

image: gcr.io/google-samples/gb-frontend:v3

This change can be made by opening the guestbook application in the editor by
using this familiar command:

code guestbook-all-in-one.yaml

6. Run the following command to perform the update and watch the pods change:

kubectl apply -f guestbook-all-in-one.yaml && kubectl get pods -w

This will generate an output similar to Figure 4.24:

re/Chaptergdd kubectl apply -f guestbook-all-in-one.yanl

s hangad

':-nf;_gl_'rr.'-:l
Ay STATUS
171
171

-
k-
-

=
=
-
[

,_
&6 S "

LT -

e
[

[~

F
=

framtan
fromtend -S66b4455 5 -mndn7

aimerCraating
Terminating

S e e b o
e e b b b el e e e

Figure 4.24: Pods from a new ReplicaSet are created
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What you can see here is that a new version of the pod gets created (based on

a new ReplicaSet). Once the new pod is running and ready, one of the old pods
is terminated. This create-terminate loop is repeated until only new pods are
running. In Chapter 5, Handling common failures in AKS, you'll see an example
of such an upgrade gone wrong and you'll see that Kubernetes will not continue
with the upgrade process until the new pods are healthy.

7. Running kubectl get events | grep ReplicaSet will show the rolling update
strategy that the deployment uses to update the front-end images:

Figure 4.25: Monitoring Kubernetes events and filtering to only see ReplicaSet-related events

Note

In the preceding example, you are making use of a pipe—shown by the |
sigh—and the grep command. A pipe in Linux is used to send the output of
one command to the input of another command. In this case, you sent the
output of kubectl get events to the grep command. Linux uses the grep
command to filter text. In this case, you used the grep command to only
show lines that contain the word ReplicaSet.

You can see here that the new ReplicaSet gets scaled up, while the old one gets
scaled down. You will also see two ReplicaSets for the front-end, the new one
replacing the other one pod at a time:

kubectl get replicaset
This will display the output shown in Figure 4.26:
usar@lzure:~/Hands-0n-Kubarnet on-AzurafChap 34% kubectl pet replicaset

MAME DESIRED CURREMT READY AGE
Trontend-a6ebd455T5 B : : 12m

fromtend-T7afs77adoRE 3 E| 3 Emlls
redis-master-tdefisid 12m
redis-replica-5heTbocc2cd e 12m

Figure 4.26: Two different ReplicaSets



Upgrading your application | 117

8. Kubernetes will also keep a history of your rollout. You can see the rollout
history using this command:

kubectl rollout history deployment frontend

This will generate the output shown in Figure 4.27:

CAGMes
ChcEng s

Figure 4.27: Deployment history of the application

9. Since Kubernetes keeps a history of the rollout, this also enables rollback. Let's
do a rollback of your deployment:

kubectl rollout undo deployment frontend

This will trigger a rollback. This means that the new ReplicaSet will be scaled
down to zero instances, and the old one will be scaled up to three instances
again. You can verify this using the following command:

kubectl get replicaset

The resultant output is as shown in Figure 4.28:

usergizure: -/ Hands -0On-Kubsrnete
MAME DESIRED
frontend-666b4455F5
frontend-74+57 79438
redis-master-f4effsifd
redis-replica-Shke7hec9ed

4% kubectl get replicaset

Figure 4.28: The old ReplicaSet now has three pods, and the new one is scaled down to zero

This shows you, as expected, that the old ReplicaSet is scaled back to three
instances and the new one is scaled down to zero instances.

10. Finally, let's clean up again by running the kubectl delete command:
kubectl delete -f guestbook-all-in-one.yaml

Congratulations! You have completed the upgrade of an application and a
rollback to a previous version.
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In this example, you have used kubectl apply to make changes to your
application. You can similarly also use kubectl edit to make changes, which will
be explored in the next section.

Upgrading an application using kubectl edit

You can also make changes to your application running on top of Kubernetes by
using kubectl edit. You used this previously in this chapter, in the Manually
scaling your application section. When running kubectl edit, the vi editor will be
opened for you, which will allow you to make changes directly against the object in
Kubernetes.

Let's redeploy the guestbook application without a public load balancer and use
kubectl to create the load balancer:

1. Undo the changes you made in the previous step. You can do this by using the
following command:

git reset --hard

2. You will then deploy the guestbook application:

kubectl create -f guestbook-all-in-one.yaml

3. To start the edit, execute the following command:

kubectl edit service frontend

4. This will open a vi environment. Navigate to the line that now says type:
ClusterIP (line 27) and change that to type: LoadBalancer, as shown in
Figure 4.29. To make that change, hit the I button, type your changes, hit the
Esc button, type :wq!, and then hit Enter to save the changes:
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16.0.118.181

guestbook
frontend

Mone
LuadBalancr_-r‘l

Figure 4.29: Changing this line to type: LoadBalancer

5. Once the changes are saved, you can watch the service object until the public
IP becomes available. To do this, type the following:

kubectl get svc -w

6. It will take a couple of minutes to show you the updated IP. Once you see the
right public IP, you can exit the watch command by hitting Ctrl + C.

This is an example of using kubectl edit to make changes to a Kubernetes object.
This command will open up a text editor to interactively make changes. This means
that you need to interact with the text editor to make the changes. This will not
work in an automated environment. To make automated changes, you can use the
kubectl patch command.

Upgrading an application using kubectl patch

In the previous example, you used a text editor to make the changes to Kubernetes.
In this example, you will use the kubectl patch command to make changes to
resources on Kubernetes. The patch command is particularly useful in automated
systems when you don't have access to the original YAML file that is deployed on

a cluster. It can be used, for example, in a script or in a continuous integration/
continuous deployment system.
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There are two main ways in which to use kubectl patch: either by creating a file
containing your changes (called a patch file) or by providing the changes inline.
Both approaches will be explained here. First, in this example, you'll change the
image of the front-end from v4 to v3 using a patch file:

1. Start this example by creating a file called frontend-image-patch.yaml:

code frontend-image-patch.yaml

2. Use the following text as a patch in that file:

spec:
template:
spec:
containers:
- name: php-redis
image: gcr.io/google-samples/ghb-frontend:v3

This patch file uses the same YAML layout as a typical YAML file. The main
thing about a patch file is that it only has to contain the changes and doesn't
have to be capable of deploying the whole resource.

3. To apply the patch, use the following command:

kubectl patch deployment frontend \
--patch "$(cat frontend-image-patch.yaml)"

This command does two things: first, it reads the frontend-image-patch.
yaml file using the cat command, and then it passes that to the kubectl patch
command to execute the change.

4. You can verify the changes by describing the front-end deployment and
looking for the Image section:

kubectl describe deployment frontend
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This will display an output as follows:

Pod Template:
Labels: app=guestbook
tier=frontend

Containers:

php-redis:

Image: ger.io/google-samples/gb-frontend:v4
Port: 80/TCP
Host Port: @/TCP
Requests:
cpu: 16m
memory: 1eMi

Figure 4.30: After the patch, we are running the old image

This was an example of using the patch command using a patch file. You can also
apply a patch directly on the command line without creating a YAML file. In this
case, you would describe the change in JSON rather than in YAML.

Let's run through an example in which we will revert the image change to v4:

5. Run the following command to patch the image back to v4:

kubectl patch deployment frontend \

--patch='
{
"spec": {
"template": {
"spec": {
"containers": [{
"name": "php-redis",
"image": "gcr.io/google-samples/gb-frontend:v4"
1]
3
}
}
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6. You can verify this change by describing the deployment and looking for the
Image section:

kubectl describe deployment frontend
This will display the output shown in Figure 4.31:

Pod Template:
Labels: app=guestbook
tier=frontend

Containers:

php-redis:

Image: gcr.io/google-samples/gb-frontend:v3
Port: 80/TCP
Host Port: ©/TCP
Requests:
cpu: 10m
memory: 10Mi

Figure 4.31: After another patch, we are running the new version again

Before moving on to the next example, let's remove the guestbook application from
the cluster:

kubectl delete -f guestbook-all-in-one.yaml

So far, you have explored three ways of upgrading Kubernetes applications. First,
you made changes to the actual YAML file and applied them using kubectl apply.
Afterward, you used kubectl edit and kubectl patch to make more changes. In
the final section of this chapter, you will use Helm to upgrade an application.

Upgrading applications using Helm
This section will explain how to perform upgrades using Helm operators:

1. Run the following command:

helm install wp bitnami/wordpress

You will force an update of the image of the MariaDB container. Let's first
check the version of the current image:

kubectl describe statefulset wp-mariadb | grep Image
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At the time of writing, the image version is 10.5.8-debian-10-r46 as follows:

usarEATUrD - Hand

g = s ke 1o Arura/Chaptersdd kubsctl deccribe ctatefulset wp-mardadh | grep Tmape
Imape: docker . fofbltman] fmariadh 16,5, A-dabl am- i8-8

Figure 4.32: Getting the current image of the StatefulSet

Let's look at the tags from https: //hub.docker.com /r/bitnami/mariadb /tags
and select another tag. For example, you could select the 10.5.8-debian-
10-r44 tag to update your StatefulSet.

However, in order to update the MariaDB container image, you need to get

the root password for the server and the password for the database. This is
because the WordPress application is configured to use these passwords to
connect to the database. By default, the update using Helm on the WordPress
deployment would generate new passwords. In this case, you'll be providing the
existing passwords, to ensure the application remains functional.

The passwords are stored in a Kubernetes Secret object. Secrets will be
explained in more depth in Chapter 10, Storing secrets in AKS. You can get the
MariaDB passwords in the following way:

kubectl get secret wp-mariadb -o yaml

This will generate the output shown in Figure 4.33:

usar@izure | =/ Hamds -0n-Ku netes=on=-Arura/Chaptergdd kubectl get secret wp-mariadb -o yaml
mpiversion: ¥l
data:
rarizdh-passward: OH e VAdHLImE LIS ==
mariadb - root -password: NTR4TUIrvUkZda==
kEind: Secret
motadat
amotations;

meta.bheln. shfreleass-name: wp

meta.heln, shirel -ramespace: default
crealionTinestamp: “2821-01-20Tal 8% 81"
lzhals:

app. Kuberpetes . 1o/ insTance: wWp
app. kubernetes. io/managed-hy: Heln
app. kubernetes. 1o/ mame ! nariads
helm.shfchart: mariadb-9.2.2

Figure 4.33: The encrypted secrets that MariaDB uses


https://hub.docker.com/r/bitnami/mariadb/tags
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In order to get the decoded password, use the following command:

echo "<password>" | base64 -d

This will show us the decoded root password and the decoded database
password, as shown in Figure 4.34:

19§ scho “OHpvaWaMRUMA==" | DasaGd -d

) echo “NTRSTUIrVUkZdA==" | baseEd4 -
14§

Figure 4.34: The decoded root and database passwords

You also need the WordPress password. You can get that by getting the
wp-wordpress secret and using the same decoding process:

kubectl get secret wp-wordpress -o yaml
echo "<WordPress password>" | base64 -d

2. You can update the image tag with Helm and then watch the pods change using
the following command:

helm upgrade wp bitnami/wordpress \

--set mariadb.image.tag=10.5.8-debian-10-r44\

--set mariadb.auth.password="<decoded password>" \
--set mariadb.auth.rootPassword="<decoded password>" \
--set wordpressPassword="<decoded password>" \

&& kubectl get pods -w

This will update the image of MariaDB and make a new pod start. You should
see an output similar to Figure 4.35, where you can see the previous version of
the database pod being terminated, and a new one start:
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NAME STATUS RESTARTS
wp-mariadb-0 Terminating
wp-wordpress-6f7c4f85b5-todlf Running

wp-mariadb-@ Terminating
wp-mariadb-0 Terminating
wp-mariadb-0 Terminating
wp-mariadb-@ Pending

wp-mariadb-0 Pending %]
wp-mariadb-e ContainerCreating
wp-mariadb-@ Running
wp-wordpress-6f7c4f85b5-todlf Running
wp-wordpress-6f7c4f85b5-t9d1f Running
wp-mariadb-o Running
wp-wordpress-6f7c4f85b5-todlf Running

Figure 4.35: The previous MariaDB pod gets terminated and a new one starts

Running describe on the new pod and grepping for Image will show us the new
image version:

kubectl describe pod wp-mariadb-0 | grep Image
This will generate an output as shown in Figure 4.36:

user@izure:~% kubectl describe pod wp-mariadb-2 | grep Image
Image: docker.lo/bitnami/mariadb;18. deblan-1&-rd4

5.8-
Image ID: docker.io/bitnami/mariadb@gsha256:82ea62312a3bas

Figure 4.36: Showing the new image

3. Finally, clean up by running the following command:

helm delete wp
kubectl delete pvc --all
kubectl delete pv --all

You have now learned how to upgrade an application using Helm. As you have seen
in this example, upgrading using Helm can be done by using the --set operator.
This makes performing upgrades and multiple deployments using Helm efficient.
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Summary

This a chapter covered a plethora of information on building scalable applications.
The goal was to show you how to scale deployments with Kubernetes, which was
achieved by creating multiple instances of your application.

We started the chapter by looking at how to define the use of a load balancer and
leverage the deployment scale feature in Kubernetes to achieve scalability. With
this type of scalability, you can also achieve failover by using a load balancer and
multiple instances of the software for stateless applications. We also looked into
using the HPA to automatically scale your deployment based on load.

After that, we looked at how you can scale the cluster itself. First, we manually
scaled the cluster, and afterward we used a cluster autoscaler to scale the cluster
based on application demand.

We finished the chapter by looking into different ways to upgrade a deployed
application: first, by exploring updating YAML files manually, and then by learning
two additional kubectl commands (edit and patch) that can be used to make
changes. Finally, we learned how Helm can be used to perform these upgrades.

In the next chapter, we will look at a couple of common failures that you may face
while deploying applications to AKS and how to fix them.



Handling common
failures in AKS

Kubernetes is a distributed system with many working parts. AKS abstracts

most of it for you, but it is still your responsibility to know where to look and

how to respond when bad things happen. Much of the failure handling is done
automatically by Kubernetes; however, you will encounter situations where manual
intervention is required.

There are two areas where things can go wrong in an application that is deployed
on top of AKS. Either the cluster itself has issues, or the application deployed on
top of the cluster has issues. This chapter focuses specifically on cluster issues.
There are several things that can go wrong with a cluster.

The first thing that can go wrong is a node in the cluster can become unavailable.
This can happen either due to an Azure infrastructure outage or due to an issue
with the virtual machine itself, such as an operating system crash. Either way,
Kubernetes monitors the cluster for node failures and will recover automatically.
You will see this process in action in this chapter.
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A second common issue in a Kubernetes cluster is out-of-resource failures. This
means that the workload you are trying to deploy requires more resources than are
available on your cluster. You will learn how to monitor these signals and how you
can solve them.

Another common issue is problems with mounting storage, which happens when
a node becomes unavailable. When a node in Kubernetes becomes unavailable,
Kubernetes will not detach the disks attached to this failed node. This means that
those disks cannot be used by workloads on other nodes. You will see a practical
example of this and learn how to recover from this failure.

We will look into the following topics in depth in this chapter:

* Handling node failures
* Solving out-of-resource failures
* Handling storage mount issues

In this chapter, you will learn about common failure scenarios, as well as solutions
to those scenarios. To start, we will introduce node failures.

Note:

Refer to Kubernetes the Hard Way (https://github.com/kelseyhightower/
kubernetes-the-hard-way), an excellent tutorial, to get an idea about
the blocks on which Kubernetes is built. For the Azure version, refer

to Kubernetes the Hard Way - Azure Translation (https://github.com/
ivanfioravanti/kubernetes-the-hard-way-on-azure).

Handling node failures

Intentionally (to save costs) or unintentionally, nodes can go down. When that
happens, you don't want to get the proverbial 3 a.m. call that your system is down.
Kubernetes can handle moving workloads on failed nodes automatically for you
instead. In this exercise, you are going to deploy the guestbook application and
bring a node down in your cluster to see what Kubernetes does in response:


https://github.com/kelseyhightower/kubernetes-the-hard-way
https://github.com/kelseyhightower/kubernetes-the-hard-way
https://github.com/ivanfioravanti/kubernetes-the-hard-way-on-azure
https://github.com/ivanfioravanti/kubernetes-the-hard-way-on-azure
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1. Ensure that your cluster has at least two nodes:

kubectl get nodes

This should generate an output as shown in Figure 5.1:

user@izure:~/Hands-On-Kubernetes-on-Azure/Chapteresd kubectl get nodes

MAME STATUS  ROLEE AGE VERSION

aks-agentpool - 39838825 - vmssS8E8000 Ready agent a2m v1.19.6
aks-agentpool - 39838825 -vmssea8882  Ready agent 22Im v1.19.6

Figure 5.1: List of nodes in the cluster

If you don't have two nodes in your cluster, look for your cluster in the Azure
portal, navigate to Node pools, select the pool you wish to scale, and click on
Scale. You can then scale Node count to 2 nodes as shown in Figure 5.2:

: Scale
% handsonaks | Mode pocls

R TR A
B e
™ W

e

2 ke pacic ‘
Figure 5.2: Scaling the cluster

2. As an example application in this section, deploy the guestbook application.
The YAML file to deploy this has been provided in the source code for this
chapter (guestbook-all-in-one.yaml). To deploy the guestbook application,
use the following command:

kubectl create -f guestbook-all-in-one.yaml
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3. Watch the service object until the public IP becomes available. To do this, type
the following:

kubectl get service -w

Note

You can also get services in Kubernetes by using kubectl get svc rather
than the full kubectl get service.

4. This will take a couple of seconds to show you the updated external IP.
Figure 5.3 shows the service's public IP. Once you see the public IP appear
(20.72.244.113 in this case), you can exit the watch command by hitting Ctrl + C:

usergizure: - /Hands -On-Kubarnetes -on-A2uref Chapt er@t% kubectl Eet service -wW
NAME TYPE CLUSTER-IP EXTERMAL-IP PORT(S) AGE
fromtand LoadBalancer 18.8.23.47 cpendings B8: 38619/ TCP 45

kubernetes Clusterip 18.8.8.1 < Mane » - 27h
rediz-mazter ClutterIP 18.8.184.142 £ FORE AT/ TCP a5
redis-replica ClusterIP 18.8.218.E5 Cmorne> G379/ TCP 45
fromtend LoadBalancer 18.8.23.47 28.72.244.113 BB 3IEG1SSTCP 55

Figure 5.3: The external IP of the frontend service changes from <pending> to an actual IP address

5. Goto http://<EXTERNAL-IP> (http://20.72.244.113 in this case) as shown in
Figure 5.4:

.ﬁ Mol secuie 0002244113

Guestbook

Figure 5.4: Browsing to the guestbook application

6. Let's see where the pods are currently running using the following command:

kubectl get pods -o wide
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This will generate an output as shown in Figure 5.5:

b - aest pon ] - 7% I

FLETE T Ty PR
Aurmisg aks -t poal - 2R A0S - e e BISaE

Figure 5.5: The pods are spread between node 0 and node 2

This shows you that you should have the workload spread between node 0 and
node 2.

Note

In the example shown in Figure 5.5, the workload is spread between nodes

0 and 2. You might notice that node 1 is missing here. If you followed the
example in Chapter 4, Building scalable applications, your cluster should be in a
similar state. The reason for this is that as Azure removes old nodes and adds
new nodes to a cluster (as you did in Chapter 4, Building scalable applications),
it keeps incrementing the node counter.

Before introducing the node failures, there are two optional steps you can

take to verify whether your application can continue to run. You can run the
following command to hit the guestbook front end every 5 seconds and get the
HTML. It's recommended to open this in a new Cloud Shell window:

while true; do
curl -m 1 http://<EXTERNAL-IP>/;
sleep 5;

done

Note

The preceding command will keep calling your application till you press

Ctrl + C. There might be intermittent times where you don't get a reply,

which is to be expected as Kubernetes takes a couple of minutes to rebalance
the system.
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You can also add some guestbook entries to see what happens to them when
you cause the node to shut down. This will display an output as shown in
Figure 5.6:

dh Mot secure | 2072244113

Guestbook

[ T
aRRAES

Sutmes

hallg
ksl

Figure 5.6: Writing a couple of messages in the guestbook

8. In this example, you are exploring how Kubernetes handles a node failure. To
demonstrate this, shut down a node in the cluster. You can shut down either
node, although for maximum impact it is recommended you shut down the
node from step 6 that hosted the most pods. In the case of the example shown,
node 2 will be shut down.

To shut down this node, look for VMSS (virtual machine scale sets) in the
Azure search bar, and select the scale set used by your cluster, as shown in
Figure 5.7. If you have multiple scale sets in your subscription, select the one
whose name corresponds to the node names shown in Figure 5.5:
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Figure 5.7: Looking for the scale set hosting your cluster

After navigating to the pane of the scale set, go to the Instances view, select
the instance you want to shut down, and then hit the Stop button, as shown in
Figure 5.8:

Heome » aks-agerfpool - 3SHIE0L S wmss

Kl aks-agentpool-39838025-vmss | Instances

wWirtusl machine seale ot ‘
O Search (Ot % [> faat O Restart [] Stop [N Beimage [§) Celete T Upgrade
‘ Crvarviing - D Saarg b wlitasl machime Eatanees
E Achraly kg Mlarria Compuiles jrame Rlatius
0, Aness contral {IAMY [ ahs-agmrapesi- 70838075 venss 0 aks-agentpooi- 3563, @ Rurming
® Tags ‘. gkr-agertpool JSEIS00S ymaz 1 sks-agentpooldSEd.. @ Rumning
&2 Dhagrese s sohe picslens + |
Sattings
‘ Instanoes “

Figure 5.8: Shutting down node 2
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This will shut down the node. To see how Kubernetes will react with your pods,
you can watch the pods in your cluster via the following command:

kubectl get pods -o wide -w

After a while, you should notice additional output, showing you that the pods
got rescheduled on the healthy host, as shown in Figure 5.9:
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Figure 5.9: The pods from the failed node getting recreated on a healthy node

What you see here is the following:

* The Redis master pod running on node 2 got terminated as the host
became unhealthy.

* A new Redis master pod got created, on host 0. This went through the
stages Pending, ContainerCreating, and then Running.

Note

In the preceding example, Kubernetes picked up that the host was unhealthy
before it rescheduled the pods. If you were to do kubectl get nodes,

you would see node 2 is in a NotReady state. There is a configuration in
Kubernetes called pod-eviction-timeout that defines how long the system will
wait to reschedule pods on a healthy host. The default is 5 minutes.
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9. If yourecorded a number of messages in the guestbook during step 7, browse
back to the guestbook application on its public IP. What you can see is that
all your precious messages are gone! This shows the importance of having
PersistentVolumeClaims (PVCs) for any data that you want to survive in the
case of a node failure, which is not the case in our application here. You will see
an example of this in the last section of this chapter.

In this section, you learned how Kubernetes automatically handles node failures by
recreating pods on healthy nodes. In the next section, you will learn how you can
diagnose and solve out-of-resource issues.

Solving out-of-resource failures

Another common issue that can come up with Kubernetes clusters is the cluster
running out of resources. When the cluster doesn't have enough CPU power or
memory to schedule additional pods, pods will become stuck in a Pending state.
You have seen this behavior in Chapter 4, Building scalable applications, as well.

Kubernetes uses requests to calculate how much CPU power or memory a
certain pod requires. The guestbook application has requests defined for all the
deployments. If you open the guestbook-all-in-one.yaml file in the folder
Chapter@5, you'll see the following for the redis-replica deployment:

63 kind: Deployment
64 metadata:

65 name: redis-replica

83 resources:

84 requests:

85 cpu: 200m

86 memory: 100Mi

This section explains that every pod for the redis-replica deployment requires
200m of a CPU core (200 milli or 20%) and 100MiB (Mebibyte) of memory. In your 2
CPU clusters (with node 1 shut down), scaling this to 10 pods will cause issues with
the available resources. Let's look into this:



136 | Handling common failures in AKS

Note

In Kubernetes, you can use either the binary prefix notation or the base 10
notation to specify memory and storage. Binary prefix notation means using
KiB (kibibyte) to represent 1,024 bytes, MiB (mebibyte) to represent 1,024 KiB,
and Gib (gibibyte) to represent 1,024 MiB. Base 10 notation means using kB
(kilobyte) to represent 1,000 bytes, MB (megabyte) to represent 1,000 kB, and
GB (gigabyte) represents 1,000 MB.

1. Let's start by scaling the redis-replica deployment to 10 pods:

kubectl scale deployment/redis-replica --replicas=10

2. This will cause a couple of new pods to be created. We can check our pods
using the following:

kubectl get pods

This will generate an output as shown in Figure 5.10:

rOLY Kubectl dcals deployméal fredis-raplica --Feplicai=18

5 iL pLordss kubectl get pods
BERCTY ; HESTANTS
151 ting
171 :
1,1
11
27554 1/1
- FAETTETFd - hirsarr<d
= PAET TS Td ~wpsT4
FEEBAB455E HE
riéplica-7a6bded
s=replica-7asbded -1 Pending
dis-replica-786bded By reEnding
replica-7Behded Tersinating
replica- 7Bshded : =1 PeEnding
TARhdRd 7 Bunning
Sunning
Bunning
Bunning
iz-replica- 7t - f Aending

LT

L- =B I - - - - - - - - - - - - - - - - - - - -

Figure 5.10: Some pods are in the Pending state

Highlighted here is one of the pods that are in the Pending state. This occurs if
the cluster is out of resources.
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3. We can get more information about these pending pods using the following
command:

kubectl describe pod redis-replica-<pod-id>

This will show you more details. At the bottom of the describe command, you
should see something like what's shown in Figure 5.11:

Type Reasan

Harning adscheduling

. 1 node(s) d tairt {noda. kub
Harning ledScheduling eduler 87 modes are available: 1 Insufficient cps

s 1 node(sh had taint {node.kbuberpetes, [ofunreachable: %, that the pod didn"t tolarate

Figure 5.11: Kubernetes is unable to schedule this pod

It explains two things:
¢ One of the nodes is out of CPU resources.

* One of the nodes has a taint (node.kubernetes.io/unreachable) that
the pod didn't tolerate. This means that the node that is NotReady can't
accept pods.

4. We can solve this capacity issue by starting up node 2 as shown in Figure 5.12.
This can be done in a way similar to the shutdown process:

Hiitia b s eniponl- 398 5503 5 -wies

-

s-agentpool-39838025-vmss | Instances

| rescring 1l n
sgarch (Ot P smanr Y Resian Ch Reimage B Defese T upgrade ) Rediesh
W T 3 = S wirtu| et e 0 0 R
| = ty e Mo Comperiter roumnes e
B Broess costrol AR bow - agmrdsnal - TUR I Ewrma, 1 sl pymripeod - 10 B RFuinming
¥ Tax F shv - agerrrnncd- | BRARE Swma, 2 sy sr e - 1087 B Staoped o dlborwted

P Ciagndsa and sobes probilems

hartdinagn
B raterees n

Figure 5.12: Start node 2 again
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5. It will take a couple of minutes for the other node to become available again
in Kubernetes. You can monitor the progress on the pods by executing the
following command:

kubectl get pods -w

This will show you an output after a couple of minutes similar to Figure 5.13:

redis-replica-786bde4556-7k7cn Pending
redis-replica-786bd64556-dv7qv Pending
redis-replica-786bd64556-jdfxj Pending
redis-replica-786bd64556-7shvm Pending
redis-replica-786bd64556-zgfjq Pending (%]
redis-replica-786bd64556-7k7¢cn ContainerCreating
redis-replica-786bd64556-dv7qv ContainerCreating
redis-replica-786bd64556-jdfxj ContainerCreating
redis-replica-786bd64556-7shvm ContainerCreating
redis-replica-786bd64556-zgfjq ContainerCreating
redis-replica-786bd64556-7k7cn Running
redis-replica-786bd64556-zgfjq Running
redis-replica-786bd64556-dv7qv Running
redis-replica-786bd64556-jdfx] Running
redis-replica-786bd64556-7shvm Running

[~ I I I I B B

Figure 5.13: Pods move from a Pending state to ContainerCreating to Running

Here again, you see the container status change from Pending, to
ContainerCreating, to finally Running.

6. If you re-execute the describe command on the previous pod, you'll see an
output like what's shown in Figure 5.14:

Events:

Type Reason Age From Message

Warning FailedScheduling 4m48s default-scheduler ©/2 nodes are available: 1 Insufficient cpu, 1 node(s) had taint
{node.kubernetes.io/unreachable: }, that the pod didn't tolerate.

Warning FailedScheduling 4m48s default-scheduler /2 nodes are available: 1 Insufficient cpu, 1 node(s) had taint

{node.kubernetes.io/unreachable: }, that the pod didn't tolerate.

Normal  Scheduled 2m26s default-scheduler Successfully assigned default/redis-replica-786bd64556-7k7cn to
aks-agentpool-39838025-vmss600002

Normal  Pulled 2m20s kubelet Container image "gcr.io/google_samples/gb-redis-follower:v1" aln
eady present on machine

Normal Created 2m19s kubelet Created container replica

Normal Started 2m19s kubelet Started container replica

Figure 5.14: When the node is available again, the Pending pods are assigned to that node

This shows that after node 2 became available, Kubernetes scheduled the pod
on that node, and then started the container.
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In this section, you learned how to diagnose out-of-resource errors. You were able
to solve the error by adding another node to the cluster. Before moving on to the
final failure mode, clean up the guestbook deployment.

Note

In Chapter 4, Building scalable applications, the cluster autoscaler was
introduced. The cluster autoscaler will monitor out-of-resource errors and add
new nodes to the cluster automatically.

Let's clean up the guestbook deployment by running the following delete
command:

kubectl delete -f guestbook-all-in-one.yaml

It is now also safe to close the other Cloud Shell window you opened earlier.

So far, you have learned how to recover from two failure modes for nodes in a
Kubernetes cluster. First, you saw how Kubernetes handles a node going offline
and how the system reschedules pods to a working node. After that, you saw how
Kubernetes uses requests to manage the scheduling of pods on a node, and what
happens when a cluster is out of resources. In the next section, you'll learn about
another failure mode in Kubernetes, namely what happens when Kubernetes
encounters storage mounting issues.

Fixing storage mount issues

Earlier in this chapter, you noticed how the guestbook application lost data when
the Redis master was moved to another node. This happened because that sample
application didn't use any persistent storage. In this section, you'll see an example
of how PVCs can be used to prevent data loss when Kubernetes moves a pod to
another node. You will see a common error that occurs when Kubernetes moves
pods with PVCs attached, and you'll learn how to fix this.

For this, you will reuse the WordPress example from the previous chapter. Before
starting, let's make sure that the cluster is in a clean state:

kubectl get all
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This should show you just the one Kubernetes service, as in Figure 5.15:

user@fzure:~/Hands-0On-Kubernetes-on-Azure/Chapteras§ kubectl pet all
MEAME T™YPE CLUSTER-IP EXTERMAL-IP PORT I'E'! AGE

service/kubarnates Clusterip 18.8.8.1 £Mone» A443)TCp a7m

Figure 5.15: You should only have the one Kubernetes service running for now

Let's also ensure that both nodes are running and Ready:
kubectl get nodes
This should show us both nodes in a Ready state, as in Figure 5.16:

user@azure: ~/Hands -On-Kubarnetes-on-Azure/Chapteres) kubectl get nodes
MAME STATUS ROLES ! VERSIOM

aks -agentpocl-39838025-vRssE08008  Ready agent 3 v1l.19.6
aks-agentpool - 3983EB25 - vms SERABA2 Ready apent : wl.19.6

Figure 5.16: You should have two nodes available in your cluster

In the previous example, under the Handling node failures section, you saw that
the messages stored in redis-master are lost if the pod gets restarted. The reason
for this is that redis-master stores all data in its container, and whenever it is
restarted, it uses the clean image without the data. In order to survive reboots, the
data has to be stored outside. Kubernetes uses PVCs to abstract the underlying
storage provider to provide this external storage.

To start this example, set up the WordPress installation.
Starting the WordPress installation

Let's start by installing WordPress. We will demonstrate how it works and then
verify that storage is still present after a reboot.

If you have not done so yet in a previous chapter, add the Helm repository for
Bitnami:

helm repo add bitnami https://charts.bitnami.com/bitnami
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Begin reinstallation by using the following command:

helm install wp bitnami/wordpress

This will take a couple of minutes to process. You can follow the status of this
installation by executing the following command:

kubectl get pods -w

After a couple of minutes, this should show you two pods with a status of Running
and with a ready status of 1/1 for both pods, as shown in Figure 5.17:

usar@Azura:~/Hands -0On=Kube 25 -on=-Azure/Chapteresy kubectl get pods -
MAME R EADY STATUS RESTARTS AGE
wWp-mariadb-a 8/ Pending @
wWp=Wordpress-6t7caftBsb5-4p2ad Bl F-‘nn-:!'irlEl_ %]
wp-wordpress-6t?c4TE5b5 -4p264 B/1 Pending &
wp-wordpress-6F7cafBsbs-4p26a  8/1 ContainerCreating

wp-mariadb-a Bl Pending

wWp-mariadb-d H ContainerCreating
wp-wordpress-6T7cafEsbS-4p2ed Funning
wp-mariadh-@ ) Running

Wi - wordpress -6t 7/cATrBSh5 -4 |J'.'-! 54 I Errar
wWp-wordpress-atTcafBobS -4p264 3 Aunning
wp-mariadh-a f Running
wp-wordpress-6F7c4fBESbs -4paes I Running

Figure 5.17: All pods will have the status of Running after a couple of minutes

You might notice that the wp-wordpress pod went through an Error status and was
restarted afterward. This is because the wp-mariadb pod was not ready in time,
and wp-wordpress went through a restart. You will learn more about readiness and
how this can influence pod restarts in Chapter 7, Monitoring the AKS cluster and the
application.

In this section, you saw how to install WordPress. Now, you will see how to avoid
data loss using persistent volumes.
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Using persistent volumes to avoid data loss

A persistent volume (PV) is the way to store persistent data in the cluster with
Kubernetes. PVs were discussed in more detail in Chapter 3, Application deployment
on AKS. Let's explore the PVs created for the WordPress deployment:

1. You can get the PersistentVolumeClaims using the following command:

kubectl get pvc

This will generate an output as shown in Figure 5.18:

E rrat o = B ddr 1rdih kubechEl gmb pec
STATUSR WO CAPRCITY ACCESS FMIDED STOFAOECLASE
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Figure 5.18: Two PVCs are created by the WordPress deployment

A PersistentVolumeClaim will result in the creation of a PersistentVolume. The
PersistentVolume is the link to the physical resource created, which is an Azure
disk in this case. The following command shows the actual PVs that are created:

kubectl get pv

This will show you the two PersistentVolumes:

it% kubact] gt e
ACCESS MODE L EELLATH FOLILY

L= Dalata AT, Jafaalt fdat s -wa-Falade-e
el falatn 047 B 11w - o dprass

Figure 5.19: Two PVs are created to store the data of the PVCs

You can get more details about the specific PersistentVolumes that were
created. Copy the name of one of the PVs, and run the following command:

kubectl describe pv <pv name>
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This will show you the details of that volume, as in Figure 5.20:
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Figure 5.20: The details of one of the PVs

Here, you can see which PVC has claimed this volume and what the DiskName
is in Azure.

2. Verify that your site is working:

kubectl get service

This will show us the public IP of our WordPress site, as seen in Figure 5.21:

USRFE T | - Hands - 0=k 1L RS Tura Chopt 1 "

MAME CLUSTER-IP ] L- AGE
Lubernetes ~IF E ; Fdidh
wi-nariadb il ; ; 17m

wWp-mardpross ¢ r 2.87 E JTCP, 443 3B 28/TCP 17Tm

Figure 5.21: Public IP of the WordPress site
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3. If youremember from Chapter 3, Application deployment of AKS, Helm showed
you the commands you need to get the admin credentials for our WordPress
site. Let's grab those commands and execute them to log on to the site as

follows:
helm status wp

echo Username: user
echo Password: $(kubectl get secret --namespace default wp-wordpress

-0 jsonpath="{.data.wordpress-password}" | base64 -d)

This will show you the username and password, as displayed in Figure 5.22:

tariid hale status wp

sa be patient while the chart 1s being deploged **
Your ‘wordPress site can be accewsed throuph the following [AG neee from wlthin
wp-sordpruiy, default . svc clustor, Local (port Ba)
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namespaco defsult wp-wordpress «ctesplate "({ range {in

E TRfadain®
pral pocEss WordPress wsing the obtained 8L,
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Lis -on-STif LT ssword: F{kuk
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Figure 5.22: Getting the username and password for the WordPress application
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You can log in to our site via the following address: http://<external-ip>/admin.
Log in here with the credentials from the previous step. Then you can go ahead
and add a post to your website. Click the Write your first blog post button, and then
create a short post, as shown in Figure 5.23:

Bashboard

Welcome to WordPress

Lot Staried M=t Simps Ploire Sfichinns
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Figure 5.23: Writing your first blog post

Type some text now and hit the Publish button, as shown in Figure 5.24. The text
itself isn't important; you are writing this to verify that data is indeed persisted to

disk:
lﬁr‘ = T = e chenhi =r-:n| ﬂ L
Frert Wicath LY
Srng &adodeg ¥
Veal Fovrnr Sarvimd -
Feozig ier i
This is @ tast to verify a PV will avoid data loss o e

Figure 5.24: Publishing a post with random text
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If you now head over to the main page of your website at http://<external-ip>,
you'll see your test post as shown in Figure 5.25:

A Mot secure 207232287

USER'S BLOG!

Just anather WardPress site

This is a test to verify a PVC will avoid data loss.
Published January 23, 2021 Edit
Categorized a5 Uncategorized

Figure 5.25: The published blog post appears on the home page
In this section, you deployed a WordPress site, you logged in to your WordPress

site, and you created a post. You will verify whether this post survives a node
failure in the next section.

Handling pod failure with PVC involvement

The first test you'll do with the PVCs is to kill the pods and verify whether the data
has indeed persisted. To do this, let's do two things:

1. Watch the pods in your application: To do this, use the current Cloud Shell and
execute the following command:

kubectl get pods -w

2. Kill the two pods that have the PVC mounted: To do this, create a new Cloud
Shell window by clicking on the icon shown in Figure 5.26:

Bash v & 7 @ DI B

Figure 5.26: Opening a new Cloud Shell instance
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Once you open a new Cloud Shell, execute the following command:

kubectl delete pod --all

In the original Cloud Shell, follow along with the watch command that you
executed earlier. You should see an output like what's shown in Figure 5.27:

usergirure: - /Hands-On-Kubernetes-on-Azure/Chapterédsd kubectl get pods -w
MAME READY STATUS RESTARTS AGE
wp-mariadb-8 11 Running -] mITE

W wnrdprcst.ﬂf?rdfﬂ%hﬁ gq??t 1/1 Eunning 4] 2miafs
wWp-mariadb-@ 1/1 rerminating @ 2m2a9s
wp-wordpress-6f focdf8sbs-gg2?t 1)1 ferminating @ 2md2s
wp-wordpress-6f fcdfa5bS-mSbb @1 Pending 5] Bs

wp-wordpress-ef 7cafashs-xmsbb  8/1 Pending =] Bs
wp-wordpress-&fTcafashs-umsbh  8/1 ContainerCreating
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Figure 5.27: After deleting the pods, Kubernetes will automatically recreate both pods

As you can see, the two original pods went into a Terminating state. Kubernetes
quickly started creating new pods to recover from the pod outage. The pods
went through a similar life cycle as the original ones, going from Pending to
ContainerCreating to Running.

3. If you head on over to your website, you should see that your demo post has
been persisted. This is how PVCs can help you prevent data loss, as they persist
data that would not have been persisted in the pod itself.

In this section, you've learned how PVCs can help when pods get recreated on the
same node. In the next section, you'll see how PVCs are used when a node has a
failure.
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Handling node failure with PVC involvement

In the previous example, you saw how Kubernetes can handle pod failures when
those pods have a PV attached. In this example, you'll learn how Kubernetes
handles node failures when a volume is attached:

1. Let's first check which node is hosting your application, using the following
command:

kubectl get pods -o wide

In the example shown in Figure 5.28, node 2 was hosting MariaDB, and node 0
was hosting the WordPress site:

eSS Bubactl gat pods -0 wida
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Figure 5.28: Check which node hosts the WordPress site

2. Introduce a failure and stop the node that is hosting the WordPress pod using
the Azure portal. You can do this in the same way as in the earlier example.
First, look for the scale set backing your cluster, as shown in Figure 5.29:
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Figure 5.29: Looking for the scale set hosting your cluster
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3. Then shut down the node, by clicking on Instances in the left-hand menu, then
selecting the node you need to shut down and clicking the Stop button, as
shown in Figure 5.30:
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Figure 5.30: Shutting down the node

4. After this action, once again, watch the pods to see what is happening in the
cluster:

kubectl get pods -o wide -w

As in the previous example, it is going to take 5 minutes before Kubernetes
will start taking action against the failed node. You can see that happening in
Figure 5.31:

Figure 5.31: A pod in a ContainerCreating state

5. You are seeing a new issue here. The new pod is stuck in a ContainerCreating
state. Let's figure out what is happening here. First, describe that pod:

kubectl describe pods/wp-wordpress-<pod-id>
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You will get an output as shown in Figure 5.32:

Events:
Type Reason Age From Message

Normal  Scheduled 3m31s default-scheduler Successfully assigned default/wp-wordpress-6f7c4f85b5-1czvx
to aks-agentpool -39838025-vmsse00882

Warning FailedAttachVolume 3m31s attachdetach-controller Multi-Attach error for volume "pvc-848e@fc5-ed4b-4765-aa@d-5
44f014d6997" Volume is already used by pod(s) wp-wordpress-6f7c4f85b5-wp7qt

Warning FailedMount 88s kubelet Unable to attach or mount volumes: unmounted volumes=[wordp
ess-data], unattached volumes=[wordpress-data default-token-ktl66]: timed out waiting for the condition

Figure 5.32: Output explaining why the pod is in a ContainerCreating state

This tells you that there is a problem with the volume. You see two errors
related to that volume: the FailedAttachVolume error explains that the volume
is already used by another pod, and FailedMount explains that the current pod
cannot mount the volume. You can solve this by manually forcefully removing
the old pod stuck in the Terminating state.

Note

The behavior of the pod stuck in the Terminating state is not a bug. This is
default Kubernetes behavior. The Kubernetes documentation states the
following: "Kubernetes (versions 1.5 or newer) will not delete pods just because

a Node is unreachable. The pods running on an unreachable Node enter the
Terminating or Unknown state after a timeout. Pods may also enter these states
when the user attempts the graceful deletion of a pod on an unreachable Node."
You can read more at https://kubernetes.io/docs/tasks/run-application/force-
delete-stateful-set-pod/.

6. To forcefully remove the terminating pod from the cluster, get the full pod
name using the following command:

kubectl get pods
This will show you an output similar to Figure 5.33:

usergidzure; ~/Hands-0n-Kubernetes -on-Azure/ terésh kubectl get pods

NAME READY & LIS RESTARTS

i/1 Running
asl ContainerCreating 5]
s | Terminati ng 23

Figure 5.33: Getting the name of the pod stuck in the Terminating state


https://kubernetes.io/docs/tasks/run-application/force-delete-stateful-set-pod/
https://kubernetes.io/docs/tasks/run-application/force-delete-stateful-set-pod/
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7. Use the pod's name to force the deletion of this pod:

kubectl delete pod wordpress-wp-<pod-id> --force

8. After the pod has been deleted, it will take a couple of minutes for the other

pod to enter a Running state. You can monitor the state of the pod using the
following command:

kubectl get pods -w

This will return an output similar to Figure 5.34:

dsor@izura ~/Hands -On-Kubarnates -on-Azure/ Chapt ~25% kubectl gat pods -w
MNAME READY STATU RESTARTS AGE
1/1 Running 38m

7cafasbhs-lczwx 81 ContainerCreating 14m
W - hﬂ'dpFE "? 4T85b5-1czvx  8/1 Running
wWp-wordpres T

18m
cA4fEshS-1czvx 1/1 Rumnimg 18m

Figure 5.34: The new WordPress pod returning to a Running state

9. Asyou can see, this brought the new pod to a healthy state. It did take a couple
of minutes for the system to pick up the changes and then mount the volume

to the new pod. Let's get the details of the pod again using the following
command:

kubectl describe pod wp-wordpress-<pod-id>

This will generate an output as follows:
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Figure 5.35: The new pod is now attaching the volume and pulling the container image
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10. This shows you that the new pod successfully got the volume attached and
that the container image got pulled. This also made your WordPress website
available again, which you can verify by browsing to the public IP. Before
continuing to the next chapter, clean up the application using the following
command:

helm delete wp
kubectl delete pvc --all
kubectl delete pv --all

11. Let's also start the node that was shut down: go back to the scale set pane in
the Azure portal, click Instances in the left-hand menu, select the node you
need to start, and click on the Start button, as shown in Figure 5.36:

Home » alo-agentpool-39838025-vmss

KA aks-agentpool-39838025-vmss | Instances

Yirha| machine scals set

= Geanch (Chi /) i [ stat 2F Bestat [ Scp [% Reimage [§) Cetete T Uporade
W Cuenvew ‘ .;--' Learch wirhinl machine instances

W activty fog Mame {ompater name Status

" Access control (IAM) BB oosgenpocl 1083 aks-sgentpesl- 3983, O Stepped (deslocstd)
# Tgs [ aks-sgentpncl-3083..  aks-agentpecl-3583.., @ Ruaning

£* Diagnose and sobee problems 1
Satings

[ ] Ifis Faraers n

Figure 5.36: Starting node 0 again

In this section, you learned how you can recover from a node failure when PVCs
aren't mounting to new pods. All you needed to do was forcefully delete the pod
that was stuck in the Terminating state.
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Summary

In this chapter, you learned about common Kubernetes failure modes and how you
can recover from them. This chapter started with an example of how Kubernetes
automatically detects node failures and how it will start new pods to recover the
workload. After that, you scaled out your workload and had your cluster run out of
resources. You recovered from that situation by starting the failed node again to
add new resources to the cluster.

Next, you saw how PVs are useful to store data outside of a pod. You deleted all
pods on the cluster and saw how the PV ensured that no data was lost in your
application. In the final example in this chapter, you saw how you can recover
from a node failure when PVs are attached. You were able to recover the workload
by forcefully deleting the terminating pod. This brought your workload back to a
healthy state.

This chapter has explained common failure modes in Kubernetes. In the next
chapter, we will introduce HTTPS support to our services and introduce
authentication with Azure Active Directory.






Securing your
application with
HTTPS

HTTPS has become a necessity for any public-facing website. Not only does it
improve the security of your website, but it is also becoming a requirement for
new browser functionalities. HTTPS is a secure version of the HTTP protocol.
HTTPS makes use of Transport Layer Security (TLS) certificates to encrypt traffic
between an end user and a server, or between two servers. TLS is the successor
to the Secure Sockets Layer (SSL). The terms TLS and SSL are often used
interchangeably.

In the past, you needed to buy certificates from a certificate authority (CA), then
set them up on your web server and renew them periodically. While that is still
possible today, the Let's Encrypt service and helpers in Kubernetes make it very
easy to set up verified TLS certificates in your cluster. Let's Encrypt is a non-profit
organization run by the Internet Security Research Group and backed by multiple
companies. It is a free service that offers verified TLS certificates in an automated
manner. Automation is a key benefit of the Let's Encrypt service.
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In terms of Kubernetes helpers, you will learn about a new object called an Ingress
and use a Kubernetes add-on called cert-manager. An ingress is an object within
Kubernetes that manages external access to services, commonly used for HTTP
services. An ingress adds additional functionality on top of the service object we
explained in Chapter 3, Application deployment on AKS. It can be configured to
handle HTTPS traffic. It can also be configured to route traffic to different back-
end services based on the hostname, which is assigned by the Domain Name
System (DNS) that is used to connect.

cert-manager is a Kubernetes add-on that helps in automating the creation of
TLS certificates. It also helps in the rotation of certificates when they are close
to expiring. cert-manager can interface with Let's Encrypt to request certificates
automatically.

In this chapter, you will see how to set up Azure Application Gateway as a
Kubernetes ingress, and cert-manager to interface with Let's Encrypt.

The following topics will be covered in this chapter:

* Setting up Azure Application Gateway as a Kubernetes ingress
» Setting up an ingress in front of a service
* Adding TLS support to an ingress

Let's start with setting up Azure Application Gateway as an ingress for AKS.

Setting up Azure Application Gateway as a
Kubernetes ingress

An ingress in Kubernetes is an object that is used to route HTTP and HTTPS traffic
from outside the cluster to services in a cluster. Exposing services using an ingress
rather than exposing them directly, as you've done up to this point—has a number
of advantages. These advantages include the ability to route multiple hostnames
to the same public IP address and offloading TLS termination from the actual
application to the ingress.
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To create an ingress in Kubernetes, you need to install an ingress controller. An
ingress controller is software that can create, configure, and manage ingresses

in Kubernetes. Kubernetes does not come with a preinstalled ingress controller.
There are multiple implementations of ingress controllers, and a full list is available

at this URL: https: //kubernetes.io /docs/concepts /services-networking /ingress-
controllers/

In Azure, application gateway is a Layer 7 load balancer, which can be used as

an ingress for Kubernetes by using the Application Gateway Ingress Controller
(AGIC). A layer 7 load balancer is a load balancer that works at the application layer,
which is the seventh and highest layer in the OSI networking reference model.
Azure Application Gateway has a number of advanced features such as autoscaling
and Web Application Firewall (WAF).

There are two ways of configuring the AGIC, either using Helm or as an Azure
Kubernetes Service (AKS) add-on. Installing AGIC using the AKS add-on
functionality will result in a Microsoft-supported configuration. Additionally,
the add-on method of deployment will be automatically updated by Microsoft,
ensuring that your environment is always up to date.

In this section, you will create a new application gateway instance, set up AGIC
using the add-on method, and finally, deploy an ingress resource to expose an
application. Later in this chapter, you will extend this setup to also include TSL
using a Let's Encrypt certificate.

Creating a new application gateway

In this section, you will use the Azure CLI to create a new application gateway. You
will then use this application gateway in the next section to integrate with AGIC.
The different steps in this section are summarized in the code samples for this
chapter in the setup-appgw. sh file that is part of the code samples that come with
this book.


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
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1. To organize the resources created in this chapter, it is recommended that you
create a new resource group. Make sure to create the new resource group in
the same location you deployed your AKS cluster in. You can do this using the
following command in the Azure CLI:

az group create -n agic -1 westus2

2. Next, you will need to create the networking components required for your
application gateway. These are a public IP with a DNS name and a new virtual
network. You can do this using the following commands:

az network public-ip create -n agic-pip \
-g agic --allocation-method Static --sku Standard \
--dns-name "<your unique DNS name>"

az network vnet create -n agic-vnet -g agic \
--address-prefix 192.168.0.0/24 --subnet-name agic-subnet \
--subnet-prefix 192.168.0.0/24

Note

The az network public-ip create command might show you a warning
message [Coming breaking change] In the coming release, the default
behavior will be changed as follows when sku is Standard and zone is not
provided: For zonal regions, you will get a zone-redundant IP indicated
by zones:["1","2","3"]; For non-zonal regions, you will get a non zone-

redundant IP indicated by zones:[].

3. Finally, you can create the application gateway. This command will take a few
minutes to execute

az network application-gateway create -n agic -1 westus2 \
-g agic --sku Standard_v2 --public-ip-address agic-pip \
--vnet-name agic-vnet --subnet agic-subnet

4. It will take a couple of minutes for the application gateway to deploy. Once it is
created, you can see the resource in the Azure portal. To find this, look for agic
(or the name you gave your application gateway) in the Azure search bar, and
select your application gateway.
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Figure 6.1: Looking for the application gateway in the Azure search bar

5. This will show you your application gateway in the Azure portal, as shown in
Figure 6.2:
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Figure 6.2: The application gateway in the Azure portal
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6. To verify that it has been created successfully, browse to the DNS name you
configured for the public IP address. This will show you an output similar to
Figure 6.3. Note that the error message shown is expected since you haven't
configured any applications yet behind the application gateway. You will
configure applications behind the application gateway using AGIC in the Adding
an ingress rule for the guestbook application section.

& Motsecure | nf-aks-bookwastus? doudappagure.com

502 Bad Gateway

Mlpcroasdl AFipe Applicalion -GEEasy vl

Figure 6.3: Verify that you can connect to the application gateway

Now that you've created a new application gateway and were able to connect
to it, we will move on to integrating this application gateway with your existing
Kubernetes cluster.

Setting up the AGIC

In this section, you will integrate the application gateway with your Kubernetes
cluster using the AGIC AKS add-on. You will also set up virtual network peering so
the application gateway can send traffic to your Kubernetes cluster.

1. To enable integration between your cluster and your application gateway, use
the following command:

appgwId=$(az network application-gateway \
show -n agic -g agic -o tsv --query "id")
az aks enable-addons -n handsonaks \
-g rg-handsonaks -a ingress-appgw \
—--appgw-id $appgwld
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2. Next, you will need to peer the application gateway network with the AKS
network. To peer both networks, you can use the following code:

nodeResourceGroup=%$(az aks show -n handsonaks \

-g rg-handsonaks -o tsv --query "nodeResourceGroup")
aksVnetName=$(az network vnet list \

-g $nodeResourceGroup -o tsv --query "[0].name")

aksVnetId=$(az network vnet show -n $aksVnetName \
-g $nodeResourceGroup -o tsv --query "id")

az network vnet peering create \
-n AppGWtoAKSVnetPeering -g agic \
--vnet-name agic-vnet --remote-vnet $aksVnetId \
--allow-vnet-access

appGWVnetId=$(az network vnet show -n agic-vnet \

-g agic -o tsv --query "id")
az network vnet peering create \

-n AKStoAppGWVnetPeering -g $nodeResourceGroup \

--vnet-name $aksVnetName --remote-vnet $appGWVnetId --allow-vnet-
access

This concludes the integration between the application gateway and your AKS
cluster. You've enabled the AGIC add-on, and connected both the networks
together. In the next section, you will use this AGIC integration to create an ingress
for a demo application.

Adding an ingress rule for the guestbook application
Up to this point, you have created a new application gateway and integrated it with
your Kubernetes cluster. In this section, you will deploy the guestbook application

and then expose it using an ingress.

1. To launch the guestbook application, type in the following command:

kubectl create -f guestbook-all-in-one.yaml
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This will create the guestbook application you've used in the previous chapters.
You should see the objects being created as shown in Figure 6.4:

U PRSP Pl = Hand S -0 - Hubernates - of - AZure/ Chaptar &8s Kubactl create -1 puesthock-all-1m-one . yan]
fredis-m r created

Figure 6.4: Creating the guestbook application

2. You can then use the following YAML file to expose the front-end service via
the ingress. This is provided as simple-frontend-ingress.yaml in the source
code for this chapter:

1 apiVersion: networking.k8s.io/v1
2 kind: Ingress

3 metadata:

4 name: simple-frontend-ingress
5 annotations:

6 kubernetes.io/ingress.class: azure/application-gateway
7 spec:

8 rules:

9 - http:

10 paths:

11 - path: /

12 pathType: Prefix

13 backend:

14 service:

15 name: frontend

16 port:

17 number: 80
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Let's have a look at what is defined in this YAML file:

* Line 1: You specify the Kubernetes API version for the object you are
creating.

* Line 2: You define that you are creating an Ingress object.

* Lines 5-6: Here, you're telling Kubernetes that you want to create an
ingress of the class azure/application-gateway.

The following lines define the actual ingress:

* Lines 8-12: Here, you define the path this ingress is listening on. In our
case, this is the top-level path. In more advanced cases, you can have
different paths pointing to different services.

e Lines 13-17: These lines define the actual service this traffic should be
pointed to.

You can use the following command to create this ingress:

kubectl apply -f simple-frontend-ingress.yaml

3. If you now go to http: //dns-name/, which you created in the Creating a new
application gateway section, you should get an output as shown in Figure 6.5:

nf-aks-book sestus2.cloudspp.aoure.com

Guestbook

B Snple

=Tl

Figure 6.5: Accessing the guestbook application via the ingress
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Note

You didn't have to publicly expose the front-end service as you have done in
the preceding chapters. You have added the ingress as the exposed service,
and the front-end service remains private to the cluster.

User

Ingress (public)

Service
(private, ClusterlP)

Frontend pods

Figure 6.6: Flowchart displaying publicly accessible ingress

4. You can verify this by running the following command:

kubectl get service
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5. This should show you that you have no public services, as seen by the lack of
EXTERNAL-IP in Figure 6.7:

user@izura:~/Hands-On-Kubernetes-on-Azure/Chapteres) kubectl pet svc
NAME TYPE LISTER - EXTERNAL=-TIP PORT(S)
frontend ClusterIP .B8.42, LNones BBJ/TCP

kubernetes ClusterIp 8.8, LMNoOne > 443 /TCP
redis-master ClusterIP B 3. 36, < ROME» &ITITCP
rediz-replica ClusterIP T £Rone > &379,/TCP

Figure 6.7: Output shows that you have no public services

In this section, you launched an instance of the guestbook application. You then
exposed it publicly by creating an ingress, which in turn configured the application
gateway that you created earlier. Only the ingress was publicly accessible.

Next, you'll extend the functionality of AGIC and learn how to secure traffic using a
Certificate from Let's Encrypt.

Adding TLS to an ingress

You will now add HTTPS support to your application. To do this, you need a TLS
certificate. You will be using the cert-manager Kubernetes add-on to request a
certificate from Let's Encrypt.

Note

Although this section focuses on using an automated service such as Let's
Encrypt, you can still pursue the traditional path of buying a certificate

from an existing CA and importing it into Kubernetes. Please refer to the
Kubernetes documentation for more information on how to do this: https://
kubernetes.io/docs/concepts/services-networking/ingress/#tls



https://kubernetes.io/docs/concepts/services-networking/ingress/#tls 
https://kubernetes.io/docs/concepts/services-networking/ingress/#tls 
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There are a couple of steps involved. The process of adding HTTPS to the
application involves the following:

1. Install cert-manager, which interfaces with the Let's Encrypt API to request a
certificate for the domain name you specity.

2. Install the certificate issuer, which will get the certificate from Let's Encrypt.

3. Create an SSL certificate for a given Fully Qualified Domain Name (FQDN). An
FQDN is a fully qualified DNS record that includes the top-level domain name
(such as .org or .com). You created an FQDN linked to your public IP in step 2 in
the section Creating a new application gateway.

4. Secure the front-end service by creating an ingress to the service with the
certificate created in step 3. In the example in this section, you will not be
executing this step as an individual step. You will, however, reconfigure the
ingress to automatically pick up the certificate created in step 3.

Let's start with the first step by installing cert-manager in the cluster.

Installing cert-manager

cert-manager (https://github.com /jetstack /cert-manager) is a Kubernetes add-on

that automates the management and issuance of TLS certificates from various
issuing sources. It is responsible for renewing certificates and ensuring they are
updated periodically.

Note

The cert-manager project is not managed or maintained by Microsoft. It is
an open-source solution previously managed by the company Jetstack, which
recently donated it to the Cloud Native Computing Foundation.

The following commands install cert-manager in your cluster:

kubectl apply -f https://github.com/jetstack/cert-manager/releases/
download/v1.2.0/cert-manager.yaml


https://github.com/jetstack/cert-manager
https://github.com/jetstack/cert-manager/releases/download/v1.2.0/cert-manager.yaml
https://github.com/jetstack/cert-manager/releases/download/v1.2.0/cert-manager.yaml
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This will install a number of components in your cluster as shown in Figure 6.8.
A detailed explanation of these components can be found in the cert-manager
documentation at https: //cert-manager.io/docs/installation /kubernetes/.
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Figure 6.8: Installing cert-manager in your cluster
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cert-manager makes use of a Kubernetes functionality called
CustomResourceDefinition (CRD). CRD is a functionality used to extend the
Kubernetes API server to create custom resources. In the case of cert-manager,
there are six CRDs that are created, some of which you will use later in this
chapter.

Now that you have installed cert-manager, you can move on to the next step:
setting up a certificate issuer.

Installing the certificate issuer

In this section, you will install the Let's Encrypt staging certificate issuer. A
certificate can be issued by multiple issuers. letsencrypt-staging, for example,
is for testing purposes. As you are building tests, you'll use the staging server.
The code for the certificate issuer has been provided in the source code for this
chapter in the certificate-issuer.yaml file. As usual, use kubectl create -f
certificate-issuer.yaml; the YAML file has the following contents:

1 apiVersion: cert-manager.io/v1

2 kind: Issuer

3  metadata:

4 name: letsencrypt-staging

5 spec:

6 acme:

7 server: https://acme-staging-v02.api.letsencrypt.org/directory
8 email: <your e-mail address>
9 privateKeySecretRef:

10 name: letsencrypt-staging
11 solvers:

12 - httpo1:

13 ingress:

14 class: azure/application-gateway
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Let's look at what we have defined here:

* Lines 1-2: Here, you point to one of the CRDs that cert-manager created.
In this case, specifically, you point to the Issuer object. An issuer is a
link between your Kubernetes cluster and the actual certificate authority
creating the certificate, which is Let's Encrypt in this case.

* Lines 6-10: Here you provide the configuration for Let's Encrypt and point
to the staging server.

* Lines 11-14: This is additional configuration for the ACME client to certify
domain ownership. You point Let's Encrypt to the Azure Application
Gateway ingress to verify that you own the domain you will request a
certificate for later.

With the certificate issuer installed, you can now move on to the next step:
creating the TLS certificate on the ingress.

Creating the TLS certificate and securing the ingress

In this section, you will create a TLS certificate. There are two ways you can
configure cert-manager to create certificates. You can either manually create a
certificate and link it to the ingress, or you can configure your ingress controller,
so cert-manager automatically creates the certificate.

In this example, you will configure your ingress using the latter method.

1. To start, edit the ingress to look like the following YAML code. This file is
present in the source code on GitHub as ingress-with-tls.yaml:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: simple-frontend-ingress
annotations:

1
2
3
4
5
6 kubernetes.io/ingress.class: azure/application-gateway
7 cert-manager.io/issuer: letsencrypt-staging

8 cert-manager.io/acme-challenge-type: http01l

9 spec:

1

0 rules:
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11 - http:

12 paths:

13 - path: /

14 pathType: Prefix

15 backend:

16 service:

17 name: frontend

18 port:

19 number: 80

20 host: <your dns-name>.<your azure region>.cloudapp.azure.com
21 tls:

22 - hosts:

23 - <your dns-name>.<your azure region>.cloudapp.azure.com
24 secretName: frontend-tls

You should make the following changes to the original ingress:

* Lines 7-8: You add two additional annotations to the ingress that points
to a certificate issuer and acme-challenge to prove domain ownership.

e Line 20: The domain name for the ingress is added here. This is required
because Let's Encrypt only issues certificates for domains.

 Line 21-24: This is the TLS configuration of the ingress. It contains the
hostname as well as the name of the secret that will be created to store
the certificate.

2. You can update the ingress you created earlier with the following command:

kubectl apply -f ingress-with-tls.yaml

It takes cert-manager about a minute to request a certificate and configure the
ingress to use that certificate. While you are waiting for that, let's have a look at
the intermediate resources that cert-manager created on your behalf.

3. First off, cert-manager created a certificate object for you. You can look at
the status of that object using the following:

kubectl get certificate
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This command will generate an output as shown in Figure 6.9:

user@hzure:-,/Hands-0n-H Fes-on-Azure/Chapterésd kubectl get certificate
HAME READY BAGE

fromtend-tls False frontend-tls is

Figure 6.9: The status of the certificate object

4. Asyou can see, the certificate isn't ready yet. There is another object
that cert-manager created to actually get the certificate. This object is
certificaterequest. You can get its status by using the following command:

kubectl get certificaterequest

This will generate the output shown in Figure 6.10:

user@Azure~/Hands-on-Kubernetes-on-Azure/Chapter®eé) kubectl get certificaterequest

NAME READY  AGE
frontend-tls-pS2Er False 45

Figure 6.10: The status of the certificaterequest obiect

You can also get more details about the request by issuing a describe
command against the certificaterequest object:

kubectl describe certificaterequest

While you're waiting for the certificate to be issued, the status will look similar
to Figure 6.11:

Status:
Conditions:
Last Transition Time: 2021-81-24T22:57:12Z
Message: Waiting on certificate issuance from order default/frontend-tls-p528r-
3330258237: "pending"
Reason: Pending
Status: False
Type: Ready

Events:
Type Reason Age From Message

Normal OrderCreated 1@s cert-manager Created Order resource default/frontend-tls-p528r-333
0258237

Normal OrderPending 1@s cert-manager Waiting on certificate issuance from order default/fn
ontend-tls-p528r-3330258237: ""

Figure 6.11: Using the kubectl describe command to obtain details of the certificaterequest object
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As you can see, the certificaterequest object shows you that the order has
been created and that it is pending.

5. After a couple of additional seconds, the describe command should return a
successful certificate creation message. Run the following command to get the
updated status:

kubectl describe certificaterequest

The output of this command is shown in Figure 6.12:

Events:
Type Reason Age From Message

Normal OrderCreated 6m39s cert-manager Created Order resource default/frontend-tls-p52

8r-3330258237

Normal OrderPending em39s cert-manager Waiting on certificate issuance from order defa
ult/frontend-tls-p528r-3330258237: ""

Normal CertificateIssued 5m54s cert-manager Certificate fetched from issuer successfully

Figure 6.12: The issued certificate
This should now enable the front-end ingress to be served over HTTPS.

6. Let's try this out in a browser by browsing to the DNS name you created in
the Creating a new application gateway section. Depending on your browser's
cache, you might need to add https:// in front of the URL.

7. Once you reach the ingress, it will indicate an error in the browser, showing
you that the certificate isn't valid, similar to Figure 6.13. This is to be expected
since you are using the Let's Encrypt staging server:
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£ Mot secure  hitps, nf-aks-bookwestusZ.clo... . InProvate

Your connection isn't private

Artackers rraght be tang 10 steal your information from af-aks-
book. westus? doudapp.agure.com (for example, passwords, messages, or credit cards)

MET-ERR CERT ALTHORITY IRAVALIED
it aclvancad G back

This server couldn's prove that it's nf-aks-book.westus?. cloudappazure.com; its security
certificate is mot trusted by your compater's operating systesn. This may be cauwsed by a
rlscorficueraticn or 4n SUACkar IMPErceping your Comifeiian

Figure 6.13: Using the Let's Encrypt staging server, the certificate isn't trusted by default

You can browse to your application by clicking Advanced and selecting
Continue.

In this section, you successfully added a TLS certificate to your ingress to secure
traffic to it. Since you were able to complete the test with the staging certificate,
you can now move on to a production system.
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Switching from staging to production

In this section, you will switch from a staging certificate to a production-level
certificate. To do this, you can redo the previous exercise by creating a new issuer
in your cluster, like the following (provided in certificate-issuer-prod.yaml as
part of the code samples with this book). Don't forget to change your email address
in the file. The following code is contained in that file:

1 apiVersion: cert-manager.io/vlalpha2

2 kind: Issuer

3 metadata:

4 name: letsencrypt-prod

5 spec:

6 acme:

7 server: https://acme-v02.api.letsencrypt.org/directory
8 email: <your e-mail>

9 privateKeySecretRef:

10 name: letsencrypt-prod

11 solvers:

12 - httpo1:

13 ingress:

14 class: azure/application-gateway

Then, replace the reference to the issuer in the ingress-with-tls.yaml file with
letsencrypt-prod as shown (provided in the ingress-with-tls-prod.yaml file):

1 apiVersion: networking.k8s.io/v1

2 kind: Ingress

3  metadata:

4 name: simple-frontend-ingress

5 annotations:

6 kubernetes.io/ingress.class: azure/application-gateway
7 cert-manager.io/issuer: letsencrypt-prod

8 cert-manager.io/acme-challenge-type: http01l
9 spec:

10 rules:

11 - http:

12 paths:

13 - path: /

14 pathType: Prefix

15 backend:

16 service:
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17 name: frontend

18 port:

19 number: 80

20 host: <your dns-name>.<your azure region>.cloudapp.azure.com
21 tls:

22 - hosts:

23 - <your dns-name>.<your azure region>.cloudapp.azure.com
24 secretName: frontend-prod-tls

To apply these changes, execute the following commands:

kubectl create -f certificate-issuer-prod.yaml
kubectl apply -f ingress-with-tls-prod.yaml

It will again take about a minute for the certificate to become active. Once the new
certificate is issued, you can browse to your DNS name again and shouldn't see any
more warnings regarding invalid certificates. If you click the padlock icon in the

browser, you should see that your connection is secure and uses a valid certificate:

https  ni-aks-bookwestus 2 cloudapp.azure.com

Guestboc

MEessEDEsE

Connection is secure

War eifesmmat kan -:Fm sarmnole |:||-|=\.':l.l|||_'\'|'|:!-'\. ar credit card
numbers) 5 £ept private winen iU's sent to this site.

5 certificate (valid)
(R Cooles (0 in use)

- ;
E:D:__l: Site permisshons

Tracking prevention
Halancad (racommencled) Plameipe for all sifes
EI ni-aks-bookweshus 2 doudapp.amera.com O s

|;J:I Trackers (0 blodad)

Figure 6.14: The web page displaying a valid certificate
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In this section, you have learned how to add TLS support to an ingress. You did
this by installing the cert-manager Kubernetes add-on. cert-manager got a free
certificate from Let's Encrypt and added this to the existing ingress deployed on
the application gateway. The process that was described here is not specific to
Azure and Azure Application Gateway. This process of adding TLS to an ingress
works with other ingress controllers as well.

Let's delete the resources you created during this chapter:

kubectl delete -f https://github.com/jetstack/cert-manager/releases/
download/v1.1.0/cert-manager.yaml
az aks disable-addons -n handsonaks \

-g rg-handsonaks -a ingress-appgw

Summary

In this chapter, you added HTTPS security to the guestbook application without
actually changing the source code. You started by setting up a new application
gateway and configured AGIC on AKS. This gives you the ability to create
Kubernetes ingresses that can be configured on the application gateway.

Then, you installed a certificate manager that interfaces with the Let's Encrypt
API to request a certificate for the domain name we subsequently specified. You
leveraged a certificate issuer to get the certificate from Let's Encrypt. You then
reconfigured the ingress to request a certificate from this issuer in the cluster.
Using these capabilities of both the certificate manager as well as the ingress, you
are now able to secure your websites using TLS.

In the next chapter, you will learn how to monitor your deployments and set up
alerts. You will also learn how to quickly identify root causes when errors do occur,
and how to debug applications running on AKS. At the same time, you'll learn how
to perform the correct fixes once you have identified the root causes.


https://github.com/jetstack/cert-manager/releases/download/v1.1.0/cert-manager.yaml
https://github.com/jetstack/cert-manager/releases/download/v1.1.0/cert-manager.yaml

Monitoring the AKS
cluster and the
application

Now that you know how to deploy applications on an AKS cluster, let's focus on
how you can ensure that your cluster and applications remain available. In this
chapter, you will learn how to monitor your cluster and the applications running
on it. You'll explore how Kubernetes makes sure that your applications are running
reliably using readiness and liveness probes.

You will also learn how AKS Diagnostics and Azure Monitor are used, and how
they are integrated within the Azure portal. You will see how you can use AKS
Diagnostics to monitor the status of the cluster itself, and how Azure Monitor helps
monitor the pods on the cluster and allows you to get access to the logs of the
pods at scale.
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In brief, the following topics will be covered in this chapter:

* Monitoring and debugging applications using kubectl
* Reviewing metrics reported by Kubernetes
* Reviewing metrics from Azure Monitor

Let's start the chapter by reviewing some of the commands in kubectl that you can
use to monitor your applications.

Commands for monitoring applications

Monitoring the health of applications deployed on Kubernetes as well as the
Kubernetes infrastructure itself is essential for providing a reliable service to your
customers. There are two primary use cases for monitoring:

* Ongoing monitoring to get alerts if something is not behaving as expected
* Troubleshooting and debugging application errors

When observing an application running on top of a Kubernetes cluster, you'll need
to examine multiple things in parallel, including containers, pods, services, and

the nodes in the cluster. For ongoing monitoring, you'll need a monitoring system
such as Azure Monitor or Prometheus. Azure Monitor will be introduced later

in this chapter. Prometheus (https: //prometheus.io/) is a popular open-source
solution within the Kubernetes ecosystem to monitor Kubernetes environments.
For troubleshooting, you'll need to interact with the live cluster. The most common
commands used for troubleshooting are as follows:

kubectl get <resource type> <resource name>
kubectl describe <resource type> <resource name>
kubectl logs <pod name>

Each of these commands will be described in detail later in this chapter.

To begin with the practical examples, recreate the guestbook example again using
the following command:

kubectl create -f guestbook-all-in-one.yaml


https://prometheus.io/
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While the create command is running, you will watch its progress in the following
sections. Let's start by exploring the get command.

The kubectl get command

To see the overall picture of deployed applications, kubectl provides the get
command. The get command lists the resources that you specify. Resources can
be pods, ReplicaSets, ingresses, nodes, deployments, secrets, and so on. You have
already run this command in the previous chapters to verify that an application
was ready for use.

Perform the following steps:

1. Run the following get command, which will get us the resources and their
statuses:

kubectl get all

This will show you all the deployments, ReplicaSets, pods, and services in your
namespace:

@74 kubactl get all
STATUS SEETARTS
Running

| H-.l.'llll,ﬁ;:
Bl Terminating

B Farmlnatling

el CLUETER-IP EXTERMAL - 1P
LoadBalancer 18.8.124.216 51.143.114.234
ClustarIpF 18.8.8.1 £ M
ClusterIpP 18.8,183.11 inoner
ClusterIp 18 8. 48.214 LI

P -TO-DATE AVATLARLE
1
1
F
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CLERENT
replicaset . apos/frontend - 7eEdEF 7 Tch 3 3
1
rd

1i% -masnbar-Fan

replicaset.apps/redis-replica

Figure 7.1: All the resources running in the default namespace
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2. Focus your attention on the pods in your deployment. You can get the status of
the pods with the following command:

kubectl get pods

You will see that only the pods are shown, as seen in Figure 7.2. Let's investigate
this in detail:

user@lzure; - /Hands-0n-Kubernetes-on-azure/Chaptere?d kubectl get pods
MBME STATUS RESTARTS AGE
Trontend- Feedat¥ch-dsegh Running @ 183s

e e L i

frontend=7 Running a 183

Running B 123z
redis-master-T46FFSTFd-gaGgk Running @ 1835

redis-replica-57cBobbocd -Fddvg Running @ 183s
redis-replica-57cBcabocd -metps Aunning @ 183s

Figure 7.2: All the pods in your namespace

The first column indicates the pod name, for example, frontend-766d4f77cb-
ds6gb. The second column indicates how many containers in the pod are ready
against the total number of containers in the pod. Readiness is defined via a
readiness probe in Kubernetes. There is a dedicated section called Readiness
and liveness probes later in this chapter.

The third column indicates the status, for example, Pending,
ContainerCreating, Running, and so on. The fourth column indicates the
number of restarts, while the fifth column indicates the age when the pod was
asked to be created.

3. If you need more information about your pod, you can add extra columns to
the output of a get command by adding -o wide to the command like this:

kubectl get pods -o wide

This will show you additional information, as shown in Figure 7.3:

Figure 7.3: Adding -o wide shows more details on the pods
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The extra columns include the IP address of the pod, the node it is running
on, the nominated node, and readiness gates. A nominated node is only set
when a higher-priority pod preempts a lower-priority pod. The nominated
node field would then be set on the higher-priority pod. It signifies the node
that the higher-priority pod will be scheduled once the lower-priority pod has
terminated gracefully. A readiness gate is a way to introduce external system
components as the readiness for a pod.

Executing a get pods command only shows the state of the current pod. As we
will see next, things can fail at any of the states, and we need to use the kubectl
describe command to dig deeper.

The kubectl describe command

The kubectl describe command gives you a detailed view of the object you are
describing. It contains the details of the object itself, as well as any recent events
related to that object. While the kubectl get events command lists all the events
for the entire namespace, with the kubectl describe command, you would get
only the events for that specific object. If you are interested in just pods, you can
use the following command:

kubectl describe pods
The preceding command lists all the information pertaining to all pods. This is
typically too much information to contain in a typical shell.
If you want information on a particular pod, you can type the following:

kubectl describe pod/<pod-name>

Note

You can either use a slash or a space in between pod and <pod-name>.
The following two commands will have the same output:

kubectl describe pod/<pod-name>

kubectl describe pod <pod-name>
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You will get an output similar to Figure 7.4, which will be explained in detail later:
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Figure 7.4: Describing an object shows the detailed output of that object
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From the description, you can get the node on which the pod is running, how long
it has been running, its internal IP address, the Docker image name, the ports
exposed, the env variables, and the events (from within the past hour).

In the preceding example, the pod name is frontend-766d4f77cb-ds6gb. As
mentioned in Chapter 1, Introduction to containers and Kubernetes, it has the
<ReplicaSet name>-<random 5 chars>format. The replicaset name itself is
randomly generated from the deployment name front end: <deployment name>-
<random-string>.

Figure 7.5 shows the relationship between a deployment, a ReplicaSet, and pods:

Deployment ReplicaSet ELE

Figure 7.5: Relationship between a deployment, a ReplicaSet, and pods

The namespace under which this pod runs is default. So far, you have just been
using the default namespace, appropriately named default.

Another section that is important from the preceding output is the node section:
Node: aks-agentpool-39838025-vmss000000/10.240.0.4

The node section lets you know which physical node/VM the pod is running on.
If the pod is repeatedly restarting or having issues running and everything else
seems OK, there might be an issue with the node itself. Having this information is
essential to perform advanced debugging.

The following is the time the pod was initially scheduled:

Start Time: Tue, 26 Jan 2021 02:10:33 +0000

This doesn't mean that the pod has been running since that time, so the time can
be misleading in that sense. If a health event occurs (for example, a container
crashes), the pod will reset automatically.
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You can add more information about a workload in Kubernetes using Labels, as
shown here:

Labels:app=guestbook
pod-template-hash=57d8c9fb45
tier=frontend

Labels are a commonly used functionality in Kubernetes. For example, this is how
links between objects, such as service to pod and deployment to ReplicaSet

to pod (Figure 7.5), are made. If you see that traffic is not being routed to a pod

from a service, this is the first thing you should check. Also, you'll notice that the
pod-template-hash label also occurs in the pod name. This is how the link between
the ReplicaSet and the pod is made. If the labels don't match, the resources won't
attach.

The following shows the internal IP of the pod and its status:

Status: Running
IP: 10.244.0.44
IPs:

IP: 10.244.0.44

As mentioned in previous chapters, when building out your application, the pods
can be moved to different nodes and get a different IP, so you should avoid using
these IP addresses. However, when debugging application issues, having a direct IP
for a pod can help with troubleshooting. Instead of connecting to your application
through a service object, you can connect directly from one pod to another using
the other pod's IP address to test connectivity.

The containers running in the pod and the ports that are exposed are listed in the
following block:

Containers:
php-redis:
i&ége: gcr.io/google-samples/gh-frontend:v4
ééét: 80/TCP
ﬁééuests:

cpu: 10m
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memory: 10Mi
Environment:
GET_HOSTS_FROM: dns

In this case, you are getting the gb-frontend container with the v4 tag from the
gcr. io container registry, and the repository name is google-samples.

Port 80 is exposed to outside traffic. Since each pod has its own IP, the same port
can be exposed for multiple instances of the same pod even when running on the
same host. For instance, if you had two pods running a web server on the same
node, both could use port 89, since each pod has its own IP address. This is a huge
management advantage as you don't have to worry about port collisions on the
same node.

Any events that occurred in the previous hour show up here:

Events:

Using kubectl describe is very useful to get more context about the resources
you are running. The final section contains events related to the object you were
describing. You can get all events in your cluster using the kubectl get events
command.

To see the events for all resources in the system, run the following command:

kubectl get events

Note

Kubernetes maintains events for only 1 hour by default.

If everything goes well, you should have an output similar to Figure 7.6:

v apsipned dedes] trfrontesl- TREoEr 7Tk -7
pregle - vamplas /gl - S eed

Figure 7.6: Getting the events shows all events from the past hour
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Figure 7.6 only shows the event for one pod, but as you can see in your output, the
output for this command contains the events for all resources that were recently
created, updated, or deleted.

In this section, you have learned about the commands you can use to inspect a
Kubernetes application. In the next section, you'll focus on debugging application
failures.

Debugging applications

Now that you have a basic understanding of how to inspect applications, you can
start seeing how you can debug issues with deployments.

In this section, common errors will be introduced, and you'll determine how to
debug and fix them.

If you haven't implemented the Guestbook application already, run the following
command:

kubectl create -f guestbook-all-in-one.yaml

After a couple of seconds, the application should be up and running.
Image pull errors

In this section, you are going to introduce image pull errors by setting the image
tag value to a non-existent one. An image pull error occurs when Kubernetes
cannot download the image for the container it needs to run.

1. Run the following command on Azure Cloud Shell:

kubectl edit deployment/frontend

Next, change the image tag from v4 to v_non_existent by executing the
following steps.

2. Type /gb-frontend and hit the Enter key to have your cursor brought to the
image definition.
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Hit the I key to go into insert mode. Delete v4 and type v_non_existent as
shown in Figure 7.7:

GET_HOSTS_FROM

dns
gcr.io/poogle-samples/gb rrnntmnd:v_nﬂn_gHiEtentl
IfNotPresent
php-redis

Figure 7.7: Changing the image tag from v4 to v_non_existent

3. Now, close the editor by first hitting the Esc key, then type :wq! and hit Enter.
4. Run the following command to list all the pods in the current namespace:

kubectl get pods
The preceding command should indicate errors, as shown in Figure 7.8:

userfidizure:~/Hands-On-Kubernetes-on-Azure/Chaptera?} kubectl pet pods
HAME READY STATLIS RESTARTS AGE
frontend-&9tdbed547 - 2xgbn B8/1 ErrImagePull | & 3ds
frontend - 765d4f77ch-dse W | Running =] G4m
frontend-Fe6ddT77cb-gubi] 1/1 Running 5] &4m
frontend-766daf77ch-gwEky | Running ) B4m
redis-master-T4aff57fd-gsagk 1/1 Running =] &4m
redis-replica-57cBcésccd-Fddvg 1/1 Running =] Gdm
redis-replica-S57cBoebccd-metps 141 Running =] B4m
uzerEAZUPE: ~/Hande -0n-Kubernetes -an -Azure/ ChapteraTd kubact] Ret |Z|I','.1|:|.-;'.
MAME READY  STATUS RESTARTS
frontend - s2f4b&eds47 - 2xg6n 2/1 ImagePullBackoff | @
frontend-FooddT 77 cb-dsegh 1/1 Running

frontend - 765d4F77ch-gvbii 1/1 Rurnning
Trontend-7eeddT77cb-guikw 1/1 Running
redis-master-f4efFsT7Fd-gsspk 1/1 Rurning
redis-replica-57cBcebccd-fddeg 171 Running
redis-replica-S7cECEECCd-metpd 1/1 Running

Figure 7.8: One of the pods has the status of either ErrimagePull or ImagePullBackOff
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You might see either a status called ErrImagePull or ImagePullBackOff. Both
errors refer to the fact that Kubernetes cannot pull the image from the registry.
The ErrImagePull error describes just this; ImagePullBackOff describes

that Kubernetes will back off (wait) before retrying to download the image.

This back-off has an exponential delay, going from 10 to 20 to 40 seconds and
beyond, up to 5 minutes.

5. Run the following command to get the full error details:

kubectl describe pods/<failed pod name>

A sample error output is shown in Figure 7.9. The key error message is
highlighted in red:

Events:

Type Reason Age From Message

Normal Scheduled 5m3s default-scheduler Successfully assigned default/frontend-69
fabeds47-2xq6n to aks-agentpool-39838025-vmss00000e

Normal Pulling 3m33s (x4 over 5m3s) kubelet Pulling image "gcr.io/google-samples/gb-
rontend:v_non_existent™

Warning Failed 3m33s (x4 over 5m2s) kubelet Failed to pull image "gcr.io/google-sampl]

es/gb-frontend:v_non_existent™: rpc error: code = NotFound desc = failed to pull and unpack image "gcr.i
o/google-samples/gb-frontend:v_non_existent”: failed to resolve reference "gcr.io/google-samples/gb-fron
tend:v_non_existent™: gcr.io/google-samples/gb-frontend:v_non_existent: not found

Warning Failed 3m33s (x4 over 5m2s) kubelet Error: ErrImagePull

Warning Failed 3m4s (x7 over 5m2s)  kubelet Error: ImagePullBackoff

Normal  BackOff 1s (x2@ over 5m2s) kubelet Back-off pulling image "gcr.io/google-sa
ples/gb-frontend:v_non_existent™

Figure 7.9: Using describe shows more details on the error

The events clearly show that the image does not exist. Errors such as passing
invalid credentials to private Docker repositories will also show up here.

6. Let's fix the error by setting the image tag back to v4. First, type the following
command in Cloud Shell to edit the deployment:

kubectl edit deployment/frontend

7. Type /gb-frontend and hit Enter to have your cursor brought to the image
definition.

8. Hit the I key to go into insert mode. Delete v_non_existent, and type v4.

9. Now, close the editor by first hitting the Esc key, then type :wq! and hit Enter.

10. This should automatically fix the deployment. You can verify it by getting the
events for the pods again.
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Note

Because Kubernetes did a rolling update, the front end was continuously
available with zero downtime. Kubernetes recognized a problem with the new
specification and stopped rolling out additional changes automatically.

Image pull errors can occur when images aren't available or when you don't have
access to the container registry. In the next section, you'll explore an error within
the application itself.

Application errors

You will now see how to debug an application error. The errors in this section will
be self- induced, similar to the last section. The method for debugging the issue is
the same as the one we used to debug errors on running applications.

1. To start, get the public IP of the front-end service:

kubectl get service

2. Connect to the service by pasting its public IP in a browser. Create a couple of
entries:

Guestbook

Messages

test
halle
test

Figure 7.10: Make a couple of entries in the guestbook application
You now have an instance of the guestbook application running. To improve the

experience with the example, it's best to scale down the front end so there is only a
single replica running.
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Scaling down the front end

In Chapter 3, Application deployment on AKS, you learned how the deployment
of the front end has a configuration of replicas=3. This means that the requests
the application receives can be handled by any of the pods. To introduce the
application error and note the errors, you'll need to make changes in all three of
them.

But to make this example easier, set replicas to 1, so that you have to make
changes to only one pod:

kubectl scale --replicas=1 deployment/frontend
Having only one replica running will make introducing the error easier. Let's now
introduce this error.

Introducing an app error

In this case, you are going to make the Submit button fail to work. You will need to
modify the application code for this:

Note:

It is not advised to make production changes to your application by using
kubectl exec to execute commands in your pods. If you need to make
changes to your application, the preferred way is to create a new container
image and update your deployment.

1. You will use the kubectl exec command. This command lets you run
commands on the command line of that pod. With the -it option, it attaches
an interactive terminal to the pod and gives you a shell that you can run
commands on. The following command launches a Bash terminal on the pod:

kubectl exec -it <frontend-pod-name> -- bash
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This will enter a Bash shell environment as shown in Figure 7.11:

eri?f bubectl get pods
RESTARTS AGE
Aunnirg
RLnning
dunnlmg

1 i
Bunnirg B AR Te
hapter8?$ bubectl exec -it fronterd-TcBcbdcS5St-pophb zh

Figure 7.11: Getting a pod's name and getting access to a shell inside the pod

2. Once you are in the container shell, run the following command:

apt update
apt install -y vim

The preceding code installs the vim editor so that we can edit the file to
introduce an error.

3. Now, use vim to open the guestbook. php file:

vim guestbook.php

4. Add the following code at line 17, below the line if ($_GET['cmd'] == 'set')
{. Remember, to edit a line in vim, you hit the I key. After you are done editing,
you can exit by hitting Esc, and then type :wq! and press Enter:

$host = 'localhost';

if (!defined('STDOUT')) define('STDOUT', fopen('php://stdout', 'w'));
fwrite(STDOUT, "hostname at the beginning of 'set' command ");
fwrite(STDOUT, $host);

fwrite(STDOUT, "\n");
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The file will look like Figure 7.12:
<?php

error_reporting(E_ALL);
ini_set('display_errors', 1);

require 'Predis/Autoloader.php’;
Predis\Autoloader::register();

if (isset($_GET['cmd’']) === true) {
$host = 'redis-master';
if (getenv('GET_HOSTS_FROM') == 'env') {
$host = getenv('REDIS_MASTER_SERVICE_HOST');

}

header('Content-Type: application/json');

if ($_GET['emd’'] == 'set") {
$host = 'localhost';
if(!defined('STDOUT')) define('STDOUT', fopen('php://stdout’, 'w'));
fwrite(STDOUT, "hostname at the beginning of 'set' command ");
fwrite(STDOUT, $host);
fwrite(STDOUT, "\n");

$client = new Predis\Client([
'scheme' => "tcp',
'host' => $host,
'port' => 6379,

s

Figure 7.12: The updated code that introduced an error and additional logging

5. You have now introduced an error where reading messages will work, but not
writing them. You have done this by asking the front end to connect to the
Redis master at the non-existent localhost server. The writes should fail. At the
same time, to make this demo more visual, we added some additional logging
to this section of the code.



Commands for monitoring applications | 193

Open your guestbook application by browsing to its public IP, and you should
see the entries from earlier:

Guestbook

Messages

tast
halle
test

Figure 7.13: The entries from earlier are still present

6. Now, create a new message by typing a message and hitting the Submit button:

Guestbook

Mesaages

fesl

hello

test

My Massags

Figure 7.14: A new message was created

Submitting a new message makes it appear in the application. If you did not
know any better, you would have thought the entry was written successfully
to the database. However, if you refresh your browser, you will see that the
message is no longer there.
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7. To verify that the message has not been written to the database, hit the

Refresh button in your browser; you will see just the initial entries, and the
new entry has disappeared:

Guestbook

Messages

test
hallo
test

Figure 7.15: The new message has disappeared

As an app developer or operator, you'll probably get a ticket like this: After the
new deployment, new entries are not persisted. Fix it.

Using logs to identify the root cause
The first step toward resolution is to get the logs.

1. Exit out of the front-end pod for now and get the logs for this pod:
exit

kubectl logs <frontend-pod-name>

Note:

You can add the -f flag after kubectl logs to get a live log stream, as follows:
kubectl logs <pod-name> -f. This is useful during live debugging sessions.
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2. You will see entries such as those seen in Figure 7.16:

18.24@.8.5 - (26 Jan 282 8412937 +B00E | TGET fguestbook. phipdcm
a 268 “h = "morillajs.B Ia
ML, 10 7 !

slvalues test,
. Wi = NT 18.
@ Wimbd; xdd) Apple FRAT, 06 (KMTML, like Gecka) Chroms/@5,8.4324.96 Safe AT 06 Edp/uA.a,

TRS . A%

Figure 7.16: The new message shows up as part of the application logs

3. Hence, you know that the error is somewhere when writing to the database
in the set section of the code. When you see the entry hostname at the
beginning of 'set' command localhost, you know that the error is between
this line and the start of the client, so the setting of $host = 'localhost'
must be the offending error. This error is not as uncommon as you would think
and, as you just saw, could have easily gone through QA unless there had been
a specific instruction to refresh the browser. It could have worked perfectly
well for the developer, as they could have a running Redis server on the local
machine.

Now that you have used logs in Kubernetes to root cause the issue, let's get to
resolving the error and getting our application back to a healthy state.

Solving the issue

There are two options to fix this bug you introduced: you can either navigate into
the pod and make the code changes, or you can ask Kubernetes to give us a healthy
new pod. It is not recommended to make manual changes to pods, so in the next
step, you will use the second approach. Let's fix this bug by deleting the faulty pod:

kubectl delete pod <podname>

As there is a ReplicaSet that controls the pods, you should immediately get a new
pod that has started from the correct image. Try to connect to the guestbook again
and verify that messages persist across browser refreshes.
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The following points summarize what was covered in this section on how to
identify an error and how to fix it:

Errors can come in many shapes and forms.

Most of the errors encountered by the deployment team are configuration
issues.

Use logs to identify the root cause.
Using kubectl exec on a container is a useful debugging strategy.

Note that broadly allowing kubectl exec is a serious security risk, as it lets
the Kubernetes operator execute commands directly in the pods they have
access to. Make sure that only a subset of operators has the ability to use the
kubectl exec command. You can use role-based access control to manage
this access restriction, as you'll learn in Chapter 8, Role-based access control
in AKS.

Anything printed to stdout and stderr shows up in the logs (independent of
the application/language /logging framework).

In this section, you introduced an application error to the guestbook application
and leveraged Kubernetes logs to pinpoint the issue in the code. In the next
section, you will learn about a powerful mechanism in Kubernetes called readiness
and liveness probes.

Readiness and liveness probes

Readiness and liveness probes were briefly touched upon in the previous section.
In this section, you'll explore them in more depth.
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Kubernetes uses liveness and readiness probes to monitor the availability of your
applications. Each probe serves a different purpose:

* Aliveness probe monitors the availability of an application while it is
running. If a liveness probe fails, Kubernetes will restart your pod. This could
be useful to catch deadlocks, infinite loops, or just a "stuck" application.

* Areadiness probe monitors when your application becomes available. If a
readiness probe fails, Kubernetes will not send any traffic to the unready
pods. This is useful if your application has to go through some configuration
before it becomes available, or if your application has become overloaded
but is recovering from the additional load. By having a readiness probe fail,
your application will temporarily not get any more traffic, giving it the ability
to recover from the increased load.

Liveness and readiness probes don't need to be served from the same endpoint in
your application. If you have a smart application, that application could take itself
out of rotation (meaning no more traffic is sent to the application) while still being
healthy. To achieve this, it would have the readiness probe fail but have the liveness
probe remain active.

Let's build this out in an example. You will create two nginx deployments, each with
an index page and a health page. The index page will serve as the liveness probe.

Building two web containers

For this example, you'll use a couple of web pages that will be used to connect
to a readiness and a liveness probe. The files are present in the code files for this
chapter. Let's first create index1.html:

<!DOCTYPE html>
<html>
<head>
<title>Server 1</title>
</head>
<body>
Server 1
</body>
</html>
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After that, create index2.html:

<!DOCTYPE html>
<html>
<head>
<title>Server 2</title>
</head>
<body>
Server 2
</body>
</html>

Let's also create a health page, healthy.html:

<!DOCTYPE html>
<html>
<head>
<title>All is fine here</title>
</head>
<body>
0K
</body>
</html>

In the next step, you'll mount these files to your Kubernetes deployments. To do
this, you'll turn each of these into a configmap that you will connect to your pods.
You've already learned about configmaps in Chapter 3, Application deployment on
AKS. Use the following commands to create the configmap:

kubectl create configmap server1l --from-file=index1.html
kubectl create configmap server2 --from-file=index2.html
kubectl create configmap healthy --from-file=healthy.html

With that out of the way, you can go ahead and create your two web deployments.
Both will be very similar, with just the configmap changing. The first deployment
file (webdeploy1.yaml) looks like this:
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1 apiVersion: apps/v1
2 kind: Deployment

17 spec:

18 containers:

19 - name: nginx-1

20 image: nginx:1.19.6-alpine

21 ports:

22 - containerPort: 80

23 livenessProbe:

24 httpGet:

25 path: /healthy.html

26 port: 80

27 initialDelaySeconds: 3

28 periodSeconds: 3

29 readinessProbe:

30 httpGet:

31 path: /index.html

32 port: 80

33 initialDelaySeconds: 3

34 periodSeconds: 3

35 volumeMounts:

36 - name: html

37 mountPath: /usr/share/nginx/html
38 - name: index

39 mountPath: /tmp/index1.html
40 subPath: index1.html

41 - name: healthy

42 mountPath: /tmp/healthy.html
43 subPath: healthy.html

44 command: ["/bin/sh", "-c"]

45 args: ["cp /tmp/index1.html /usr/share/nginx/html/index.
html; cp /tmp/healthy.html /usr/share/nginx/html/healthy.html; nginx;
sleep inf"]

46 volumes:

47 - name: index

48 configMap:

49 name: server]

50 - name: healthy

51 configMap:

52 name: healthy

53 - name: html

54 emptyDir: {}
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There are a few things to highlight in this deployment:

Lines 23-28: This is the liveness probe. The liveness probe points to the
health page. Remember, if the health page fails, the container will restart.

Lines 29-32: This is the readiness probe. The readiness probe in our case
points to the index page. If this page fails, the pod will temporarily not be
sent any traffic but will remain running.

Lines 44-45: These two lines contain a couple of commands that get
executed when the container starts. Instead of simply running the nginx
server, this copies the index and ready files in the right location, then starts
nginx, and then uses a sleep command (so the container keeps running).

You can create this deployment using the following command. You can also deploy
the second version for server 2, which is similar to server 1:

kubectl create -f webdeployl.yaml
kubectl create -f webdeploy2.yaml

Finally, you can also create a service (webservice.yaml) that routes traffic to both

deployments:
1 apiVersion: vl
2 kind: Service
3  metadata:
4 name: web
5 spec:
6 selector:
7 app: web-server
8 ports:
9 - protocol: TCP
10 port: 80
11 targetPort: 80
12 type: LoadBalancer

You can create that service using the following:

kubectl create -f webservice.yaml

You now have the application up and running. In the next section, you'll introduce
some failures to verify the behavior of the liveness and readiness probes.



Readiness and liveness probes | 201

Experimenting with liveness and readiness probes

In the previous section, the functionality of the liveness and readiness probes was
explained, and you created a sample application. In this section, you will introduce
errors in this application and verify the behavior of the liveness and readiness
probes. You will see how a failure of the readiness probe will cause the pod to
remain running but no longer accept traffic. After that, you will see how a failure of
the liveness probe will cause the pod to be restarted.

Let's start by failing the readiness probe.
Failing the readiness probe causes traffic to temporarily stop

Now that you have a simple application up and running, you can experiment with
the behavior of the liveness and readiness probes. To start, let's get the service's
external IP to connect to our web server using the browser:

kubectl get service

If you hit the external IP in the browser, you should see a single line that either says
Server 1 or Server 2:

A Not secure | 52.250.77.4:

merver |

Figure 7.17: Our application is returning traffic from server 1

During the upcoming tests, you'll use a small script called testWeb. sh that has
been provided in the code samples for this chapter to connect to your web page
50 times, so you can monitor a good distribution of results between servers 1 and
2. You'll first need to make that script executable, and then you can run that script
while your deployment is fully healthy:

chmod +x testWeb.sh
./testWeb.sh <external-ip>
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During healthy operations, we can see that server 1 and server 2 are hit almost
equally, with 24 hits for server 1 and 26 for server 2:

user@izure:~/Hands -0n-Kubernetes -on-Azure /Chaptera?d ./ testweb.sh 52.258.77.43
server 1!
24

SErYer 2:
26

Figure 7.18: While the application is healthy, traffic is load-balanced between server 1 and server 2

Let's now move ahead and fail the readiness probe in server 1. To do this, you will
use the kubectl exec command to move the index file to a different location:

kubectl get pods #note serverl pod name
kubectl exec <serverl pod name> -- \
mv /usr/share/nginx/html/index.html \
/usr/share/nginx/html/index1.html

Once this is executed, we can view the change in the pod status with the following
command:

kubectl get pods -w

You should see the readiness state of the server 1 pod change to /1, as shown in
Figure 7.19:

wpter@?s kubact] a¥er serverl-EABSRSIA9-THTep -- |

Chaptera?§d kubectl pet podi -w
ESTARTS Ak
Fmids
Runming Jeifs
Running Iw3as

Figure 7.19: The failing readiness probes causes server 1 to not have any READY containers

This should direct no more traffic to the server 1 pod. Let's verify that:

./testWeb.sh <external-ip>
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Traffic should be redirected to server 2:

UserEAZUrE: = n-Kubsernetes-on-Azure/Chapterd?$ ./ testWeb.sh 52.258,.77.43

Figure 7.20: All traffic is now served by server 2

You can now restore the state of server 1 by moving the file back to its rightful
place:

kubectl exec <serverl pod name> -- mv \
/usr/share/nginx/html/index1.html \
/usr/share/nginx/html/index.html

This will return the pod to a Ready state and should again split traffic equally:
./testWeb.sh <external-ip>

This will show an output similar to Figure 7.21:

usar@Azure:~ /Hands -0 rnetes-on-Azure/Chaptera?} ./testueb.sh 52.2%8.77.43

sarver 1:
)

ceErver 2:
21

Figure 7.21: Restoring the readiness probe causes traffic to be load-balanced again

A failing readiness probe will cause Kubernetes to no longer send traffic to the
failing pod. You have verified this by causing a readiness probe in your example
application to fail. In the next section, you'll explore the impact of a failing liveness
probe.
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A failing liveness probe restarts the pod

You can repeat the previous process with the liveness probe as well. When the
liveness probe fails, Kubernetes is expected to restart that pod. Let's try this by
deleting the health file:

kubectl exec <server 2 pod name> -- \
rm /usr/share/nginx/html/healthy.html

Let's see what this does to the pod:
kubectl get pods -w
You should see that the pod restarts within a couple of seconds:

usergizure: - jia E kibect]l exet server?-GeSFTISd -k pR?

xSl S heal thy  hitml

1-Agurey/Chaptera?s bubectl get pods -w
STATUS ESTARTS o

Aunring

Runfing

Runfing

Runring

Figure 7.22: A failing liveness probe will cause the pod to be restarted

As you can see in Figure 7.22, the pod was successfully restarted, with limited
impact. You can inspect what was going on in the pod by running a describe
command:

kubectl describe pod <server2 pod name>

The preceding command will give you an output similar to Figure 7.23:

Figure 7.23: More details on the pod showing how the liveness probe failed

In the describe command, you can clearly see that the pod failed the liveness
probe. After three failures, the container was killed and restarted.
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This concludes the experiment with liveness and readiness probes. Remember that
both are useful for your application: a readiness probe can be used to temporarily
stop traffic to your pod, so it has to deal with less load. A liveness probe is used to
restart your pod if there is an actual failure in the pod.

Let's also make sure to clean up the deployments you just created:

kubectl delete deployment serverl server2
kubectl delete service web

Liveness and readiness probes are useful to ensure that only healthy pods will
receive traffic in your cluster. In the next section, you will explore different metrics
reported by Kubernetes that you can use to verify the state of your application.

Metrics reported by Kubernetes

Kubernetes reports multiple metrics. In this section, you'll first use a number of
kubectl commands to get these metrics. Afterward, you'll look into Azure Monitor
for containers to see how Azure helps with container monitoring.

Node status and consumption

The nodes in your Kubernetes are the servers running your application. Kubernetes
will schedule pods to different nodes in the cluster. You need to monitor the status
of your nodes to ensure that the nodes themselves are healthy and that the nodes
have enough resources to run new applications.

Run the following command to get information about the nodes on the cluster:

kubectl get nodes

The preceding command lists their name, status, and age:

useargAzure - /Hands-0On-Kubernetes-on-azure/Chapterd? kubectl get nodes
MAME STATUS B : AGE VERSTON

gks-agentpool-39838825-vms 5BB8008 Ready 4 3d v1.19.6
aks-agentpool -39838825 -vms 588882 Ready 2d23h w1.19.6

Figure 7.24: There are two nodes in this cluster
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You can get more information by passing the -o wide option:
kubectl get -o wide nodes

The output lists the underlying 0S-IMAGE and INTERNAL-IP, and other useful
information, which can be viewed in Figure 7.25:

Figure 7.25: Using -o wide adds more details about the nodes

You can find out which nodes are consuming the most resources by using the
following command:

kubectl top nodes
It shows the CPU and memory usage of the nodes:

user@irure: - /Honds-on-Kubernetes-on-Azure/Chapterd?$ kubectl top nodes

HAME CPU{cores)y CPUE  MEMORY(bytes) MEMORYE

aks-agentpool - 39838825 -wms sSHRDE 41m 2% E48MI 14%
aks :Jgrnl:piml 98I/ - ums sODHN 2 1544m X LEEMi 21X

Figure 7.26: CPU and memory utilization of the nodes

Note that this is the actual consumption at that point in time, not the number of
requests a certain node has. To get the requests, you can execute the following:

kubectl describe node <node name>

This will show you the requests and limits per pod, as well as the cumulative
amount for the whole node:
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Figure 7.27: Describing the nodes shows details on requests and limits

As you can see in Figure 7.27, the describe node command outputs the requests
and limits per pod, across namespaces. This is a good way for cluster operators to
verify how much load is being put on the cluster, across all namespaces.

You now know where you can find information about the utilization of your
nodes. In the next section, you will look into how you can get the same metrics for
individual pods.

Pod consumption

Pods consume CPU and memory resources from an AKS cluster. Requests and
limits are used to configure how much CPU and memory a pod can consume.
Requests are used to reserve a minimum amount of CPU and memory, while limits
are used to set a maximum amount of CPU and memory per pod.

In this section, you will learn how you can use kubectl to get information about
the CPU and memory utilization of pods.
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Let's start by exploring how you can see the requests and limits for a pod that you
currently have running:

1. For this example, you will use the pods running in the kube-system namespace.
Get all the pods in this namespace:

kubectl get pods -n kube-system

This should show something similar to Figure 7.28:

userBATUre ! = /Hands -On-Kubsrnotes-an-Azure/Chaptere 7§ kubectl et |:Il:ld'E- - F::IJbE-'E-:r'E-tE'H
MAME READY ETATUS RESTARTS AGE
caradns -aut oscaler-ShEebd 7oA T - ERS4E 1/1 Running 2dz2xh
coredns - bi4d8bTER - Enhmm 1/1 Running 2dizzh
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Figure 7.28: The pods running in the kube-system namespace

2. Let's get the requests and limits for one of the coredns pods. This can be done
using the describe command:

kubectl describe pod coredns-<pod id> -n kube-system

In the describe command, there should be a section similar to Figure 7.29:

Limits:
memory: 170Mi

Requests:
cpu: 100m
memory : 70M1

Figure 7.29: Limits and requests for the CoreDNS pod
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This shows you that this pod has a memory limit of 170Mi, no CPU limit, and has

a request for 100 m CPU (which means 0.1 CPU) and 70Mi of memory. This means
that if this pod were to consume more than 170 MiB of memory, Kubernetes would
restart that pod. Kubernetes has also reserved 0.1 CPU core and 70 MiB of memory
for this pod.

Requests and limits are used to perform capacity management in a cluster. You
can also get the actual CPU and memory consumption of a pod. Run the following
command and you'll get the actual pod consumption in all namespaces:

kubectl top pods --all-namespaces

This should show you anoutput similar to Figure 7.30:

user@iiure:~/Hands-On-Kubernetes-on-Azure /Chapterd?§ kubectl top pods --all-namespaces
HEMESPACE BRAME CPU{cores)  HEMDRY(bytez)
default verl-EoBERE049 -45040 1 ML
default GCafI7adf7- 2 Twed 1m ki
Shb-chd 75d7 -Bh548 1m TH1
coradns - bads - rihmm im 18Mi
coradns-bSadibiae - Fhisc x 1M

ingress-appgw=-doployment -6hrcFea s i -agfrg 1241
kube-proxy-ah7fa 19Mi
kube -proxy = xsaha i
metrics-server-77cBGTSd7d-bkbea ! 1341

omsagent-niesg i 1a3mi
omsagent-q7sgf 1481
nsagent-rs - 747 7hod5d5 - r2vds ; 156Mi1
tunnel fromt -85dde77bdf -trtpa B3 A3IMi

Figure 7.30: Seeing the CPU and memory consumption of pods

Using the kubectl top command shows the CPU and memory consumption at
the point in time when the command was run. In this case, you can see that the
coredns pods are using 3m CPU and 10Mi of memory.

In this section, you have used the kubectl command to get an insight into

the resource utilization of the nodes and pods in your cluster. This is useful
information, but it is limited to that specific point in time. In the next section,
you'll use the Azure portal to get more detailed information on the cluster and the
applications on top of the cluster. You'll start by exploring the AKS Diagnostics
pane.
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Using AKS Diagnostics

When you are experiencing issues in AKS, a good place to start your exploration
is the AKS Diagnostics pane. It provides you with tools that help investigate any
issues related to underlying infrastructure or system cluster components.

Note:

AKS Diagnostics is in preview at the time of writing this book. This means
functionality might be added or removed.

To access AKS Diagnostics, hit the Diagnose and solve problems option in the AKS
menu. This will open up Diagnostics, as shown in Figure 7.31:
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Figure 7.31: Accessing AKS Diagnostics
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AKS Diagnostics gives you two tools to diagnose and explore issues. One is Cluster
Insights, and the other is Networking. Cluster Insights uses cluster logs and
configuration on your cluster to perform a health check and compare your cluster
against best practices. It contains useful information and relevant health indicators
in case anything is misconfigured in your cluster. An example output of Cluster
Insights is shown in Figure 7.32:
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Figure 7.32: Example output from Cluster Insights
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The Networking section of AKS Diagnostics allows you to interactively troubleshoot
networking issues in your cluster. As you open the Networking view, you are
presented with several questions that will then trigger network health checks and
configuration reviews. Once you select one of those options, the interactive tool
will give you the output from those checks, as shown in Figure 7.33:

Home Ple i l-cu'rﬂ ®

Hello! Welcome to Seure Kubemetes Sarace
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can help with, Blease select thi tile that best
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1-am ifteractsd @ Paeravark amd Cofmectivity

Dlkay give me a moment vabee | analyze your app
far army issueE relatad to this e Oince the
hetectons baad, feed free to click 1o imestigate
wach tepic furthe.

& Allocated Outbound Ports (s set to the default value
& Cur analysis did not find any issues with the Kubenet subnet configuration

Mo "SubnetlsFull” errors were found for the given time pericd from 2021-09-27 07:40:00
o 202 T-07-28 071:40:00,

& DMNS resoled with no issues

Figure 7.33: Diagnosing networking issues using AKS Diagnostics
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Using AKS Diagnostics is very useful when you are facing infrastructure issues

on your cluster. The tool does a scan of your environment and verifies whether
everything is running and configured well. However, it does not scan your
applications. That is where Azure Monitor comes in; it allows you to monitor your
application and access your application logs.

Azure Monitor metrics and logs

Previously in this chapter, you explored the status and metrics of nodes and pods

in your cluster using the kubectl command-line tool. In Azure, you can get more

metrics from nodes and pods and explore the logs from pods in your cluster. Let's
start by exploring AKS Insights in the Azure portal.

AKS Insights

The Insights section of the AKS pane provides most of the metrics you need to
know about your cluster. It also has the ability to drill down to the container level.
You can also see the logs of the container.

Note:
The Insights section of the AKS pane relies on Azure Monitor for containers. If

you created the cluster using the portal defaults, this is enabled by default.

Kubernetes makes metrics available but doesn't store them. Azure Monitor can be
used to store these metrics and make them available to query over time. To collect
the relevant metrics and logs into Insights, Azure connects to the Kubernetes API
to collect the metrics and logs to then store them in Azure Monitor.

Note:

Logs of a container could contain sensitive information. Therefore, the rights
to review logs should be controlled and audited.

Let's explore the Insights tab of the AKS pane, starting with the cluster metrics.



214 | Monitoring the AKS cluster and the application

Cluster metrics

Insights shows the cluster metrics. Figure 7.34 shows the CPU utilization and the
memory utilization of all the nodes in the cluster. You can optionally add additional
filters to filter to a particular namespace, node, or node pool. There also is a live
option, which gives you more real-time information on your cluster status:
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Figure 7.34: The Cluster tab shows CPU and memory utilization for the cluster
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The cluster metrics also show the node count and the number of active pods. The
node count is important, as you can track whether you have any nodes that are in a
Not Ready state:
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Figure 7.35: The Cluster tab shows the node count and the number of active pods

The Cluster tab can be used to monitor the status of the nodes in the cluster. Next,
you'll explore the Reports tab.
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Reports

The Reports tab in AKS Insights gives you access to a number of preconfigured
monitoring workbooks. These workbooks combine text, log queries, metrics, and
parameters together and give you rich interactive reports. You can drill down
into each individual report to get more information and prebuilt log queries. The
available reports are shown in Figure 7.36:

Note

The Reports functionality is in preview at the time of writing this book.
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Figure 7.36: The Reports tab gives you access to preconfigured monitoring workbooks
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As an example, you can explore the Deployments workbook. This is shown in
Figure 7.37:
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Figure 7.37: The Deployments workbook shows you the status of your deployments

This shows you all the deployments by default, their health, and up-to-date status.
As you can see, it shows you that server1 was temporarily unavailable when you
were doing the exploration with liveness and readiness probes earlier in this
chapter.
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You can drill down further into the status of the individual deployments. If you click
on the Log button highlighted in Figure 7.37, you get redirected to Log Analytics
with a prebuilt query. You can then modify this query and get deeper insights into
your workload, as shown in Figure 7.38.
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Figure 7.38: Drilling down in Log Analytics to get more details on your deployments

Note:

The queries used in Log Analytics make use of the Kusto Query Language
(KQL). To learn more about KQL, please refer to the documentation: https://

docs.microsoft.com/azure/data-explorer/kusto/concepts/

The Reports tab in AKS Insights gives you a number of prebuilt monitoring
workbooks. The next tab is the Nodes tab.


https://docs.microsoft.com/azure/data-explorer/kusto/concepts/
https://docs.microsoft.com/azure/data-explorer/kusto/concepts/
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Nodes

The Nodes view shows you detailed metrics for your nodes. It also shows you
which pods are running on each node, as you can see in Figure 7.39:
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Figure 7.39: Detailed metrics of the nodes in the Nodes pane

Note that different metrics can be viewed from the dropdown menu right next
to the search bar. If you need even more details, you can click through and get
Kubernetes event logs from your nodes as well:
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»
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Figure 7.40: Click on View Kubernetes event logs to get the logs from a cluster

This will open Azure Log Analytics and will have pre-created a query for you that
shows the logs for your node. In the example in Figure 741, you can see that the
node was rebooted a couple of times and hit an InvalidDiskCapacity warning
as well:
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Figure 7.41: Log Analytics showing the logs for the nodes
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This gives you information about the status of your nodes. Next, you'll explore the
Controllers tab.

Controllers

The Controllers tab shows you details on all the controllers (that is, ReplicaSets,
DaemonSets, and so on) on your cluster and the pods running in them. This shows
you a controller-centric view of running pods. For instance, you can find the
serverl ReplicaSet and see all the pods and containers running in it, as shown in
Figure 7.42:
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Figure 7.42: The Controllers tab shows you all the pods running in a ReplicaSet
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The next tab is the Containers tab, which will show you the metrics, logs, and
environment variables for a container.

Container metrics, logs, and environment variables

Clicking on the Containers tab lists the container metrics, environment variables,
and access to its logs, as shown in Figure 7.43:

) Fefe {TRET Y'Y TR 1 i [ CRRSSR— T g ] Pemp— Wl i Woniea . [P »
Tt iy = Lt i B te akd Pl

LD rew T L 27 [ Frwm B Pilcckas Cortycden Coriminemn D o (P e
wdath e s gty | CFU b jediigessd o [ 59 iaj Weh  Geh B e

N
. "":I-'-'"""

iime = L

ARl WAT. B, WTH @ FOD e EET GERAE TEPHD TS K J1SLE - FEA m

B vl e [} r Lt g [ [} E2. ey iy v viors ¥
| e ] % i SEPET R TR 1 e Cannmainer Pisrs
re-1
[ - B s im —— i =
Do ainess i [
W s -] - . i el s " PRI 1 o0 1T T4 51 e d Thh
Taligard s YA 0L T g £ T T
| R Cr - | D T TR TR i i i
Haim -] 1Ty, N remtiee-b_ sln-ae a 1he [ TP
dhartanil |
B ] W N rest & -
Canéganar Suius
| e -] ¥ . ki ¢ 14 neer
B & pany ] i iw [°F FEe i 0 Corvanar J@anm Bamnn
B e ey L ] e iwa  bbe-oer kil 1 te
imege
| - (=] ARG 1 he Lhrans s
| T =] L e T Imuage Tag
L E-alzine
| T -] - i Y] ke

Condrs Cieaton Ties Sinmp

1T A0S0 AR

Figure 7.43: The Containers tab shows us all the individual containers

Note:

You might notice a couple of containers with an Unknown state. If a container
in the Insights pane has an unknown status, that is because Azure Monitor
has logs and information about that container, but the container is no longer
running on the cluster.
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You can get access to the container's logs from this view as well:
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View container logs

Figure 7.44: Access the container's logs

This will show you all the logs that Kubernetes logged from your application.
Earlier in the chapter, you used kubectl to get access to container logs. Using
this approach can be a lot more productive, as you can edit the log queries and
correlate logs from different pods and applications in a single view:
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Figure 7.45: Logs are collected and can be queried
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Apart from the logs, this view also shows the environment variables that are set for
the container. To see the environment variables, scroll down in the right cell of the
Containers view:

() Bakash & Vies Al Ot (] Retnmma naad aleriv i Previin| [ -

Tera rangm © Laai & howms Y gl M

Tl iy 1= Ay B I dHn Lonia rer ey T [ e
i1k by e Wnkis | P LR Ol e, S M dey SN RN ESER | M o L TS
47 mwrn mgo
[Tt . 8 M L] L= BT OFTREE  TEENE BNTHE (1B - FEAD 4 Envirorment Variables
[ | [ o harrred Varsde Vans
[ BT -] S AT 1% EUEFPMHETES SR8 441
EUEERMITTS FORT wop 1O ] o
W s L]
HOETRAME mrrar U HEREL.
[ T [ -] i AL
[ - @ . b HWE
a o . FEn HEFAGE
HGE[E WEESH [
B & s coedmb. gragesl B - ; %
BT P
a a H :
| R [~ ] - = = M5 W 5
. b ﬂ‘ EUEE P i
ELEEPL m
[ — & B b b g g
ELEERS as
. 2 | .‘ M Ol svwld shoapei 1 Sl ELIBERAIETES PO hepl 00 1 kg
.- -] oim —_— ro— i EUBFRBIENES
[ "L u]

Figure 7.46: The environment variables set for the container

The final tab in AKS Insights is the Deployments tab, which you'll explore next.
Deployments

The final tab is the Deployments tab. This tab gives you an overview of all
deployments in the cluster and allows you to get the definition of the deployment
by selecting it. As you can see in Figure 7.47, you can get this view either in
Describe (in text format) or in RAW (YAML format):
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Figure 7.47: The Deployments tab in AKS Insights

By using the Insights pane in AKS, you can get detailed information about your
cluster. You explored the different tabs in this section and learned how you
can drill down and get access to customizable log queries to get even more
information.

And that concludes this section. Let's make sure to clean up all the resources
created in this chapter by using the following command:

kubectl delete -f

In this section, you explored monitoring applications running on top of Kubernetes.
You used the AKS Insights tab in the Azure portal to get a detailed view of your
cluster and the containers running on the cluster.
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Summary

You started this chapter by learning how to use different kubectl commands to
monitor an application. Then, you explored how logs created in Kubernetes can be
used to debug that application. The logs contain all the information that is written
to stdout and stderr.

After that, you switched to the Azure portal and started using AKS Diagnostics to
explore infrastructure issues. Lastly, you explored the use of Azure Monitor and
AKS Insights to show the AKS metrics and environment variables, as well as logs
with log filtering.

In the next chapter, you will learn how to connect an AKS cluster to Azure PaaS
services. You will specifically focus on how you can connect an AKS cluster to a
MySQL database managed by Azure.



Section 3: Securing
your AKS cluster and
workloads

Loose lips sink ships is a phrase that describes how easy it can be to jeopardize
the security of a Kubernetes-managed cluster (Kubernetes, by the way, is Greek
for helmsman, as in the helmsman of a ship). If your cluster is left open with the
wrong ports or services exposed, or plain text is used for secrets in application
definitions, bad actors can take advantage of this negligent security and do pretty
much whatever they want in your cluster.

There are multiple items to consider when securing an Azure Kubernetes Service
(AKS) cluster and workloads running on top of it. In this section, you will learn
about four ways to secure your cluster and applications. You will learn about role-
based access control in Kubernetes and how this can be integrated with Azure
Active Directory (Azure AD). After that, you'll learn how to allow your pods to get
access to Azure resources such as Blob Storage or Key Vault using an Azure AD
pod identity. Subsequently, you'll learn about Kubernetes secrets and how to safely
integrate them with Key Vault. Finally, you'll learn about network security and how
to isolate your Kubernetes cluster.

In this chapter, you will be routinely deleting clusters and creating new clusters
with new functionalities enabled. The reason you will delete existing clusters is to
save costs and optimize the free trial, if you are using it.
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This section contains the following chapters:

* Chapter 8, Role-based access control in AKS

* Chapter 9, Azure Active Directory pod-managed identities in AKS
* Chapter 10, Storing secrets in AKS

* Chapter 11, Network security in AKS

You will start this section with Chapter 8, Role-based access control in AKS, in which
you will configure role-based access control in Kubernetes and integrate this with
Azure AD.



Role-based access
control in AKS

Up to this point, you've been using a form of access to Azure Kubernetes

Service (AKS) that gave you permissions to create, read, update, and delete

all objects in your cluster. This has worked great for testing and development

but is not recommended on production clusters. On production clusters, the
recommendation is to leverage role-based access control (RBAC) in Kubernetes to
only grant a limited set of permissions to users.

In this chapter, you will explore Kubernetes RBAC in more depth. You will be
introduced to the concept of RBAC in Kubernetes. You will then configure RBAC in
Kubernetes and integrate it with Azure Active Directory (Azure AD).

The following topics will be covered in this chapter:

RBAC in Kubernetes

Enabling Azure AD integration in your AKS cluster
Creating a user and a group in Azure AD
Configuring RBAC in AKS

Verifying RBAC for a user
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Note

To complete the example on RBAC, you need access to an Azure AD instance,
with global administrator permissions.

Let's start this chapter by explaining RBAC.

RBAC in Kubernetes explained

In production systems, you need to allow different users different levels of access
to certain resources; this is known as RBAC. The benefit of establishing RBAC

is that it not only acts as a guardrail against the accidental deletion of critical
resources but also is an important security feature that limits full access to the
cluster to roles that really need it. On an RBAC-enabled cluster, users can only
access and modify those resources for which they have permission.

Up until now, using Cloud Shell, you have been acting as root, which allowed

you to do anything and everything in the cluster. For production use cases, root
access is dangerous and should be restricted as much as possible. It is a generally
accepted best practice to use the principle of least privilege (PoLP) to sign in to
any computer system. This prevents both access to secure data and unintentional
downtime through the deletion of key resources. Anywhere between 22% and
29% of data loss is attributed to human error. You don't want to be a part of that
statistic.

Kubernetes developers realized this was a problem and added RBAC to Kubernetes
along with the concept of service roles to control access to clusters. Kubernetes
RBAC has three important concepts:

* Role: A role contains a set of permissions. A role defaults to no permissions,
and every permission needs to be specifically called out. Examples of
permissions include get, watch, and list. The role also contains which
resources these permissions are given to. Resources can be either all pods,
deployments, and so on, or can be a specific object (such as pod/mypod).
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» Subject: The subject is either a person or a service account that is assigned
arole. In AKS clusters integrated with Azure AD, these subjects can be Azure
AD users or groups.

* RoleBinding: A RoleBinding links a subject to a role in a certain namespace
or, in the case of a ClusterRoleBinding, the whole cluster.

An important concept to understand is that when interfacing with AKS, there are
two layers of RBAC: Azure RBAC and Kubernetes RBAC, as shown in Figure 8.1.
Azure RBAC deals with the roles given to people to make changes in Azure, such as
creating, modifying, and deleting clusters. Kubernetes RBAC deals with the access
rights to resources in a cluster. Both are independent control planes but can use
the same users and groups originating in Azure AD.

User gets
assigned
Kubernetes role Pods B
deployments @ deployments [ deployments
Ve TS Namespace QJ Namespace J Namespace
roles
Kubernetes
User gets
assigned

Azure role

4

N N

h 4

Lﬂcs)irss Resource group
Sl Subscription
Azure AD Azure roles Azure

Figure 8.1: Two different RBAC planes, Azure and Kubernetes

RBAC in Kubernetes is an optional feature. The default in AKS is to create clusters
that have RBAC enabled. However, by default, the cluster is not integrated with
Azure AD. This means that by default you cannot grant Kubernetes permissions to
Azure AD users. In the coming section, you will enable Azure AD integration in your
cluster.
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Enabling Azure AD integration in your AKS cluster

In this section, you will update your existing cluster to include Azure AD
integration. You will do this using the Azure portal:

Note

Once a cluster has been integrated with Azure AD, this functionality cannot be
disabled.

1. To start, you will need an Azure AD group. You will later give admin privileges
for your AKS cluster to this group. To create this group, search for azure
active directory in the Azure search bar:

A apure active direct::r;.{ .

]

Services Sag gl

® szure Active Directory

. Security

E Activity log

L' Azure Cosmaos DB

E Azure Database for MyS0L servers
B4 Azure Arc

%—% Azure Databricks

& Azure Lighthouse

@» Arure Migrate

ﬁ Azure Sentinel

Fesources

Figure 8.2: Searching for azure active directory in the Azure search bar
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2. In the left pane, select Groups, which will bring you to the All groups screen.
Click + New Group, as shown in Figure 8.3:
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Figure 8.3: Creating a new Azure AD group

3. On the resulting page, create a security group and give it a name and
description. Select your user as the owner and a member of this group. Click
the Create button on the screen:
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Figure 8.4: Providing details for creating the Azure AD group
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4. Now that this group is created, search for your Azure cluster in the Azure
search bar to open the AKS pane:
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Figure 8.5: Searching for your cluster in the Azure search bar

5. In the AKS pane, select Cluster configuration under Settings. In this pane,
you will be able to turn on AKS-managed Azure Active Directory. Enable the
functionality and select the Azure AD group you created earlier to set as the
admin Azure AD group. Finally, hit the Save button in the command bar, as
shown in Figure 8.6:
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Figure 8.6: Enabling AKS-managed Azure Active Directory and clicking the Save button
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This enables Azure AD-integrated RBAC on your AKS cluster. In the next section,
you will create a new user and a new group that will be used in the section
afterward to set up and test RBAC in Kubernetes.

Creating a user and group in Azure AD

In this section, you will create a new user and a new group in Azure AD. You will
use them later on in the chapter to assign them permissions to your AKS cluster:

Note

You need the User Administrator role in Azure AD to be able to create users
and groups.

1. To start with, search for azure active directory in the Azure search bar:
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Figure 8.7: Searching for azure active directory in the search bar
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2. Click on All users in the left pane. Then select + New user to create a new user:
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Figure 8.8: Clicking on + New user to create a new user

3. Provide the information about the user, including the username. Make sure to
note down the password, as this will be required to sign in:
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Figure 8.9: Providing the user details
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4. Once the user is created, go back to the Azure AD pane and select Groups.
Then click the + New group button to create a new group:
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Figure 8.10: Clicking on + New group to create a new group

5. Create a new security group. Call the group handson aks users and add Timas
a member of the group. Then hit the Create button at the bottom:
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Figure 8.11: Providing the group type, group name, and group description
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6. You have now created a new user and a new group. Next, you'll make that user
a cluster user in AKS RBAC. This enables them to use the Azure CLI to get
access to the cluster. To do that, search for your cluster in the Azure search

bar:
|
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Figure 8.12: Searching for your cluster in the Azure search bar

7. In the cluster pane, click on Access control (IAM) and then click on the + Add
button to add a new role assignment. Select Azure Kubernetes Service Cluster
User Role and assign that to the new user you just created:
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Figure 8.13: Assigning the cluster user role to the new user you created
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8. Asyou will also be using Cloud Shell with the new user, you will need to give
them contributor access to the Cloud Shell storage account. First, search for
storage in the Azure search bar:

=
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Figure 8.14: Searching for storage in the Azure search bar

9. There should be a storage account under Resource group with a name that
starts with cloud-shell-storage. Click on the resource group:
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Figure 8.15: Selecting the resource group
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10. Go to Access control (IAM) and click on the + Add button. Give the Storage
Account Contributor role to your newly created user:
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Figure 8.16: Assigning Storage Account Contributor role to the new user

This has concluded the creation of a new user and a group and giving that user
access to AKS. In the next section, you will configure RBAC for that user and group
in your AKS cluster.

Configuring RBAC in AKS

To demonstrate RBAC in AKS, you will create two namespaces and deploy the
Azure voting application in each namespace. You will give the group cluster-wide
read-only access to pods, and you will give the user the ability to delete pods in
only one namespace. Practically, you will need to create the following objects in
Kubernetes:

* ClusterRole to give read-only access

* ClusterRoleBinding to grant the group access to this role

* Role to give delete permissions in the delete-access namespace

* RoleBinding to grant the user access to this role
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Figure 8.17: The group getting read-only access to the whole cluster, and the user getting delete
permissions to the delete-access namespace

Let's set up the different roles on your cluster:

1. To start our example, you will need to retrieve the ID of the group. The
following commands will retrieve the group ID:

az ad group show -g 'handson aks users' \
--query objectId -o tsv

This will show your group ID. Note this down because you'll need it in the next
steps:
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Figure 8.18: Getting the group ID

2. In Kubernetes, you will create two namespaces for this example:

kubectl create ns no-access
kubectl create ns delete-access

3. You will also deploy the azure-vote application in both namespaces:

kubectl create -f azure-vote.yaml -n no-access
kubectl create -f azure-vote.yaml -n delete-access
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4. Next, you will create the ClusterRole object. This is provided in the
clusterRole.yaml file:

0 N o O AW N =

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: readOnly
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "watch", "list"]

Let's have a closer look at this file:

Line 2: Defines the creation of a ClusterRole instance
Line 4: Gives a name to our ClusterRole instance
Line 6: Gives access to all API groups

Line 7: Gives access to all pods

Line 8: Gives access to the actions get, watch, and list

We will create ClusterRole using the following command:

kubectl create -f clusterRole.yaml

5. The next step is to create a cluster role binding. The binding links the role to a
user or a group. This is provided in the clusterRoleBinding.yaml file:

0 N O U~ W N =

w0

10
11
12

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: readOnlyBinding
roleRef:
kind: ClusterRole
name: readOnly
apiGroup: rbac.authorization.k8s.io
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: "<group-id>"
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Let's have a closer look at this file:
* Line 2: Defines that we are creating a ClusterRoleBinding instance.
* Line 4: Gives a name to ClusterRoleBinding.

* Lines 5-8: Refer to the ClusterRole object we created in the previous
step

* Lines 9-12: Refer to your group in Azure AD. Make sure to replace
<group-id> on line 12 with the group ID you got earlier.

We can create ClusterRoleBinding using the following command:

kubectl create -f clusterRoleBinding.yaml

6. Next, you'll create a role that is limited to the delete-access namespace. This
is provided in the role.yaml file:

1 apiVersion: rbac.authorization.k8s.io/v1
2 kind: Role

3  metadata:

4 name: deleteRole

5 namespace: delete-access

6 rules:

7 - apiGroups: [""]

8 resources: ["pods"]

9 verbs: ["delete"]

This file is similar to the ClusterRole object from earlier. There are two
meaningful differences:

* Line 2: Defines that you are creating a Role instance and not a
ClusterRole instance

* Line 5: Defines the namespace this role is created in

You can create Role using the following command:

kubectl create -f role.yaml
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7. Finally, you will create a RoleBinding instance that links our user to the
namespace role. This is provided in the roleBinding.yaml file:

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: deleteBinding
namespace: delete-access
roleRef:
kind: Role
name: deleteRole

0 N o O AW N =

Vo)

apiGroup: rbac.authorization.k8s.io
10 subjects:

11 - kind: User

12 apiGroup: rbac.authorization.k8s.io
13 name: "<user e-mail address>"

This file is similar to the ClusterRoleBinding object from earlier. There are a
couple of meaningful differences:

* Line 2: Defines the creation of a RoleBinding instance and not a
ClusterRoleBinding instance

* Line 5: Defines the namespace this RoleBinding instance is created in
* Line 7: Refers to a regular role and not a ClusterRole instance
* Lines 11-13: Defines a user instead of a group

You can create RoleBinding using the following command:

kubectl create -f roleBinding.yaml

This has concluded the requirements for RBAC. You have created two roles—
ClusterRole and one namespace-bound role, and set up two RoleBindings
objects—ClusterRoleBinding and the namespace-bound RoleBinding. In the next
section, you will explore the impact of RBAC by signing in to the cluster as the new
user.
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Verifying RBAC for a user

To verify that RBAC works as expected, you will sign in to the Azure portal using
the newly created user. Go to https: //portal.azure.com in a new browser, or an
InPrivate window, and sign in with the newly created user. You will be prompted
immediately to change your password. This is a security feature in Azure AD to
ensure that only that user knows their password:

Microsoft Azure

a" Microsoft
timiZhandsonaksbookoutliookS 3.onmicrosoft.com

Update your password
Yol it 1o update vour pesswond because this o
the Tirst tme you are sigring 1, & because your

passvword has expired

Signin

Figure 8.19: You will be asked to change your password
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Once you have changed your password, you can start testing the different RBAC
roles:

1. You will start this experiment by setting up Cloud Shell for the new user.
Launch Cloud Shell and select Bash:

Welcome to Azure Cloud Shell

Selact Bash or PowerShell. ¥ou can change shells any time via the environment selector in the
Cloud Shell toolbar. The most recently used environment will be the default for your nest session

Bash |PowerShell

Figure 8.20: Selecting Bash in Cloud Shell

2. In the next dialog box, select Show advanced settings:

You have no storage mounted

Azure Clowd Shedl requires an Azure fiko share to persist files, Learn more
This will create a new storage account for you and this will incur 3 small menthly cost. View pricing

* Cubscription

[.ﬁ.sz subscription 1 Show achanced settings

Figure 8.21: Selecting Show advanced settings
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3. Then, point Cloud Shell to the existing storage account and create a new file

share:
e
You have no storage mounted
" Shbeesifrtici = Oloyd Shell region =
| B e e T e, R R4 g e | Hide advaniced setiingy
| Bxuse suesripion 1 South Cemiral U =
| A ' HeSLy . = | '_-_ Shora VRIET isolaticn settings -
* Respumce group ¥ Cinrage pocourt * [jla chare
[ Crmsbe i 7 Create now | M Lo |.'l|:.:|!|'.|| |..' _aaln llh.‘-'rl Llsn sty
E kol -atwdl -storsge-southoeninaluy cnd IR0 (e bR | I trm-shel

L]

Furghar deformatios obour Cloud Shall gevage and FWET Ealatios

(O e T

Figure 8.22: Pointing to the existing storage account and creating a new file share

4. Once Cloud Shell is available, get the credentials to connect to the AKS cluster:

az aks get-credentials -n handsonaks -g rg-handsonaks
Then, try a command in kubectl. Let's try to get the nodes in the cluster:
kubectl get nodes

Since this is the first command executed against an RBAC-enabled cluster, you

are asked to sign in again. Browse to https: //microsoft.com /devicelogin and

provide the code Cloud Shell showed you (this code is highlighted in Figure
8.24). Make sure you sign in here with your new user credentials:

=. Microsalt

Enter code
Enter the code displayed on your app o device,

LA A

Meut

Figure 8.23: Copying and pasting the code Cloud Shell showed you in the prompt
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After you have signed in, you should get a Forbidden error message from
kubectl, informing you that you don't have permission to view the nodes in the
cluster. This was expected since the user is configured only to have access to
pods:

Figure 8.24: The prompt asking you to sign in and the Forbidden message

5. Now you can verify that your user has access to view pods in all namespaces
and that the user has permission to delete pods in the delete-access
namespace:

kubectl get pods -n no-access
kubectl get pods -n delete-access

This should succeed for both namespaces. This is due to the ClusterRole
object configured for the user's group:

5 Kubeactl]

EimARFres"
HAME; ] 5 I
dzurg-voLe-back-ebhhchE 4B - T Runni

Yo b-—wmYSed Runmni

timfazure:~% kubectl get pods -n

ack-Ghbch89696-
front-odbefdE9da—s

Figure 8.25: The user has access to view pods in both namespaces
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6. Let's also verify the delete permissions:

kubectl delete pod --all -n no-access
kubectl delete pod --all -n delete-access

As expected, this is denied in the no-access namespace and allowed in the
delete-access namespace, as seen in Figure 8.26:

Figure 8.26: Deletes are denied in the no-access namespace and allowed in the delete-access

namespace

In this section, you have verified the functionality of RBAC on your Kubernetes
cluster. Since this is the last section of this chapter, let's make sure to clean up the
deployments and namespaces in the cluster. Make sure to execute these steps from
Cloud Shell with your main user, not the new user:

kubectl delete
kubectl delete
kubectl delete
kubectl delete
kubectl delete

-f azure-vote.yaml -n no-access

-f azure-vote.yaml -n delete-access
-f .

ns no-access

ns delete-access

This concludes the overview of RBAC on AKS.
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Summary

In this chapter, you learned about RBAC on AKS. You enabled Azure AD-integrated
RBAC in your cluster. After that, you created a new user and group and set up
different RBAC roles on your cluster. Finally, you signed in using that user and were
able to verify that the RBAC roles that were configured gave you limited access to
the cluster you were expecting.

This deals with how users can get access to your Kubernetes cluster. The pods
running on your cluster might also need an identity in Azure AD that they can
use to access resources in Azure services such as Blob Storage or Key Vault. You
will learn more about this use case and how to set this up using an Azure AD pod
identity in AKS in the next chapter.



Azure Active Directory
pod-managed
identities in AKS

In the previous chapter, Chapter 8, Role-based access control in AKS, you integrated
your AKS cluster with Azure Active Directory (Azure AD). You then assigned
Kubernetes roles to users and groups in Azure AD. In this chapter, you will explore
how you can integrate your applications running on AKS with Azure AD, and you
will learn how you can give your pods an identity in Azure so they can interact with
other Azure resources.

In Azure, application identities use a functionality called service principals. A
service principal is the equivalent of a service account in the cloud. An application
can use a service principal to authenticate to Azure AD and get access to resources.
Those resources could be either Azure resources such as Azure Blob Storage

or Azure Key Vault, or they could be applications that you developed that are
integrated with Azure AD.
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There are two ways to authenticate a service principal: you can either use a
password or a combination of a certificate and a private key. Although these are
secure ways to authenticate your applications, managing passwords or certificates
and the rotation associated with them can be cumbersome.

Managed identities in Azure are a functionality that makes authenticating to a
service principal easier. It works by assigning an identity to a compute resource in
Azure, such as a virtual machine or an Azure function. Those compute resources
can authenticate using that managed identity by calling an endpoint that only that
machine can reach. This is a secure type of authentication that does not require
you to manage passwords or certificates.

Azure AD pod-managed identities allow you to assign managed identities to pods
in Kubernetes. Since pods in Kubernetes run on virtual machines, by default, each
pod would be able to access the managed identity endpoint and authenticate
using that identity. Using Azure AD pod-managed identities, pods can no longer
reach the internal endpoint for the virtual machine, and rather only get access to
identities assigned to that specific pod.

In this chapter, you'll configure an Azure AD pod-managed identity on an AKS
cluster and use it to get access to Azure Blob Storage. In the next chapter, you will
then use these Azure AD pod-managed identities to get access to Azure Key Vault
and manage Kubernetes secrets.

The following topics will be covered briefly in this chapter:
* An overview of Azure AD pod-managed identities
* Setting up a new cluster with Azure AD pod-managed identities
» Linking an identity to your cluster
* Using a pod with managed identity

Let's start with an overview of Azure AD pod-managed identities.
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An overview of Azure AD pod-managed identities

The goal of this section is to describe Azure managed identities and Azure AD
pod-managed identities.

As explained in the introduction, managed identities in Azure are a way to securely
authenticate applications running inside Azure. There are two types of managed
identities in Azure. The difference between them is how they are linked to
resources:

» System assigned: This type of managed identity is linked 1:1 to the resource
(such as a virtual machine) itself. This managed identity also shares the
lifecycle of the resource, meaning that once the resource is deleted, the
managed identity is also deleted.

* User assigned: User-assigned managed identities are standalone Azure
resources. A user-assigned managed identity can be linked to multiple
resources. When a resource is deleted, the managed identity is not deleted.

Both types of managed identities work the same way once they are created and
linked to a resource. This is how managed identities work from an application
perspective:

1. Your application running in Azure requests a token to the Instance Metadata
Service (IMDS). The IMDS is only available to that resource itself, at a
non-routable IP address (169.254.169.254).

2. The IMDS will request a token from Azure AD. It uses a certificate that is
configured for your managed identity and is only known by the IMDS.

3. Azure AD will return a token to the IMDS, which will, in turn, return that token
to your application.

4. Your application can use this token to authenticate to other resources, for
instance, Azure Blob Storage.
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Figure 9.1: Managed identity in an Azure virtual machine

When running multiple pods on a single virtual machine in a Kubernetes cluster, by
default each pod can reach the IMDS endpoint. This means that each pod could get
access to the identities configured for that virtual machine.

The Azure AD pod-managed identities add-on for AKS configures your cluster in
such a way that pods can no longer access the IMDS endpoint directly to request
an access token. It configures your cluster in such a way that pods trying to access
to IMDS endpoint (1) will connect to a DaemonSet running on the cluster. This
DaemonSet is called the node managed identity (NMI). The NMI will verify which
identities that pod should have access to. If the pod is configured to have access
to the requested identity, then the DaemonSet will connect to the IMDS (2 to 5) to
get the token, and then deliver the token to the pod (6). The pods can then use this
token to access Azure resources (7).
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Figure 9.2: Azure AD pod-managed identity

This way, you can control which pods on your cluster have access to certain
identities.

Azure AD pod-managed identities were initially developed as an open-source
project by Microsoft on GitHub. More recently, Microsoft has released Azure

AD pod-managed identities as an AKS add-on. The benefit of using Azure AD
pod-managed identities as an AKS add-on is that the functionality is supported by
Microsoft and the software will be updated automatically as part of regular cluster
operations.

Note

At the time of writing, the Azure AD pod-managed identities add-on is in
preview. Currently, it is also not supported for Windows containers. Using
preview functionality for product use cases is not recommended.

Now that you know how Azure AD pod-managed identities work, let's set it up on
an AKS cluster in the next section.
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Setting up a new cluster with Azure AD pod-managed
identities

As mentioned in the previous section, there are two ways to set up Azure AD
pod-managed identities in AKS. It can either be done using the open-source
project on GitHub, or by setting it up as an AKS add-on. By using the add-on, you'll
get a supported configuration, which is why you'll set up a cluster using the add-on
in this section.

At the time of writing, it is not yet possible to enable the Azure AD pod-managed
identities add-on on an existing cluster, which is why in the following instructions
you'll delete your existing cluster and create a new one with the add-on installed.
By the time you are reading this, it might be possible to enable this add-on on an
existing cluster without recreating your cluster.

Also, because the functionality is in preview at the time of this writing, you'll have
to register for the preview. That'll be the first step in this section:

1. Start by opening Cloud Shell and registering for the preview of Azure AD
pod-managed identities:

az feature register --name EnablePodIdentityPreview \
--namespace Microsoft.ContainerService

2. You'll also need a preview extension of the Azure CLI, which you can install
using the following command:

az extension add --name aks-preview

3. Now you can go ahead and delete your existing cluster. This is required to
ensure you have enough core quota available in Azure. You can do this using
the following command:

az aks delete -n handsonaks -g rg-handsonaks --yes
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4. Once your previous cluster is deleted, you'll have to wait until the pod identity
preview is registered on your subscription. You can use the following command
to verify this status:

az feature show --name EnablePodIdentityPreview \
--namespace Microsoft.ContainerService -o table
Wait until the status shows as registered, as shown in Figure 9.3:
wserfbzure: - Hands -0 rates-on-Azurcd az feature show --name EnablePodIdentityPreview

namespace Microzoft.ContainerService -o table
Hape Registrationstate

EnablefodEdentityPreview Registering

o3 af Fepture show --fname EnablePodldentityPreview b
. LontainerSeryice -6 tahle
RegistrationState

Registarad

Figure 9.3: Waiting for the feature to be registered

5. If the feature is registered and your old cluster is deleted, you need to refresh
the registration of the namespace before creating a new cluster. Let's first
refresh the registration of the namespace:

az provider register --namespace Microsoft.ContainerService

6. And now you can create a new cluster using the Azure AD pod-managed
identities add-on. You can use the following command to create a new cluster
with the add-on enabled:

az aks create -g rg-handsonaks -n handsonaks \
--enable-managed-identity --enable-pod-identity \
--network-plugin azure --node-vm-size Standard_DS2_v2 \
--node-count 2 --generate-ssh-keys

7. This will take a couple of minutes to finish. Once the command finishes, obtain
the credentials to access your cluster and verify you can access your cluster
using the following commands:

az aks get-credentials -g rg-handsonaks \
-n handsonaks --overwrite-existing
kubectl get nodes
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This should return an output similar to Figure 9.4:

aotor@sd az aks get-credentials -g rg-hamndsonaks %
wernrite-exis

] Realy
B Aealy

Figure 9.4: Getting cluster credentials and verifying access

Now you have a new AKS cluster with Azure AD pod-managed identities enabled. In
the next section, you will create a managed identity and link it to your cluster.

Linking an identity to your cluster

In the previous section, you created a new cluster with Azure AD pod-managed
identities enabled. Now you are ready to create a managed identity and link it to
your cluster. Let's get started:

1. To start, you will create a new managed identity using the Azure portal. In
the Azure portal, look for managed identity in the search bar, as shown in
Figure 9.5:

I £ managed identity o \

Jd o Services o I |

L

» Managed ldentities

@ Srure AD Priv ngm',:l Identity Ma MM e et

Figure 9.5: Navigating to Managed Identities in the Azure portal
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2. In the resulting pane, click the + New button at the top. To organize the
resources for this chapter together, it's recommended to create a new resource
group. In the resulting pane, click the Create new button to create a new
resource group. Call it aad-pod-id, as shown in Figure 9.6:

Create User Assigned Managed |dentity

Basics  Tags  Hoview + create

Project details

Lalact the subsciptian (o manage deployed resounces and costs Use resource growps tke folders to organce and
manpge 8l youl resiiies

Subscripbion * (] | #Azure subscriptan 1 o
Resouwrce goup™® 3 b
Creabe new
G A TESOUNCE GRoUD 5 & confames that hodds redated
Region® [0 resources for an Azure solutlon. I T
Marme* 0 Magmea *
aad-piod-id vy
LE Canoei

Figure 9.6: Creating a new resource group

3. Now, select the region you created your cluster in as the region for your
managed identity and give it a name (aad-pod-id in this example), as shown in
Figure 9.7. To finish, click the Review + create button and in the final window
click the Create button to create your managed identity:
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Figure 9.7: Providing Instance details for the managed identity

4. Once the managed identity has been created, hit the Go to resource button
to go to the resource. Here, you will need to copy the client ID and the
resource ID. They will be used later in this chapter. Copy and paste the values
somewhere that you can access later. First, you will need the client ID of the
managed identity. You can find that in the Overview pane of the managed
identity, as shown in Figure 9.8:

Home » Microsoft banagedidentity-202 1012700

access-blob-id = *

Munmge inendity

B search [0l | = Bl Deets
L ChEnE = . Ezspaviials RO W s
- Aclivity kg REwaui ¢ griup - ] -l
Fn Locatian Wt U5 2
o Soress corid (&R
Subscription ;' Aaure subscription 1
‘ Tagi
Subsoniphios 1D rede?al w5412 A7 BNse—a 100wt AESa 0
Arure rofe assigTmenis : : E
9 Type i User amigred maraged lentity
Sattings Dient I :||:\=.4I:-7|1'.'-*:1 ()4 35-4c03-abbé-cfafabffcdd4 6
Dt 1D : Bada33cE-A461T 4ad 1-023=- boclabas4 771

B Proporties

Figure 9.8: Getting the client ID of the managed identity
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5. Finally, you will also need the resource ID of the managed identity. You can find
that in the Properties pane of the managed identity, as shown in Figure 9.9:

Home > Mirosoft Managedidentity-20210130123700 > access-blob-id

25 access-blob-id | Properties

Maraqed Identity

& Oherew

B Activity log

Az Access cantrol (JAM)
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B lods
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| access-blob-id iy |
Resource type
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Resource 1D
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Figure 9.9: Getting the resource ID of the managed identity

6. Now you are ready to link the managed identity to your AKS cluster. To do this,
you will run a command in Cloud Shell, and afterward you will be able to verify
that the identity is available in your cluster. Let's start with linking the identity.
Make sure to replace <Managed identity resource ID>with the resource you

copied earlier:

az aks pod-identity add --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace default \

--name access-blob-id \

--identity-resource-id <Managed identity resource ID>
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7. You can verify that your identity was successfully linked to your cluster by
running the following command:

kubectl get azureidentity

This should give you an output similar to Figure 9.10:

user@Azure ;- /Hands-0On-Kubernetes-on-Azure/Chapterddd kubectl pet azureidentity
HRAME AGE

access-blob-id 595

Figure 9.10: Verifying the availability of the identity in the cluster

This means that the identity is now available for you to use in your cluster. How
you do this will be explained in the next section.

Using a pod with managed identity

In the previous section, you created a managed identity and linked it to your
cluster. In this section, you will create a new blob storage account and give the
managed identity you created permission over this storage account. Then, you will
create a new pod in your cluster that can use that managed identity to interact
with that storage account. Let's get started by creating a new storage account:

1. To create a new storage account, look for storage accounts in the Azure
search bar, as shown in Figure 9.11:

B storage acccounty

I Services

a Stor dge accounts

1T |

il Storage accounts (classic
Figure 9.11: Looking for storage accounts in the Azure search bar

In the resulting pane, click the + New button at the top of the screen as shown
in Figure 9.12:
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Figure 9.12: Creating a new storage account

Select the aad-pod-id resource group you created earlier, give the account a
unique name, and select the same region as your cluster. To optimize costs, it
is recommended that you select the Standard performance, StorageV2 as the
Account kind, and Locally-redundant storage (LRS) for Replication, as shown in
Figure 9.13:
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Figure 9.13: Configuring your new storage account
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2. After you have provided all the values, click Review + create and then the Create
button on the resulting screen. This will take about a minute to create. Once
the storage account is created, click the Go to resource button to move on to
the next step.

3. First, you will give the managed identity access to the storage account. To do
this, click Access Control (IAM) in the left-hand navigation bar, click + Add and
Add role assignment. Then select the Storage Blob Data Contributor role, select
User assigned managed identity in the Assign access to dropdown, and select
the access-blob-id managed identity you created, as shown in Figure 9.14. Finally,
hit the Save button at the bottom of the screen:
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Figure 9.14: Providing access to the storage account for the managed identity
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4. Next, you will upload a random file to this storage account. Later, you will try
to access this file from within a Kubernetes pod to verify you have access to
the storage account. To do this, go back to the Overview pane of the storage
account. There, click on Containers, as shown in Figure 9.15:
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Figure 9.15: Clicking on Containers in the overview pane
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5. Then hit the + Container button at the top of the screen. Give the container a
name, such as uploadedfiles. Make sure to set Public access level to Private
(no anonymous access), and then click the Create button at the bottom of the
screen, as shown in Figure 9.16:
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Figure 9.16: Creating a new blob storage container

6. Finally, upload a random file into this storage container. To do this, click
on the container name, and then click the Upload button at the top of the
screen. Select a random file from your computer and click Upload as shown in
Figure 9.17:
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Figure 9.17: Uploading a new file to blob storage
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7. Now that you have a file in blob storage, and your managed identity has

aCCeSS

to this storage account, you can go ahead and try connecting to it from

Kubernetes. To do this, you will create a new deployment using the Azure CLI
container image. This deployment will contain a link to the managed identity
that was created earlier. The deployment file is provided in the code files for
this chapter as deployment-with-identity.yaml:

0 N O O w N =

©0

10
11
12
13
14
15
16
17
18

apiVersion: apps/vl
kind: Deployment
metadata:
name: access-blob
spec:
selector:
matchLabels:
app: access-blob
template:
metadata:
labels:
app: access-blob
aadpodidbinding: access-blob-id
spec:
containers:
- name: azure-cli
image: mcr.microsoft.com/azure-cli
command: [ "/bin/bash", "-c", "sleep inf" ]

There are a few things to draw attention to in the definition of this deployment:

Line 13: This is where you link the pod (created by the deployment) with
the managed identity. Any pod with that label will be able to access the
managed identity.

Line 16-18: Here, you define which container will be created in this pod.
As you can see, the image (mcr.microsoft.com/azure-cli) is referring
to the Azure CLI, and you're running a sleep command in this container
to make sure the container doesn't continuously restart.

8. You can create this deployment using the following command:

kubectl create -f deployment-with-identity.yaml
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9. Watch the pods until the access-blob pod is in the Running state. Then copy
and paste the name of the access-blob pod and exec into it using the following
command:

kubectl exec -it <access-blob pod name> -- sh

10. Once you are connected to the pod, you can authenticate to the Azure API
using the following command. Replace <client ID of managed identity>
with the client ID you copied earlier:

az login --identity -u <client ID of managed identity> \
--allow-no-subscription -o table

This should return you an output similar to Figure 9.18:

pro-Eif bubactl assr -1% soowss-blob-SldeSbded- thalk sh
ES- a8 -Arbd. pldeli o f g¥ mil Ao A8
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Figure 9.18: Logging in to the Azure CLI using the Azure AD pod-managed identity

11. Now, you can try accessing the blob storage account and download the file. You
can do this by executing the following command:

az storage blob download --account-name <storage account name> \
--container-name <container name> --auth-mode login \
--file <filename> --name <filename> -o table

This should return you an output similar to Figure 9.19:

/ # az storage blob download --account-name aadpodidtest \

> --container-name uploadedfiles --auth-mode login \

> --file 9.14.png --name 9.14.png -o table

Finished [ ####HHHEHHHHHHEHEHEHEHEHAHHEHEHEHEHEHEHEHHEHEHEHHHHHEHEHHEHEE ) 100, 0000%

Blob Type Blob Tier Length Content Type Last Modified Snapshot

9.14.png BlockBlob 76133 image/png 2621-01-30T 0:48+00:00

Figure 9.19: Downloading a blob file using the managed identity

12. You can now exit the container using the exit command.
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13. If you would like to verify that pods that don't have a managed identity

14.

configured and cannot download the file, you can use the file called
deployment-without-identity.yaml:

1 apiVersion: apps/vl

2 kind: Deployment

3  metadata:

4 name: no-access-blob

5 spec:

6 selector:

7 matchLabels:

8 app: no-access-blob

9 template:

10 metadata:

11 labels:

12 app: no-access-blob

13 spec:

14 containers:

15 - name: azure-cli

16 image: mcr.microsoft.com/azure-cli
17 command: [ "/bin/bash", "-c", "sleep inf" ]

As you can see, this deployment isn't similar to the deployment you created
earlier in the chapter. The difference here is that the pod definition doesn't
contain the label with the Azure AD pod-managed identity. This means that this
pod won't be able to log in to Azure using any managed identity. You can create
this deployment using the following:

kubectl create -f deployment-without-identity.yaml

Watch the pods until the no-access-blob pod is in the Running state. Then
copy and paste the name of the access-blob pod and exec into it using the
following command:

kubectl exec -it <no-access-blob pod name> -- sh
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15. Once you are connected to the pod, you can try to authenticate to the Azure
API using the following command, which should fail:

az login --identity -u <client ID of managed identity> \
--allow-no-subscription -o table

This should return an output similar to Figure 9.20:

a3 PRI U I~/ Hands O AFTETEs -0l ATUr G Chipterd8y kbubsctl exac -1t no-access-blot-?dbE
{ ® azr logim --identity -u cedbiles-8843-4cte-abbs-cfafesffodas |

8] 1o - A= ubreription -0 Lable

Figure 9.20: The new pod cannot authenticate using the managed identity

16. Finally, you can exit the container using the exit command.

This has successfully shown you how to use Azure AD pod-managed identities to
connect to blob storage from within your Kubernetes cluster. A deployment with
an identity label could log in to the Azure CLI and then access blob storage. A
deployment without this identity label didn't get permission to log in to the Azure
CLI, and hence was also not able to access blob storage.

This has concluded this chapter. Let's make sure to delete the resources you
created for this chapter:

az aks pod-identity delete --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace default \
--name access-blob-id

az group delete -n aad-pod-id --yes

kubectl delete -f

You can keep the cluster you created in this chapter since in the next chapter you
will use Azure AD pod-managed identities to access Key Vault secrets.
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Summary

In this chapter, you've continued your exploration of security in AKS. Whereas
Chapter 8, Role-based access control in AKS, focused on identities for users,
this chapter focused on identities for pods and applications running in pods.
You learned about managed identities in Azure and how you can use Azure AD
pod-managed identities in Azure to assign those managed identities to pods.

You created a new cluster with the Azure AD pod-managed identities add-on
enabled. You then created a new managed identity and linked that to your cluster.
In the final section, you gave this identity permissions over a blob storage account
and finally verified that pods with the managed identity were able to log in to Azure
and download files, but pods without the managed identity couldn't log in to Azure.

In the next chapter, you'll learn more about Kubernetes secrets. You'll learn about
the built-in secrets and then also learn how you can securely connect Kubernetes
to Azure Key Vault, and even use Azure AD pod-managed identities to do this.
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Storing secrets
in AKS

All production applications require some sensitive information to function, such as
passwords or connection strings. Kubernetes has a pluggable back end to manage
these secrets. Kubernetes also provides multiple ways of using the secrets in your
deployment. The ability to manage secrets and use them properly will make your
applications more secure.

You have already used secrets previously in this book. You used them when
connecting to the WordPress site to create blog posts in Chapter 3, Application
deployment on AKS, and Chapter 4, Building scalable applications. You also used
secrets in Chapter 6, Securing your application with HTTPS, when you were
configuring the Application Gateway Ingress Controller with TLS.

Kubernetes has a built-in secret system that stores secrets in a semi-encrypted
fashion in the default Kubernetes database. This system works well but isn't the
most secure way to deal with secrets in Kubernetes. In AKS, you can make use of a
project called Azure Key Vault provider for Secrets Store CSI driver (CSI driver),
which is a more secure way of working with Secrets in Kubernetes. This project
allows you to store and retrieve secrets in/from Azure Key Vault.
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In this chapter, you will learn about the various built-in secret types in Kubernetes
and the different ways in which you can create these Secrets. After that, you will
install the CSI driver on your cluster, and use it to retrieve Secrets.

Specifically, you will cover the following topics in this chapter:

» Different types of secret in Kubernetes

* Creating and using secrets in Kubernetes

* Installing the Azure Key Vault provider for secrets Store CSI driver
* Using the Azure Key Vault provider for secrets Store CSI driver

Let's start with exploring the different secret types in Kubernetes.

Different secret types in Kubernetes

As mentioned in the introduction to this chapter, Kubernetes comes with a default
secrets implementation. This default implementation will store secrets in the etcd
database that Kubernetes uses to store all object metadata. When Kubernetes
stores secrets in etcd, it will store them in base64-encoded format. Base64 is a

way to encode data in an obfuscated manner but is not a secure way of doing
encryption. Anybody with access to base64-encoded data can easily decode it. AKS
adds a layer of security on top of this by encrypting all data at rest within the Azure
platform.

The default secret implementation in Kubernetes allows you to store multiple types
of Secrets:

* Opaque secrets: These can contain any arbitrary user-defined secret or
data.

* Service account tokens: These are used by Kubernetes pods for built-in
cluster RBAC.

* Docker config secrets: These are used to store Docker registry credentials
for Docker command-line configuration.

* Basic authentication secrets: These are used for storing authentication
information in the form of a username and password.

* SSH authentication secrets: These are used to store SSH private keys.
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* TLS certificates: These are used to store TLS/SSL certificates.

* Bootstrap token Secrets: These are used to store bearer tokens that are
used when creating new clusters or joining new nodes to an existing cluster.

As a user of Kubernetes, you most typically will work with opaque secrets and TLS
certificates. You've already worked with TLS secrets in Chapter 6, Securing your
application with HTTPS. In this chapter, you will focus on opaque secrets.

Kubernetes provides three ways of creating secrets, as follows:

* Creating secrets from files
* Creating secrets from YAML or JSON definitions

* Creating secrets from the command line

Using any of the preceding methods, you can create any type of secret.

Kubernetes gives you two ways of consuming secrets:

» Using secrets as an environment variable
* Mounting secrets as a file in a pod

In the next section, you will create secrets using the three ways mentioned here,
and you will later consume them using both the methods listed here.

Creating secrets in Kubernetes

In Kubernetes, there are three different ways to create secrets: from files, from
YAML or JSON definitions, or directly from the command line. Let's start the
exploration of how to create secrets by creating them from files.

Creating Secrets from files
The first way to create secrets in Kubernetes is to create them from a file. In this

way, the contents of the file will become the value of the secret, and the filename
will be the identifier of each value within the secret.
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Let's say that you need to store a URL and a secure token for accessing an APL
To achieve this, follow these steps:

1. Store the URL in secreturl. txt, as follows:

echo https://my-url-location.topsecret.com \
> secreturl.txt

2. Store the token in another file, as follows:

echo 'superSecretToken' > secrettoken.txt

3. Let Kubernetes create the secret from the files, as follows:

kubectl create secret generic myapi-url-token \
--from-file=./secreturl.txt --from-file=./secrettoken. txt

Please note that you are creating a single secret object in Kubernetes, referring
to both text files. In this command, you are creating an opaque secret by using
the generic keyword.

The command should return an output similar to Figure 10.1:

uSarEAIUMS L~ Hand

5 pwerwburl . Cxl

TeCret ges C url-toksn %

Figure 10.1: Creating an opaque secret

4. You can check whether the secrets were created in the same way as any other
Kubernetes resource by using the get command:

kubectl get secrets
This command will return an output similar to Figure 10.2:

usergiizure :~,/Hands -0n- Kubernetes-on-Azure/ Chapterled kubectl get secrets
NAME TYPE DATA MGE

default-token-xphve kubernetes. 1o/ service-account -token 3 7hSm
myapi-url-token Opaque 2 85

Figure 10.2: List of the created secrets
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Here, you will see the secret you just created, and any other secrets that are
present in the default namespace. The secret is of the Opaque type, which
means that, from Kubernetes' perspective, the schema of the contents is
unknown. It is an arbitrary key-value pair with no constraints, as opposed to,
for example, SSH auth or TLS secrets, which have a schema that will be verified
as having the required details.

5. For more details about the secret, you can also run the describe command:

kubectl describe secrets myapi-url-token

You will get an output similar to Figure 10.3:

disErprure = Hands
MG

Mamespace:

Labels:
fnmotatlions:

Type: Opague

Data

il Ltk am bytes
attoken.txt: 17 bytes

Figure 10.3: Description of the created secret

As you can see, neither of the preceding commands displayed the actual
secret values.

6. To see the secret's value, you can run the following command:

kubectl get -o yaml secrets/myapi-url-token

You will get an output similar to Figure 10.4:
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prterled kubect]l gel -o yanl secrets/myapi-url-token

ph2dud ooty 29 j ervBLmiv Qo=

creationTimestamp: “2821-81-31T@3:32:
managedi ields:

¥ !
manager: ks
apEralion; §
tima: "MAF-#1-I1TEIL 2107
nama: myapi-url-token
namespace: default
FERIrCE e "HE16I"

type: Opaque
Figure 10.4: Using the -o yaml switch in kubectl get secret fetches the encoded value of the secret

The data is stored as key-value pairs, with the filename as the key and the
base64-encoded contents of the file as the value.

7. The preceding values are base64-encoded. Base64 encoding isn't secure. It
obfuscates the secret so it isn't easily readable by an operator, but any bad
actor can easily decode a base64-encoded secret. To get the actual values, you
can run the following command:

echo 'c3VwZXJTZWNyZXRUb2tlbgo=' | base64 -d
echo 'aHROCHM6Ly9teS1zZWNyZXQtdXJsLWxvY2F@aW9uLnRvcHN1Y3J1dC5jb20K" |
base64 -d

You will get the values of the secrets that were originally created:
or18d echo ' cIVWZIAITIMNYZXNFUDZtIbgo=' | bascEd -d

i LER acho ' aHRGCHMEL yITes 17 2Ny TR0 0N 15 Loy v 2T il

https: / foy-seerel-url - location, topsecret. con

Figure 10.5: Base64-encoded secrets can easily be decoded
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This shows you that the secrets are not securely encrypted in the default
Kubernetes secret store.

In this section, you were able to create a secret containing an example URL with a
secure token using files as the source. You were also able to get the actual secret
values back by decoding the base64-encoded secrets.

Let's move on and explore the second method of creating Kubernetes secrets,
creating secrets from YAML definitions.

Creating secrets manually using YAML files

In the previous section, you created a secret from a text file. In this section, you
will create the same secret using YAML files by following these steps:

1. First, you need to encode the secret to base64, as follows:

echo 'superSecretToken' | base64

You will get the following value:

c3VWZXJITZWNyZXRUb2t1bgo=

You might notice that this is the same value that was present when you got the
yaml definition of the secret in the previous section.

2. Similarly, for the url value, you can get the base64-encoded value, as shown in
the following code block:
echo 'https://my-secret-url-location.topsecret.com' | base64

This will give you the base64-encoded URL:
aHROcHM6LY9teS1zZWNyZXQtdXJIsLWxvY2F@aW9uLnRvcHN1Y3J1dC5jb20K
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3. You can now create the secret definition manually; then, save the file. This file
has been provided in the code bundle as myfirstsecret.yaml:

apiVersion: vl
kind: Secret
metadata:

type: Opaque
data:
url:
aHROCcHM6LY9teS1zZWNyZXQtdXJIsLWxvY2F@aW9uLnRvcHN1Y3J1dC5jb20K
8 token: c3VwZXJTZWNyZXRUb2tlbgo=

1
2
3
4 name: myapiurltoken-yaml
5
6
7

Let's investigate this file:
» Line 2: This specifies that you are creating a secret.

* Line 5: This specifies that you are creating an Opaque secret, meaning
that from Kubernetes' perspective, values are unconstrained key-value
pairs.

e Lines 7-8: These are the base64-encoded values of the secret.

You might notice that this YAML is very similar to the return you got in the
previous section. This is because the object you use to create the secret in
Kubernetes is stored with a bit more metadata on the Kubernetes AP

4. Now you can create the secret in the same way as any other Kubernetes
resource by using the create command:

kubectl create -f myfirstsecret.yaml

This will return an output similar to Figure 10.6:

userfidzure -~ Hands -0 Chapterifd kubectl create - myfirstsecret.yanml

Himyaplurltoken-vaml created

Figure 10.6: The secret was successfully created from a YAML file

5. You can verify whether the secret was successfully created using this:

kubectl get secrets



Creating secrets in Kubernetes | 281

This will show you an output similar to Figure 10.7:

usergAzure: - Hands-On-Kubernetes e fChapterlad kubectl pet secrets
BAME T¥PE DATA  AGE
default-token-xphve kubernetes.iofservice-account-token 3 7hiom

myapi-url-token Opaque i 14
myapiurltoken-yaml Opagque , 95

Figure 10.7: List of the created secrets

6. You can double-check that the secrets are the same by using kubectl get -o
yaml secrets myapiurltoken-yaml in the same way that was described in the
previous section.

This described a second way of creating secrets in Kubernetes. In the next section,
you will learn the final way to create secrets, using literals in kubectl.

Creating generic secrets using literals in kubectl

The third method of creating secrets is by using the 1literal method, which
means you pass the value in kubectl on the command line. As you have seen in
the previous examples, a single secret in Kubernetes can contain multiple values.
In the command to create a secret using the literal method, you use the syntax
--from-literal=<key>=<value> to identify the different values in a secret:

1. To create a secret using the literal method, run the following command:

kubectl create secret generic myapiurltoken-literal \
--from-literal=token="'superSecretToken' \
--from-literal=url=https://my-secret-url-location.topsecret.com

This will return an output similar to Figure 10.8:

erihiure: - Hende-On-Eubernetes-on-Azure/Chapteriad kubectl creste secret peneric mpepderltoben-1literal &
--from-literal=taken="supersecretToken' 5

From-1iteral=url=hEEp: f ey - sncrel-url-lacation  tepascrel  com

weCret myapiurltoben-1iteral craated

Figure 10.8: The secret was successfully created using a literal value in kubectl

2. You can verify that the secret was created by running the following command:

kubectl get secrets
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This will give us a similar output to Figure 10.9:

uzer@irure:-/Hands-0n -Kubernetes-an-Azure Chapterl18® kubect]l pet secret
MAME T™VPE DATA AGE
datault-token-xphve kubernetes. 1o/ service-account -taken ] higm

i

myapi-url-token Opagque 26
myapiurltoken-literal Opagque . 72
G

myapiurltoken-yaml Opagque m3iTs

Figure 10.9: Verifying the secret created using the literal method

Thus, you have created secrets using literal values in addition to the preceding two
methods.

In this section, you've created Kubernetes secrets using three methods. In the
next section, you'll explore two methods of using those secrets in your pods and
applications.

Using your secrets

Once secrets have been created, they need to be linked to the application. This
means that Kubernetes needs to pass the value of the secret to the running pods in
some way. Kubernetes offers two ways to link your secrets to your application:

» Using secrets as environment variables

* Mounting secrets as files

Mounting secrets as files is the best way to consume secrets in your application. In
this section, we will explain both methods, and also show why it's best to use the
second method. Let's start by accessing secrets as environment variables.
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Secrets as environment variables

You can use a secret in Kubernetes by referencing it as an environment variable.
secrets can then be referenced in the pod definition under the containers and env
sections. You will use the secrets that you previously created in a pod and learn
how to use them in an application:

1. You can configure a pod with environment variable secrets like the definition
provided in pod-with-env-secrets.yaml:

1 apiVersion: vl
2 kind: Pod
3  metadata:
4 name: secret-using-env
5 spec:
6 containers:
7 - name: nginx
8 image: nginx
9 env:
10 - name: SECRET_URL
11 valueFrom:
12 secretKeyRef:
13 name: myapi-url-token
14 key: secreturl.txt
15 - name: SECRET_TOKEN
16 valueFrom:
17 secretKeyRef:
18 name: myapi-url-token
19 key: secrettoken.txt
20 restartPolicy: Never
Let's inspect this file:

* Line 9: Here, you are setting the environment variables.

e Lines 11-14: Here, you refer to the secreturl. txt file in the
myapi-url-token secret.

* Lines 16-19: Here, you refer to the secrettoken. txt file in the
myapi-url-token secret.
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When Kubernetes creates a pod on a node that needs to use a secret, it will
store that secret on that host in tmpf's, a temporary file system that is not
written to disk. When the last pod referencing that secret is no longer running
on that node, the secret is deleted from the node's tmpf's. If a node is shut
down or rebooted, tmpf's is always erased.

2. Let's now create the pod and see whether you can access the secrets:

kubectl create -f pod-with-env-secrets.yaml

3. Check whether the environment variables are set correctly:

kubectl exec -it secret-using-env -- sh
echo $SECRET_URL
echo $SECRET_TOKEN

This should show you a result similar to Figure 10.10:

user@dzure; - /Mands-0On- Kubornotes -on-Azure/ Chapterled kubectl exec -it secret-using-onv sh
SECRET_URL
-yrl-location. topsecrat .com

CRET_TOKEN
Fupersgcrel TokEn

Ed

Figure 10.10: You can get the secrets inside the pod

4. You can now exit out of the shell to the container using the exit command.

There are a couple of things to note in this example. First, note that when you
access the environment variables, you get the actual value of the secret back, not
the base64-encoded value. This is as expected, since the base64 encoding is only
applied at the Kubernetes API level, not at the application level.

The second thing to note is that you were able to access the secret by opening a
shell into that running container and echoing the secret. It is important to apply
the right level of RBAC to pods in Kubernetes, so that not every cluster user is able
to run the exec command and open a shell.

Also note that both the application, in the form of the container image, and the pod
definition had no hardcoded secrets. The secrets were provided by the dynamic
configuration in Kubernetes.
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The final thing to note is that any application can use the secret values by
referencing the appropriate env variables. There is no way to limit which processes
in a container can access which environment variables.

An important thing to know about secrets that are used as environment variables
is that the value of the environment variable will not be updated when the secret
itself is updated. This might cause you to end up in a state where pods that are
created after a secret is updated have a different environment variable value
compared to the pods created before the secret was updated.

In this section, you explored how to access secrets from within a running pod using
environment variables. In the next section, you will explore how to achieve this
using files.

Secrets as files

Let's take a look at how to mount the same secrets as files rather than environment
variables:

1. You will use the following pod definition to demonstrate how this can be done.
It is provided in the pod-with-vol-secrets.yaml file:

apiVersion: vl
kind: Pod
metadata:
name: secret-using-volume
spec:
containers:
- name: nginx

O N O O b W N =

image: nginx

©0

volumeMounts:

-
[

- name: secretvolume
mountPath: "/etc/secrets"
readOnly: true

—_
w N =

volumes:

—_
N

- name: secretvolume

—_
(S}

secret:

-
(o))

secretName: myapi-url-token
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Let's have a closer look at this file:

* Lines 9-12: Here, you provide the mount details. You mount the secret
in the /etc/secrets directory as read-only.

* Lines 13-16: Here, you refer to the secret. Please note that both values
in the secret will be mounted in the container. You can optionally -
although not shown here - specify which parts of a secret should be
mounted in a volume.

Note that this is more succinct than the env definition, as you don't have to
define a name for each secret. However, applications need to have special code
to read the contents of the file in order to load it properly.

2. Let's see whether the secrets made it through. Create the pod using the
following command:

kubectl create -f pod-with-vol-secret.yaml

3. Echo the contents of the files in the mounted volume:

kubectl exec -it secret-using-volume -- sh
cd /etc/secrets/

cat secreturl.txt

cat secrettoken.txt

As you can see in Figure 10.11, the secrets are present in the pod:

4% kubact]l axec -1t secrat-using-volums -- £

Figure 10.11: The secrets are available as files in our pod

4. You can now exit out of the shell to the container using the exit command.

There are a couple of things to note here as well. First, note that the secrets again
are available in plain text and not in base64.
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Second, since the secrets are mounted as a file, file system permissions apply to
these secrets. This means that you can limit which processes can get access to the
contents of these files.

Finally, Secrets mounted as files will be dynamically updated as the secrets are
updated.

You have now learned two ways in which secrets can be passed to a running
container. In the next section, it will be explained why it's best practice to use the
file method.

Why secrets as files is the best method

Although it is a common practice to use secrets as environment variables, it is
more secure to mount secrets as files. Kubernetes treats secrets as environment
variables securely, but the container runtime doesn't treat them securely. To verify
this, you can run the following commands to see the secret in plain text in the
Docker runtime:

1. Start by getting the node that the pod using environment variables from the
earlier example is running on with the following command:

kubectl describe pod secret-using-env | grep Node

This should show you the instance ID, as seen in Figure 10.12:

Figure 10.12: Getting the instance ID
2. Next, get the Docker ID of the running pod:
kubectl describe pod secret-using-env | grep 'Container ID'

This should give you the container ID:

rihy kubestl daxcribhe pod secret-using-sny greap Conbsiner IO

Contalnes IO dacisr | a6 ToTdsehE e 2ed T d6 T abdahse S 777 I THTadababie 7331991 14abb%aa

Figure 10.13: Getting the Docker ID
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3. Finally, you will execute a command on the node running your container to
show the secret that was passed as an environment variable. First, let's set a
couple of variables you'll use later:

INSTANCE=<provide instance number>

DOCKERID=<provide Docker ID>

VMSS=$(az vmss list --query '[].name' -o tsv)
RGNAME=$(az vmss list --query '[].resourceGroup' -o tsv)

Note

The previous command assumes you have a single AKS cluster with one node
pool in your subscription. If this is not the case, please change the values

of VMSS and RGNAME to the name of the value of the scale set and resource
group running your cluster.

4. Depending on your node version, you will run either of the following
commands. For clusters running on Kubernetes version 1.18.x or earlier, run the
following command:

az vmss run-command invoke -g $RGNAME -n $VMSS --command-id \
RunShellScript --instance-id $INSTANCE --scripts \

"docker inspect -f '{{ .Config.Env }}' $DOCKERID" \

-0 yaml | grep SECRET

This should return an output similar to Figure 10.14:

LAL=hEtp
IBERMETES_PORT_A&3_

Figure 10.14: The Secrets are decoded in the Docker runtime

For clusters running version 1.19 or later, run the following command:

az vmss run-command invoke -g $RGNAME -n $VMSS --command-id \
RunShellScript --instance-id $INSTANCE --scripts \

"crictl inspect --output yaml $DOCKERID" \

-0 yaml | grep SECRET
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This will show you an output similar to Figure 10.15:

WOME - BROMAME -n BVMSS - oCosmand-1d Y

o-jd E[HSTSACE

yaml BOOCKIATS® b

URl=htips: i foy-wl- locatien, tepsecret  com'iny,
EUHERRETES _SERVTCE_PONT_HTTPG=AASNY,

Figure 10.15: The secrets are decoded in the containerd runtime

This shows you both secrets in plain text in the container runtime, whether
Docker (AKS version before 1.19) or containerd (AKS versions 1.19 and above).

As you can see, the secrets are decoded in the container runtime command.

This means that most logging systems will log these sensitive secrets. Hence, it's
advised to use secrets as files, since they are not passed in plain text except to the
pod and the application.

Let's make sure to clean up the resources we created in this example:

kubectl delete pod --all
kubectl delete secret myapi-url-token \
myapiurltoken-literal myapiurltoken-yaml

Now that you have explored secrets in Kubernetes using the default secrets
mechanism, let's go ahead and use a more secure option, namely Azure Key Vault.

Installing the Azure Key Vault provider for Secrets Store
CSl driver

In the previous section, you explored secrets that were stored natively in
Kubernetes. This means they were base64-encoded on the Kubernetes API server.
You saw in the previous section that base64-encoded secrets are not secure at all.
For highly secure environments, you will want to use a better secret store.

Azure offers an industry-compliant key and secret storage solution called Azure
Key Vault. It is a managed service that makes creating, storing, and retrieving keys
and secrets easy, and offers auditing of access to your keys and secrets.
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The Kubernetes community maintains a project called the Kubernetes Secrets
Store CSI driver (https: //github.com /kubernetes-sigs /secrets-store-csi-

driver). This project allows you to integrate external secret stores with volumes

in Kubernetes through the CSI driver. The Container Storage Interface is a
standardized way in Kubernetes to interface with storage systems. There are
multiple implementations of the Secret Store CSI driver. At the time of writing, the
current implementations are Hashicorp Vault, Google Cloud Platform, and Azure
Key Vault.

Microsoft maintains the Key Vault implementation of the Secret Store CSI driver,
named Azure Key Vault provider for Secrets Store CSI driver. This implementation
allows you as a user to access Key Vault secrets from within Kubernetes. It is

also integrated with pod identities to restrict access to secrets. Optionally, this
implementation can also sync Key Vault secrets with Kubernetes secrets so you can
use them as an environment variable if needed.

Note

For brevity, we'll refer to Azure Key Vault provider for Secrets Store CSI driver
as the CSI driver for Key Vault.

At the time of writing, the CSI driver for Key Vault is only available as an open-
source project that you can install on your cluster. It is worth noting that this
solution might be introduced as a managed add-on to AKS in the future. For more
up-to-date details, please refer to this issue on GitHub at https: //github.com /

Azure /AKS /issues /1876.

To work with the CSI driver for Key Vault, there are two things you need to

do. First, you need to set up the driver itself on your cluster. That is the goal

of this section. Secondly, you'll need to create an object in Kubernetes called a
SecretProviderClass for each secret from Key Vault you need to access. You will
learn more about this in the next section.


https://github.com/kubernetes-sigs/secrets-store-csi-driver
https://github.com/kubernetes-sigs/secrets-store-csi-driver
https://github.com/Azure/AKS/issues/1876
https://github.com/Azure/AKS/issues/1876
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In this section, you will set up the CSI driver for Key Vault. First, you will create a
new user-assigned managed identity. After that, you'll create a new key vault and
give the user-assigned managed identity permissions to that key vault. Finally,
you'll set up the CSI driver for Key Vault on your cluster.

Let's start by creating a new managed identity.
Creating a managed identity

The CSI driver for Key Vault supports different ways of getting data out of Key
Vault. It is recommended that you use a managed identity to link your Kubernetes
cluster to Key Vault. For this, you can use the AAD pod-managed identity add-on
that you set up in the previous chapter. In this section, you'll create a new managed
identity in Azure to later use with Key Vault:

1. Let's create a new managed identity. You will use the Azure portal to do this.
To start, look for managed identity in the Azure search bar, as shown in
Figure 10.16:

I £ managed identity o \

-I SE'r‘iiEE'S. S 2 I

Laid

= Managed ldentities

@ Azure AD Privileged |dentity Management
Figure 10.16: Looking for managed identity in the Azure search bar

2. In the resulting pane, click the + New button at the top. To organize the
resources for this chapter together, it's recommended to create a new resource
group. In the resulting pane, click the Create new button to create a new
resource group. Call it csi-key-vault, as shown in Figure 10.17:
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Figure 10.17: Creating a new resource group

3. Now, select the region you created your cluster in as the region for your
managed identity and give it a name, csi-key-vault if you follow the example,
as shown in Figure 10.18. To finish, click the Review + create button and in the
final window, click the Create button to create your managed identity:

Create User Assigned Managed ldentity
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Figure 10.18: Providing Instance details
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4. Once the managed identity has been created, hit the Go to resource button
to go to the resource. Here, you will need to copy the resource ID that will
be used later in the next step. You can find that in the Properties pane of the
managed identity, as shown in Figure 10.19:
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Figure 10.19: Getting the Resource ID of the managed identity

5. Now you are ready to link the managed identity to your AKS cluster. To do
this, you will run a command in cloud shell as you did in the previous chapter.
Afterward, you will verify that the identity is available in your cluster. Let's start
with linking the identity:

az aks pod-identity add --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace default \
--name csi-to-key-vault \
--identity-resource-id <Managed identity resource ID>
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6. You can verify that your identity was successfully linked to your cluster by
running the following command:

kubectl get azureidentity
This should produce an output similar to Figure 10.20:

pser@Aziure t~ /Hands -On-Kubernetes -on-Azure/Chapterlod kubectl pet arureldentity
MAME BAGE

csi-to-key-vault 44s

Figure 10.20: Verifying the availability of the identity in the cluster

In this section, you created a new managed identity and linked that to your
Kubernetes cluster using the AAD Pod-managed identity add-on. In the next
section, you'll create a key vault and give the new identity you created access to
the secrets. Finally, you'll create a secret in Key Vault that you try to access later
from your cluster.

Creating a key vault

In the previous section, you set up the managed identity that the CSI driver for Key
Vault will use. In this section, you'll create the key vault that will be used:

1. To start the creation process, look for Key vaults in the Azure search bar:

I A Key vaults et \

Services

) l:} Key vaults
A Backup vaults

Figure 10.21: Navigating to Key vaults through the Azure portal
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2. Click the + New button to start the creation process:

Home
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Figure 10.22: Click the Add button to start creating a key vault

3. Provide the details to create the key vault. Create the key vault in the resource
group you created in the previous step. The key vault's name has to be globally
unique, so consider adding your initials to the name. It is recommended that
you create the key vault in the same region as your cluster:
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Figure 10.23: Providing the details to create the key vault
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4. After you have provided the details for your key vault, click the Next: Access
policy > button to give the managed identity access to secrets. Click on the +
Add Access Policy to give permission to your managed identity, as shown in
Figure 10.24:

Home » Key vaults » Create key vault >
Create key vault ¥
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Figure 10.24: Adding an Access policy
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In the resulting pane, select the Secret Management template, click on the
None Selected button underneath Select principal, and in the resulting pane
look for the csi-to-key-vault you created earlier. Finally, click on Select at the
bottom of the screen and then on Add, as shown in Figure 10.25:
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Figure 10.25: Assigning the Secret Management template to your managed identity

5. Once you have provided permissions to this managed identity, hit the Review
+ create button to review and create your key vault. Hit the Create button to
finish the creation process.
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6. It will take a couple of seconds to create your key vault. Once the vault is
created, click on the Go to resource button, go to Secrets, and hit the Generate/
Import button to create a new secret as shown in Figure 10.26:
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Figure 10.26: Creating a new secret

7. In the secret creation wizard, provide the details about your secret. To make
this demonstration easier to follow, use the name k8s-secret-demo. Give the
secret a memorable value, such as secret-coming-from-key-vault. Click the
Create button at the bottom of the screen to create the secret:
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Figure 10.27: Providing the details for your new secret

Now that you have a secret in Key Vault, you can move ahead and install the actual
CSI driver for Key Vault in your cluster.
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Installing the CSI driver for Key Vault

In this section, you will set up the CSI driver for Key Vault in your cluster. This will
allow you, in the next section, to retrieve secrets from Key Vault. The installation is
a short process, as you will see here:

1. The easiest way to install the CSI driver for Key Vault is to use Helm, as you've
done before. Note that this feature may be available as an add-on after the
release of this book. To do this, add the repo for the CSI driver for Key Vault:

helm repo add csi-secrets-store-provider-azure \
https://raw.githubusercontent.com/Azure/secrets-store-csi-driver-
provider-azure/master/charts

2. Once the repo has been added, you can install the actual CSI driver for Key
Vault using the following command:

helm install csi-secrets \
csi-secrets-store-provider-azure/csi-secrets-store-provider-azure

3. To verify that the installation succeeded, you can verify that the
SecretProviderClass CRD has been added to your cluster via the following
command:

kubectl get crd

This should show you an output that contains the SecretProviderClass CRD as
shown in Figure 10.28:

uzerEArure - Hands - On - whoas-on-Arure/Chapterldtd kubectl get crd
NAME CREATED Al
arureidentities. .!Ell:ll‘.'rll-ﬂ'il:ll'-_'l"lt 1ty .kA5.10 2821 -81-34T28: 27182

dpodidentity. kis.io ¥ -
ions. aadpodidentity . .k8s. io 2821 -8
retproviderclass spcrets-store.cs5il. x-k8%. io 21 117T18:
secretproviderclasspodstatuses. secrets-store. csi.x-kBs.io  2821-61-31T18:

Figure 10.28: The SecretProviderClass CRD has been added to the cluster

This concludes the setup of the CSI driver for Key Vault. In this section, you first
created a managed identity, then created a key vault with a secret in it, and then
finally set up the CSI driver for Key Vault on your cluster.


https://raw.githubusercontent.com/Azure/secrets-store-csi-driver-provider-azure/master/charts
https://raw.githubusercontent.com/Azure/secrets-store-csi-driver-provider-azure/master/charts
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You are now ready to use the CSI driver for Key Vault, which you'll do in the next
section.

Using the Azure Key Vault provider for Secrets Store
CSl driver

Now that the CSI driver for Key Vault has been set up on your cluster, you are
ready to start using it. In this section, you'll run through two examples of using
the CSI driver for Key Vault. First, you will use it to mount a secret as a file in
Kubernetes. Afterward, you will also use it to sync Key Vault secrets to Kubernetes
secrets and use them as an environment variable.

Let's get started with the first example, how to mount Key Vault secrets as a file.
Mounting a Key Vault secret as a file

In this first example, you will create a new SecretProviderClass in your cluster. This
object will allow you to link a secret in Key Vault to a pod in Kubernetes. After that,
you'll create a pod that uses that SecretProviderClass and mounts the secrets in
that pod. Let's get started:

1. The SecretProviderClass requires you to know your Azure Active Directory

tenant ID. To get this, run the following command:

az account show --query tenantId

This will show you an output similar to Figure 10.29. Copy-paste this value and
store it in a file you can refer to later:

userBhzure  =Hands -On-Kubernstes-on=-Arure /Chapterldd ar account show --guery tenantId

"1cf4b872- 204 -4408-B318- 2had3eosf 591"

Figure 10.29: Getting your tenant ID
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Next, you'll create the SecretProviderClass. An example has been provided in
the code files for this chapter, in the secretproviderclass-file.yaml file:

0 N o O AW N =

Vo)

10
11
12
13
14
15

apiVersion: secrets-store.csi.x-k8s.io/vlalphal
kind: SecretProviderClass
metadata:
name: key-vault-secret-file
spec:
provider: azure
parameters:
usePodIdentity: "true"
keyvaultName: "<key vault name>"
objects: |
array:
- |
objectName: k8s-secret-demo
objectType: secret
tenantld: "<your tenant ID>"

Let's investigate this file:

Line 2: Here, you define you are creating a SecretProviderClass.

Line 6: Here, you create an Azure secret. As mentioned in
the introduction, the secret-store project supports multiple
implementations.

Line 8: You configure this secret to use pod identities for
authentication. You will link a pod identity to your pod later on.

Line 9: The name of the key vault.

Line 10-14: Here, you refer to the secrets that need to be accessed. In
this example, you're only accessing a single secret, but you could access
multiple secrets in a single SecretProviderClass.

Line 15: The AAD tenant ID of your AAD tenant.

Make sure to edit this with the values for your environment.

2. You can create this SecretProviderClass using the following command:

kubectl create -f secretproviderclass-file.yaml
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3. Once the SecretProviderClass has been created, you can go ahead and create a
pod that references that SecretProviderClass. An example has been provided in
the pod-keyvault-file.yaml file:

O N O O b W N =

N_\_l_\_l_\_l_\_l_\_lw
S W 00 N O O b W N - O

21

kind: Pod
apiVersion: vl
metadata:

name: csi-demo-file
labels:
aadpodidbinding: "csi-to-key-vault"

spec:
containers:

- name: nginx
image: nginx
volumeMounts:
- name: keyvault
mountPath: "/mnt/secrets-store"
readOnly: true

volumes:

- name: keyvault
Ccsi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "key-vault-secret-file"

Let's have a look at the key parts of this file:

Line 5-6: This is where you link this pod to the managed identity you
created earlier.

Line 11-14: Here, you define where you want to mount the secrets.

Line 15-21: Here, you define the actual Volume and the link to Key Vault.
On line 21, you refer to the SecretProviderClass you created earlier.

4. You can create this pod using the following command:

kubectl create -f pod-keyvault-file.yaml



304 | Storing secrets in AKS

5. Monitor the Pod's creation using the following command:

kubectl get pods -w

This should return an output similar to Figure 10.30:

sriregating

gi-dorg-Fils if Zurming

Figure 10.30: Status of the csi-demo-file pod changes to Running

6. Once the pod is created and running, you can open a shell in the pod using the
kubectl exec command and verify that the secret is present:

kubectl exec -it csi-demo-file -- sh
cd /mnt/secrets-store
cat k8s-secret-demo

This should output the secret you created in Key Vault, as seen in Figure 10.31:

URErE TS = Hands -0p=lubarnares o =& ‘Chapteried kubect]l exec -1t osi-demo-File -- sh
¥ cd Jmn

Figure 10.31: The secret you configured in Key Vault is mounted in the pod as a file

And as expected, you are able to get the secret you configured in Key Vault to
show up in Kubernetes.

7. You can now exit out of the shell to the container using the exit command.

As you can see, you successfully used the CSI driver for Key Vault to get a secret
from Key Vault to show up as a file in a pod.

It is also possible to sync secrets in Key Vault to secrets in Kubernetes and then use
them as an environment variable in running pods. That's what you'll explore in the
next and final section of this chapter.
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Using a Key Vault secret as an environment variable

In the previous section, you saw how to access Key Vault secrets as a file in a pod.
As you learned earlier in this chapter, it is recommended that you use Kubernetes
secrets as a file.

However, there are situations where you cannot modify an application to use
secrets as a file and you need to use them as environment variables. This can be
done using the CSI driver for Key Vault, and you will configure the driver that
way in this section. Please note that in order for the CSI driver to sync secrets in
Key Vault to Secrets in Kubernetes, you need to mount the secret as a Volume in
Kubernetes; you cannot only rely on the secret syncing.

Let's configure all of this:

1. First, you'll create the SecretProviderClass. An example has been provided in
the code files for this chapter, in the secretproviderclass-env.yaml file:

1 apiVersion: secrets-store.csi.x-k8s.io/vlalphal
2 kind: SecretProviderClass

3  metadata:

4 name: key-vault-secret-env

5 spec:

6 provider: azure

7 parameters:

8 usePodIdentity: "true"

9 keyvaultName: "<key vault name>"
10 objects: |

11 array:

12 -

13 objectName: k8s-secret-demo
14 objectType: secret

15 tenantld: "<tenant ID>"

16 secretObjects:

17 - secretName: key-vault-secret

18 type: Opaque

19 data:

20 - objectName: k8s-secret-demo

21 key: secret-content
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Let's investigate what's different in this file versus the previous one you
created:

 Line 16-21: This is where you link the Key Vault secret to a Kubernetes
secret. The names used here are important since they provide critical
information about the different objects:

e Line 17 secretName: This refers to the name of the secret in Kubernetes
that will be created.

* Line 20 objectName: This refers to the objectName on line 13, which is
the name of the secret in Key Vault.

* Line 21 key: This is the name of the key in the secret in Kubernetes. As
was explained earlier in this chapter, a single secret in Kubernetes can
contain multiple keys.

The remaining sections of this file are similar to the earlier SecretProviderClass
you created.

2. You can create this SecretProviderClass using the following command:

kubectl create -f secretproviderclass-env.yaml

3. Once the SecretProviderClass has been created, you can go ahead and create
a pod that references that SecretProviderClass. You cannot rely solely on the
syncing of the secrets, the SecretProviderClass has to be mounted in order
for the CSI driver to sync the secrets. An example has been provided in the
pod-keyvault-env.yaml file:

apiVersion: vl
kind: Pod
metadata:

name: csi-demo-env

labels:

aadpodidbinding: "csi-to-key-vault"

spec:

containers:

- name: nginx

- W 00 N O O h W N =

0 image: nginx
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11 env:

12 - name: KEYVAULT_SECRET

13 valueFrom:

14 secretKeyRef:

15 name: key-vault-secret

16 key: secret-content

17 volumeMounts:

18 - name: keyvault

19 mountPath: "/mnt/secrets-store"
20 readOnly: true

21 volumes:

22 - name: keyvault

23 CSsi:

24 driver: secrets-store.csi.k8s.io
25 readOnly: true

26 volumeAttributes:

27 secretProviderClass: "key-vault-secret-env"

The difference between this pod and the previous one you created is on lines 11
to 16. This should seem familiar, as this is the typical way to use a secret as an
environment variable.

4. You can create this pod using the following command:

kubectl create -f pod-keyvault-env.yaml

5. Monitor the Pod's creation using the following command:

kubectl get pods -w

This should return an output similar to Figure 10.32:

ime R Eire | -/ Hards -Cin - prnotes-ca-Aiure/Chapter18f Kubectl gat poxls -

KiriF AL RESTARTS  AGE
czi-demo - ey inerCreating @ 1t
csd / sl g SR

12Bm
128m
128m
128m
14

Figure 10.32: Waiting for the csi-demo-env pod to run
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6. Once the pod is created and running, you can open a shell in the pod using the
kubectl exec command and verify that the secret is present:

kubectl exec -it csi-demo-env -- sh
echo $KEYVAULT_SECRET

This should output the secret you created in Key Vault, as seen in Figure 10.33:

user@idzure ; ~/Hands - On ~-Kubernetes -on- Azure/Chapterled kubectl exec -it csi-demo-env
B echo TEYVALIL T_ SECRET

secret - coming - from- key -vault
Figure 10.33: The secret you configured in Key Vault is used as an environment variable
7. You can now exit out of the shell to the container using the exit command.

8. Finally, you can also verify that the secret was created in Kubernetes by
running the following command:

kubectl get secret

This should show you an output similar to Figure 10.34:

tca-account -tokam
iCce-account-token

Opa
ciubernetes. lof servici-acoaunt -tokan

sh.heln. release. vl . csi-secrets.wl heln. shfreloase. vl

Figure 10.34: The key-vault-secret secret in Kubernetes is synced with the Key Vault secret

9. This secret will disappear once no more pods that mount the secret are
present. You can verify this with the following commands:

kubectl delete -f pod-keyvault-env.yaml
kubectl get secret
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This should show you an output similar to Figure 10.35:

ERA AT HamdE U
pod “csi-demo-emv” d
SHaRdi-Oh-KiBar et P ey apteriid kihe
TYPE HIGE
kubernetes. o/ servic C E 125m

rneles e 3 23h
1 G5

135m

Figure 10.35: Deleting the pod automatically deletes the secret as well

This shows you that although you have a SecretProviderClass that tries to sync
a Key Vault secret to a Kubernetes secret, that syncing only happens once a
pod references that SecretProviderClass and mounts the secret.

In this section, you've been able to sync a secret in Key Vault to a secret in
Kubernetes. You were able to access that secret's value in a pod using environment
variables.

This also concludes this chapter on secrets in Kubernetes. Let's make sure to clean
up all the objects that we created:

kubectl delete -f .

helm delete csi-secrets

az aks pod-identity delete --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace default \
--name csi-to-key-vault

az group delete -n csi-key-vault --yes

Once the resources are deleted, you are ready to move on to the next chapter
about network security in AKS.
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Summary

In this chapter, you learned about secrets in Kubernetes. You worked with both
the default secret mechanism in Kubernetes as well as with the Azure Key Vault
provider for Secrets Store CSI driver.

This chapter started by explaining different secret types in Kubernetes. After that,
you used different mechanisms in Kubernetes to create secrets. You then used
two methods of accessing those secrets, using them as files or as environment
variables.

After that, you created a managed identity and a key vault to experiment with

the CSI driver for Key Vault. You installed that on your cluster and used two
mechanisms to access secrets in Key Vault: either using files or using environment
variables.

In the next chapter, you'll learn more about network security in AKS.
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Network security
in AKS

Securing a network is a critical activity in the protection of an application. The goal
of a secure network is, on the one hand, to allow your users to connect to your
applications and use all the functionalities you offer. On the other hand, you also
need to protect your network from attackers. This means making sure that they
cannot get access to critical parts of your network, and that even if they were to
gain access, this would be limited.

When it comes to network security in AKS, there are two different layers to

secure the network. The first is the control plane. The control plane refers to the
managed Kubernetes master servers that host the Kubernetes API. By default, the
control plane is exposed to the internet. You can secure the control plane either by
limiting which public IP addresses can access it using a feature called Authorized
IP ranges, or by deploying a private cluster, which means only the machines
connected to your virtual network can access the control plane.
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The second network layer to secure is the workload running on your cluster.
There are multiple ways to secure the workload. The first way is by using Azure
networking functionalities, such as the Azure Firewall or Network Security
Groups (NSGs). The second way to protect the workload is by using a Kubernetes
functionality called network policies.

In this chapter, you will explore the different ways to secure the network of an AKS
cluster. Specifically, this chapter contains the following sections:

* Networking and network security in AKS

* Control plane network security
» Workload network security

Since most networking configurations of an AKS cluster are only configurable
during cluster creation, you will create and destroy multiple clusters throughout
this chapter.

Let's start this chapter by exploring the concepts of networking and network
security in AKS.

Networking and network security in AKS

This section serves as an introduction to the concepts of networking and security
in AKS. You'll first cover the control plane, then workload networking, and then
network security.

Control plane networking

The control plane of a Kubernetes cluster is the infrastructure that hosts the
Kubernetes API server for your cluster, manages the scheduler, and stores the
cluster state. When you interact with a Kubernetes cluster, for instance, by using
kubectl, you are sending commands to the Kubernetes API server. In AKS, this
control plane is managed by Microsoft and provided to you as a service.
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By default, the control plane is exposed over the internet and is accessible to
everybody that is connected to the internet. This doesn't mean that the control
plane is not secure though. Even if an attacker had network access to your control
plane, they would still need to have cluster credentials to execute commands
against the control plane.

Frequently, though, organizations still want to limit network access to the control
plane of their AKS clusters. There are two functionalities in AKS that enable you to
limit network access to the control plane of a cluster.

The first functionality is called authorized IP address ranges. By configuring
authorized IP address ranges on your AKS, you configure which IP addresses
are allowed to access your API server. This means that IP addresses that are not
allowed to access your API server cannot interact with your API server. This is
explained in Figure 11.1:

User connecting from
aulhorized 1P

zar connecting from
non=auihorized P

Allowead

Control plane

Figure 11.1: Authorized IP ranges explained
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Another way to limit network access to your control plane is by using a feature
called private clusters. By configuring private clusters, you do not give your
control plane a publicly reachable address. The cluster is only reachable from

a private network. To connect to the control plane, you would need to use a
machine that is connected to an Azure Virtual Network (VNet). This machine
would communicate to the control plane using an Azure functionality called Azure
Private Link.

Private Link is an Azure feature that allows you to connect to managed services
using a private IP address in your VNet. When using Private Link, a Private Link
endpoint is created in your VNet. To connect to this Private Link endpoint, you
would have to connect from either a VM hosted in the same VNet, in a peered
VNet, or through a VPN or Azure ExpressRoute that is connected to that VNet. In
Figure 11.2, you see an example of how this works using a VM hosted in the same
VNet. You can see that the node pools (1) that host your workloads as well as
VMs (2) connected to the same VNet can connect to the control plane, but a user
connecting over the internet (3) cannot:

Usar connecting
aver intemel Cluster subnet

- Private Link endpoing

s

/,,/"/ Server subnet
i

Figure 11.2: Private clusters explained

=]
= Can garmact
Control plana
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It is important to understand that both authorized IP address ranges and private
clusters only provide network security to the Kubernetes control plane; they do
not influence the workload network. Workload networking will be covered in the
next section.

Workload networking

Your workloads in AKS are deployed on a cluster that is deployed in a VNet. There
are many ways to configure and secure networking in a VNet. In this section,

we will introduce several important configuration options for network security
of the workload deployed in a VNet. This is, however, only an introduction to
these concepts. Before deploying a production cluster, please refer to the AKS
documentation for a more in-depth review of the different configuration options:

https: //docs.microsoft.com /azure /aks /concepts-network.

You'll first need to choose the networking model with which you'll deploy your
cluster. This configuration has a limited impact on security, but it is important to
understand from a networking perspective. There are two options:

* Kubenet networking (default): By using kubenet networking, cluster nodes
get an IP address from a subnet in a VNet. The pods running on those nodes
get an IP address from an overlay network, which uses a different address
space from the nodes. Pod-to-pod networking is enabled by Network
Address Translation (NAT). The benefit of kubenet is that only nodes
consume an IP address from the cluster subnet.

* Azure Container Network Interface (CNI) networking (advanced): With
Azure CNI, the pods and the nodes all get an IP address from the subnet
that the cluster is created in. This has the benefit that pods can be accessed
directly by resources outside the cluster. It has the disadvantage that you
need to execute careful IP address planning, since each pod requires an IP
address in the cluster subnet.

In both networking models, you can create the cluster in an existing VNet or have
AKS create a new VNet on your behalf.


https://docs.microsoft.com/azure/aks/concepts-network
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The second network security configuration to consider is the routing of inbound
and outbound traffic through an external firewall. This could either be an Azure
Firewall or a third-party network virtual appliance (NVA). By routing traffic
through an external firewall, you can apply centralized security rules, do traffic
inspection, and log traffic access patterns. To configure this, you would configure a
user-defined route (UDR) on the cluster subnet, to route traffic from your cluster
through the external firewall. If you wish to explore this further, please refer to the

documentation: https: //docs.microsoft.com /azure /aks /limit-egress-traffic.

Another network security option is the use of NSGs in Azure to limit inbound and
outbound traffic. By default, when you create a service of the LoadBalancer type
in AKS, AKS will also configure an NSG to allow traffic from everywhere to that
service. You can tune the configuration of this NSG in AKS, to limit which IPs can
access those services.

Finally, you can limit traffic in your cluster by using a Kubernetes feature called
network policies. A network policy is a Kubernetes object that allows you to
configure which traffic is allowed on certain pods. With network policies, you can
secure pod-to-pod traffic, external to pod traffic, and pod to external traffic. It is
recommended that you use network policies mainly for pod-to-pod traffic (also
called east-west traffic), and to use an external firewall or NSGs for external-to-
pod or pod-to-external traffic (also called north-south traffic).

AKS supports two options in terms of configuring network policies on your cluster.
You can either use Azure network policies or Calico network policies. Azure
network policies are developed, maintained, and supported by Microsoft, whereas
Calico network policies are developed as an open-source project, with optional

commercial support by a company called Tigera (http: //tigera.io/).

In the section on workload network security, you will configure network security
groups and network policies on your cluster. Configuring an external firewall

is beyond the scope of this book; please refer to the documentation mentioned
earlier to learn more about this setup.


https://docs.microsoft.com/azure/aks/limit-egress-traffic
http://tigera.io/
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Control plane network security

In this section, you will explore two ways in which to protect the control plane of
your AKS cluster: Authorized IP ranges and private clusters. You'll start by updating
your existing cluster to use authorized IP ranges.

Securing the control plane using authorized IP ranges

Configuring authorized IP ranges on AKS will limit which public IP addresses can
access the control plane of your AKS cluster. In this section, you will configure
authorized IP ranges on your existing cluster. You will limit traffic to a random
public IP address to verify that traffic blocking works. You will then configure the
IP address from the Azure Cloud Shell to be authorized and will see how that then
allows traffic.

1. To start, browse to the Azure portal and open the pane for your AKS cluster.
Select Networking in the left-hand navigation. Then, select the checkbox next
to Set authorized IP ranges, and fill in the IP address, 10.0.0.0, in the box
below, as shown in Figure 11.3. You are not using this IP; this configuration is
only to verify that you will no longer be able to connect to your Kubernetes
control plane if your IP address is not authorized. Finally, hit the Save button at
the top of the screen.
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Figure 11.3: Configuring an authorized IP

2. Now, open the Azure Cloud Shell. In the Cloud Shell, execute the following
command:

Watch kubectl get nodes

Initially, this might still return the list of nodes as shown in Figure 11.4. This is
because it takes a couple of minutes for the authorized IP ranges to become
configured on AKS.

Every 2.0s: kubectl get nodes cc-9c¢4498d9-69cbc6fb69-n2kdc: Sat Feb 6 23:56:13 2021

NAME STATUS ROLES AGE VERSION

aks-nodepooll-36910094-vmss000e00  Ready agent 7d3h v1.18.14
aks-nodepooll-36910094-vmsse@eeol  Ready agent 7d3h v1.18.14

Figure 11.4: The command might initially still show the list of nodes
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After a couple of minutes, however, the output of this command should return
an error, as shown in Figure 11.5. This is as expected, since you limited the
access to the control plane.

Every 2.0s: kubectl get nodes cc-9c4498d9-69cbc6fb69-n2kdc: Sat Feb 6 23:57:16 2821

Unable to connect to the server: dial tcp 20.59.49.243:443: i/o timeout

Figure 11.5: An error showing that you can no longer connect to the control plane

3. You can stop the watch command by pressing Ctrl + C. You will now get the IP
address used by your current Cloud Shell session, and will then configure this
as an authorized IP. To get the IP address used by your current Cloud Shell
session, you can connect to icanhazip.com, which is a simple website that will
return your public IP. To do this, execute the following command:

curl icanhazip.com

This will return an output similar to Figure 11.6:

usergAzure:~/Hands -On-Kubarnetes-on-Azure/Chapterlil$ curl icanhazip.com

48.78.15.47

Figure 11.6: Getting the IP address used by Cloud Shell

4. You can now configure this IP address as an authorized IP address in AKS. You
can do this in the Networking section of the AKS pane as you did in step 1. This

is shown in Figure 11.7. Make sure to click the Save button at the top of the
screen.


http://icanhazip.com
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Figure 11.7: Configuring the IP address of Cloud Shell as an authorized IP in AKS

5. Now, execute the same command as before to get the list of nodes in your AKS
cluster.

watch kubectl get nodes
Initially, this might still return the error you saw earlier, as shown in Figure

11.8. This is because it takes a couple of minutes for the authorized IP ranges to
become configured on AKS.
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Every 2.0s: kubectl get nodes cCc-9c4498d9-69cbc6fb69-n2kdc: Sun Feb 7 e0:08:17 2021

Unable to connect to the server: dial tcp 20.59.49.243:443: i/o timeout

Figure 11.8: The command initially still gives an error

After a couple of minutes, however, the output of this command should return
a list of nodes, as shown in Figure 11.9. This shows you that you successfully
configured authorized IP ranges.

Every 2.0s: kubectl get nodes cc-9c4498d9-69cbc6fb69-n2kdc: Sun Feb 7 @@:13:e4 2021

NAME STATUS ROLES AGE VERSION

aks-nodepooll-36910094-vmss@00000  Ready agent 7d3h v1.18.14
aks-nodepooll-36910094-vmss@@0001  Ready agent 7d3h v1.18.14

Figure 11.9: By configuring an authorized IP, you can now connect to the API server

By configuring authorized IP ranges, you were able to confirm that when the IP
address of Cloud Shell was not allowed access to the Kubernetes control plane,
the connection is timed out. By configuring the IP address of Cloud Shell as an
authorized IP, you were able to connect to the control plane.

In a typical production scenario, you wouldn't configure IP addresses from Cloud
Shell as the authorized IP on an AKS cluster, but you would rather configure well-
known IP addresses or ranges of either of your Kubernetes administrators, your
datacenter, or known IPs of tools you use. The Cloud Shell was used here just as an
example to show functionality.

There is a second way to secure the control plane, that is, by deploying a private
cluster. You will do this in the next section.

Securing the control plane using a private cluster

By configuring authorized IP ranges in AKS, you were able to limit which public IP
addresses can access your cluster. You can also completely limit any public traffic
to your cluster by deploying a private cluster. A private cluster is only reachable
through a private connection, established using Azure Private Link.
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Let's start by configuring a private cluster and trying to access it:

1. The private cluster feature can only be enabled at cluster creation time. This
means that you will have to create a new cluster. To do this on the free trial
subscription, you will have to delete the existing cluster. You can do this using
the following command on Cloud Shell:

az aks delete -n handsonaks -g rg-handsonaks -y

This command will take a couple of minutes to complete. Please wait for it to
successfully delete your previous cluster.

2. You are now ready to create a new cluster. Because you will, in later steps, also
create a new VM to access the cluster (as shown in Figure 11.2), you will create
a new VNet instead of letting AKS create the VNet for you. To create the VNet,
use the following command:

az network vnet create -o table \
--resource-group rg-handsonaks \
--name vnet-handsonaks \
--address-prefixes 192.168.0.0/16 \
--subnet-name akssubnet \
--subnet-prefix 192.168.0.0/24

3. You will require the ID of the subnet that was created in the VNet. To get that
ID, use the following command:

VNET_SUBNET_ID='az network vnet subnet show \
--resource-group rg-handsonaks \
--vnet-name vnet-handsonaks \

--name akssubnet --query id -o tsv'

4. You will also need a managed identity that has permission to create resources
in the subnet you just created. To create the managed identity and give it
access to your subnet, use the following commands:

az identity create --name handsonaks-mi \
--resource-group rg-handsonaks

IDENTITY_CLIENTID='az identity show --name handsonaks-mi \
--resource-group rg-handsonaks \
--query clientId -o tsv'
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az role assignment create --assignee $IDENTITY_CLIENTID \
--scope $VNET_SUBNET_ID --role Contributor
IDENTITY_ID='az identity show --name handsonaks-mi \
--resource-group rg-handsonaks \
--query id -o tsv'

The preceding code will first create the managed identity. Afterward, it gets the
client ID of the managed identity and grants that access to the subnet. In the
final command, it is getting the resource ID of the managed identity.

Finally, you can go ahead and create the private AKS cluster using the following
command. As you might notice, you are creating a smaller cluster using only
one node. This is to conserve the core quota under the free trial subscription:

az aks create \
--resource-group rg-handsonaks \
--name handsonaks \
--vnet-subnet-id $VNET_SUBNET_ID \
--enable-managed-identity \
--assign-identity $IDENTITY_ID \
--enable-private-cluster \
--node-count 1 \
--node-vm-size Standard_DS2_v2 \
--generate-ssh-keys

The command creates a new AKS cluster with a number of special
configurations that haven't been covered previously in the book. The first new
configuration is --vnet-subnet-id. This allows you to create an AKS cluster
in an existing subnet in an existing VNet. The --enable-managed-identity
parameter enables the cluster to use a managed identity, and the --assign-
identity parameter configures which managed identity to use. The final new
configuration option you see here is --enable-private-cluster, which will
create a private cluster with a private endpoint.

. The preceding command will take a couple of minutes to complete. Once it's
complete, you can try to access your cluster using the Azure Cloud Shell. This
will fail, however, because the Azure Cloud Shell isn't deployed in your VNet.
Let's explore this. First, get the cluster credentials:

az aks get-credentials -n handsonaks -g rg-handsonaks



324 | Network security in AKS

This will ask you whether it may overwrite the existing kubeconfig files twice.
Confirm this by pressing the y key, as shown in Figure 11.10:
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Figure 11.10: Getting cluster credentials

Now, try to get the nodes in the cluster with the following command:

kubectl get nodes

This will return an error, as shown in Figure 11.11. This error is as expected,
since you have no private connection from Cloud Shell to the Private Link
endpoint.

UsErATUFe =/ Handa-0n-Hubernstes - =T 1 cibactl E|:|'-_l1: nodes
Urabla to connect to the sarver: dial top: lookup han g-handsonaks -ede7al - 28039

12F, Sae5B4L0 204897 - 8418 3480 e TAE, privatel ink . westu srmk8s . 0 on 1EE,.83.129.1%8
53 no such host

Figure 11.11: Error showing that you can no longer access the control plane from the Cloud Shell

Note

In the previous command, you noticed that your Cloud Shell couldn't reach
the Kubernetes API server. It is possible to connect Azure Cloud Shell to a
VNet in Azure and connect to your Kubernetes API server that way. You will
not do so in the next steps of this example, but if you are interested in this
approach, please refer to the documentation: https://docs.microsoft.com/
azure/cloud-shell/private-vnet.

7. As mentioned in the introduction, when you create a private AKS cluster, AKS
will use a service called Private Link to connect the control plane to your VNet.
You can actually see this endpoint in your subscription in the Azure portal. To
see the private endpoint, look for Private Link in the Azure search bar, as shown
in Figure 11.12:


https://docs.microsoft.com/azure/cloud-shell/private-vnet
https://docs.microsoft.com/azure/cloud-shell/private-vnet
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Figure 11.12: Searching for Private Link in the Azure search bar

In the resulting pane, click on Private endpoints to see your current Private
Link endpoints. You should see a private endpoint by the name of kube-
apiserver here, as shown in Figure 11.13. Here you see the link to the cluster and
to the subnet where the private endpoint is created.
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Figure 11.13: The private endpoints in your subscription

Private Link makes use of an Azure DNS private zone to link the DNS name
of the cluster to the private IP of the private endpoint. To see the Azure DNS
private zone, look for Private DNS zones via the Azure search bar, as shown in

Figure 11.14:
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Figure 11.14: Navigating to Private DNS zones through the Azure portal
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In the resulting pane, you should see one private DNS zone. If you click on that
zone, you will see more details from the DNS zone, as shown in Figure 11.15. You
see here that a DNS record got created for your cluster DNS name, pointing to

a private IP address in your VNet.
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Figure 11.15: The DNS record in the Azure DNS private zone that got created by AKS

8. To establish a private connection to the control plane, you will now create a

new VM and use it to connect to the control plane. For organization purposes,
you'll create this VM in a new resource group. This will make it easier to delete
the VM later. Use the following commands to create a new subnet in your VNet

and to create a VM in that subnet:

az network vnet subnet create \
--resource-group rg-handsonaks \
--vnet-name vnet-handsonaks \
--name vmsubnet \
--address-prefix 192.168.1.0/24
VM_SUBNET_ID="'az network vnet subnet show \
--resource-group rg-handsonaks \
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--vnet-name vnet-handsonaks \
--name vmsubnet --query id -o tsv'
az group create -1 <your Azure location> \
--name rg-handsonaks-vm
az vm create --name vm-handsonaks \
--resource-group rg-handsonaks-vm \
--image UbuntuLTS \
--admin-username azureuser \
--ssh-key-values ~/.ssh/id_rsa.pub \
--subnet $VM_SUBNET_ID \
--size Standard_D2_v2

It will take about a minute for the VM to be created. Once it is created, you
should get an output similar to Figure 11.16. Copy the public IP address in your
output:

- /Hands -0On rafChapterlid ar wa create name vm-handsonaks %
roe-grolip
image UbumtulTs Y
--adAln - userns

--5ize Standard_DZ_vZ
Fimished .,
hadEead/ resourceGroups/ rE-handsonaks
somaks™,

ilgn": “westus2“,
dress": "82-BD-3A-C3-E8-BE",
ate": "WM running”,

Figure 11.16: Creating a new VM and getting its public IP address

9. Now that the VM is created, you will move your Kubernetes config file
containing the cluster credentials to that VM. This avoids you having to install
the Azure CLI on the target machine to get the Kubernetes credentials. Make
sure to replace <public IP>with the outcome from the previous step.

scp ~/.kube/config azureuser@<public IP>:~
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You will be prompted if you trust this host. Confirm this by typing yes. This will
create an output similar to Figure 11.17:

[TE= 5 - S aTh g B 1 e libernsten=on-Arure/Chaptarild scp = _kubefoonfig afireuserms? 7. HM_15% =
The muthesiaciky of host "53.347-388.151 (52.3147. 780158 can"i b= entablinhed
E{CGA Koy Tisgorprist Ls SHAES6; JGELLY et v@SEFAL IcTis 1T DG pe] 1E- UGl 51 B

AME Wl SaE Y mast T Lf e oonnpCtieg [(yasfno)? e
Warnisg: Farvanently added "53.747.308,35%5° (rCoSsAl Lo the Dlsl of keown hasts.
coefip 8% 9768 AP1, 3EASv  Odgea

Figure 11.17: Copying the Kubernetes credentials to the target machine
10. You can now access the remote machine using the following command:
ssh azureuser@<public IP>
11. Now that you're connected to the remote machine, you'll need to use kubectl.

Download it, make it executable, and move it into the binaries folder using the
following command:

curl -LO https://dl.k8s.io/release/v1.20.0/bin/linux/amd64/kubectl
chmod +x kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

12. To have kubectl recognize the config file you uploaded, you have to move it
into the kube directory. You can do so using the following command:

mkdir .kube
mv config .kube/config

13. Now that you have this VM configured to connect to your cluster, you can
verify that you can connect to this cluster by applying the following command:

kubectl get nodes
This should generate an output similar to Figure 11.18:

u?uruuﬁurﬂun-handﬂunﬂkh!mi kuhﬁrt] EET nodes
hEME STATLIS ROLES AGE VERSTION

aks-nodeponll-369188594-vms 5000888  Ready agent S2m  wl.18.14

Figure 11.18: Accessing the private AKS cluster from a VM in the same VNet
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14. You can also verify the DNS record that your VM is using to connect to the
cluster. To do this, first get the fully qualified domain name (FQDN) cluster
(refer to the highlighted section in Figure 11.19 to see which output is the FQDN)
and then use the nslookup command to get the DNS record. You can use the
following commands to do this:

kubectl cluster-info
nslookup <cluster FQDN>

This should produce an output similar to Figure 11.19:

azurousergvm=handsonaks:~% kubectl cluster-info
is runnimg at kttps

is running at https://handsonaks

is running at |

Ta turther debug and diagnose cluster problems, use "kubectl cluster-into dump’ .
azureuserfym-handsonaks:~% n p handsonaks-rg-handsonaks-edefal -28b9912F . 5658
S50-48298-4b97- B418 - W4ARec 736, privatelink . westus? . arsk8s. io

Server:; 127.8.8.53

Address: 127.8.8. 55453

Mon-authoritative answWer:

Mame : handsonaks-rg-handsonaks-edefal-20b9312T. 56504559 -4828- 4097 -8410-C 34486 30C
36, privatelink .westus?.azmkBs.io

Address: 192.1&68.8.4

arureuscrgvm-handsonaks:~%

Figure 11.19: Getting the cluster's FQDN and looking up its IP address using nslookup

As you can see in Figure 11.19, the address that you are getting back from the
nslookup command is a private IP address. This means that only machines
connected to that VNet will be able to connect to the Kubernetes control plane.
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You have now successfully created an AKS private cluster and verified that only
machines connected to the AKS VNet can connect to the control plane. You
couldn't connect to the control plane from within the Azure Cloud Shell, but you
could connect to it from a VM in the same VNet. Since you now have a private
cluster deployed, don't delete the VM you are using just yet. You will use it in the
next example. You will delete this private cluster and the VM in the final example in
this chapter.

This also concludes this section on control plane security. You have learned about
authorized IP ranges and private clusters. In the next section, you'll learn more
about how you can secure your workload.

Workload network security

You have now learned about how to protect the network of your control plane of
your AKS cluster. This, however, hasn't influenced the network security of your
workloads. In this section, you will explore three ways in which you can protect
your workloads. First, you will create a Kubernetes service using an Azure internal
load balancer. Then, you'll secure traffic to a service in Kubernetes using NSGs.
Finally, you will use network policies to secure pod-to-pod traffic.

Securing the workload network using an internal load balancer

Kubernetes has multiple types of services, as you learned in Chapter 3, Application
Deployment on AKS. You have used the service type load balancer multiple times
before to have AKS create an Azure load balancer. These have always been public
load balancers. You can also configure AKS in such a way that it will create an
internal load balancer. This is useful in cases where you are creating a service

that only needs to be accessible from within a VNet or networks connected to
that VNet.
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You will create such a service in this section:

1. If you are no longer connected to the VM you created in the previous example,
reconnect to it. You can get the VM's public IP address using the following
command:

az vm show -n vm-handsonaks \
-g rg-handsonaks-vm -d --query publicIps

And you can connect to the VM using the following command:

ssh azureuser@<public IP>

2. Once connected to this VM, you will need to retrieve the git repository linked
with this book. You can get this using the following command:

git clone https://github.com/PacktPublishing/Hands-on-Kubernetes-on-
Azure-Third-Edition

Once the repository is cloned, navigate into the samples for this chapter using
the following command:

cd Hands-On-Kubernetes-on-Azure-Third-Edition/Chapter11

3. As the example application in this section, you will use the guestbook
application you've already used in the first half of this book. However, the
all-in-one YAML file you used before has been broken up into two files:
guestbook-without-service.yaml and front-end-service-internal.yaml.
The reason for this is to make it easier for you to explore the service-specific
configuration.
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The front-end-service-internal.yaml file contains the configuration
to create a Kubernetes service using an Azure internal load balancer. The
following code is part of that example:

1 apiVersion: vl

2 kind: Service

3 metadata:

4 name: frontend

5 annotations:

6 service.beta.kubernetes.io/azure-load-balancer-internal:
"true"

7 labels:

8 app: guestbook

9 tier: frontend
10 spec:

11 type: LoadBalancer
12 ports:

13 - port: 80

14 selector:

15 app: guestbook
16 tier: frontend

You are using annotations in the YAML code to instruct AKS to create an Azure
internal load balancer. You can see on lines 5-6 of the preceding code example

that you are setting the service.beta.kubernetes.io/azure-load-balancer-
internal annotation to true.

You can create the guestbook application and the service using the internal
load balancer by applying the following commands:

kubectl create -f guestbook-without-service.yaml
kubectl create -f front-end-service-internal.yaml

You can then get the service and wait for it to get an external IP using the
following command:

kubectl get service -w
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This will return an output similar to Figure 11.20:

arurpusor@vm-handsonaks t - Ha on-Kubernotes-on-Ature/Chaptorild kubectl get servica -u
NAME TPE 5 I i ) nGE

Frantand Loadtalancer 18, 2.191.11% I g
Euhernetes Clustarlp 18,.8.8.1 A4 7 TCP SEs
Frontend LiadBalsncer 18.8.191.115% . 248 8. 35 B8: 31416 TEP Bt

Figure 11.20: Getting the service's external IP

4. Asyou can see, the service has a private IP as an external IP. You can only
access this IP from the VNet that the cluster is deployed into, or from other
networks connected to that VNet.

Note

You may ask yourself the question: "Each service gets a cluster IP as well,
which is a private IP. Why can't that be used instead of the internal load
balancer?"

The answer to that question is that a cluster IP is only reachable from within
the cluster, not from outside the cluster. You can, however, create services of
the NodePort type to make a service exposed to calls from outside the cluster.
This would expose the service on the IP of the node, on a certain port. The
downside of NodePort services is that they expose the service on the same
port on each node, so you can't expose two services on the same port in your
cluster. The internal private load balancer does have the ability to expose the
same port on multiple services for the same cluster.

You can try accessing the service using the following command:

curl <external IP>
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This will return a result similar to Figure 11.21:

-11% curl 10.248.09.35

ird L. com e fax fEibs fengular-ul -book s trap/@. 13,8 ul - boot it rap-tple. a3 fecripts
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Figure 11.21: Accessing the service exposed through the internal load balancer

5. AKS created an internal load balancer to expose this service. You can see this
load balancer in the Azure portal as well. To see this internal load balancer,

start by searching for load balancer in the Azure search bar, as shown in
Figure 11.22:

M lpad balancer i 4

SErvices S gl

'{'} Load balancers

Load balancing - help me choose (Preview)
Figure 11.22: Navigating to Load balancers through the Azure portal

6. In the resulting pane, you should see two load balancers, as shown in
Figure 11.23:
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Figure 11.23: List of load balancers in the default directory

7. Click on the kubernetes-internal load balancer. This will take you to a pane
similar to Figure 11.24:
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Figure 11.24: Details of the internal load balancer
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Here, you can see the details of this internal load balancer. As you can see in
the highlight in the screenshot, the same IP that you saw as the output of the
kubectl command is configured on the load balancer.

8. This concludes the example of using an internal load balancer. You can now
delete the service using the internal load balancer by applying the following
command:

kubectl delete -f front-end-service-internal.yaml
kubectl delete -f guestbook-without-service.yaml

This will delete the guestbook application and the service. When deleting the
service, both the service in Kubernetes, as well as the internal load balancer in
Azure, will be deleted. This is because once there are no more services in your
cluster requiring an internal load balancer, AKS will delete that internal load
balancer.

In this section, you deployed a Kubernetes service using an internal load balancer.
This gives you the ability to create services that are not exposed to the internet.
There are, however, cases where you need to expose a service to the internet, but
need to ensure that only trusted parties can connect to it. In the next section,
you'll learn how you can create a service in AKS that uses a network security group
to limit inbound traffic.

Securing the workload network using network security groups

Up to this point in the book, you have exposed multiple services in Kubernetes.
You've exposed them both using the service object in Kubernetes, as well as using
an ingress. However, you never restricted access to your application, except in

the previous section, by deploying an internal load balancer. This means that the
application was always publicly accessible. In the following example, you will create
a service on your Kubernetes cluster that will have a public IP, but you will restrict
access to it using an NSG that is configured by AKS.

1. As the example application in this section, you will again use the guestbook
application. As in the previous section, the front-end service configuration has
been moved to a separate file. For this example, you'll start by using the front-
end-service.yaml file to create the service, and later update that using the
front-end-service-secured.yaml file.
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Let's start by deploying the application as-is, without any NSG configuration,
by applying the following command:

kubectl apply -f guestbook-without-service.yaml
kubectl apply -f front-end-service.yaml

Then, get the front-end service's IP address using the following command:

kubectl get service -w

This will create an output similar to Figure 11.25. Once you get the public IP, you
can exit out of the command by pressing Ctrl + C:

azureusergva-handsonaks -~ Hands -On-Kuborfetes -on-Azure/Chapterllf kubectl get fervice -
MNAME TYPE LUSTER EXTERMAL-TP ORT(5) AGE
frontend LoadBalancer 5.8, 182. S ings 80;32508TCP 45

kubsrnetes ClusterIP B, 8.8, L | 443 TP 157m
ClusterIp - .E1 = TEn
ClusterIP A, 197 .13 Al [Th a3 P Tig
LoadBal ancer I 3,644,655, 387 ¥: AZLEESTCP 135

Figure 11.25: Getting the front-end service's IP address
You are now able to connect to this service using both your browser as well as

using the VM itself. If you connect using your browser, you should expect an
output similar to Figure 11.26:

Crimstbonk bl
B +

< ] A Mot secure | 4064 65.202

Guestbook

NMBESEREE

Figure 11.26: Accessing the guestbook application through a web browser



338 | Network security in AKS

2. You can also connect to this application using the command line. To do this,
use the following command:

curl <public IP>

This should return an output similar to Figure 11.27:

11§ curl &8,.64.65. 282

morLpk s

e nprat " Chre

put ng-podals"wsg” plafeholder="F -
dbittos Types"buttis"” £lass="bEs bin imar g= " il Fal L. o Submnlne ot e

Figure 11.27: Connecting to the guestbook application using the command line

3. Let's now configure additional security on the front-end service by only
allowing your browser to connect to the application. For this, you will require
the public IP address you are using right now. If you don't know this, you can
browse to https: /www.whatismyip.com/ to get your IP address, as shown in
Figure 11.28:



https://www.whatismyip.com/
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Figure 11.28: Getting your own public IP address

To secure the front-end service, you will edit the front-end-service-
secured.yaml file. This is the code in that particular file:

1 apiVersion: vl

2 kind: Service

3  metadata:

4 name: frontend

5 labels:

6 app: guestbook
7 tier: frontend
8

spec:

9 type: LoadBalancer

10 ports:

11 - port: 80

12 selector:

13 app: guestbook

14 tier: frontend

15 loadBalancerSourceRanges:

16 - <your public IP address>
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This file is very similar to the services you created earlier in this book. However,
on lines 15 and 16, you now see loadBalancerSourceRanges and the option to
add your own public IP address. You can provide multiple public IP addresses
or ranges here; each address or range would be prepended with a dash. If you
wish to enter an individual IP address rather than a range, append /32 to that
IP address. You need to do this since Kubernetes expects IP ranges, and a range
of /32 equals a single IP address.

To edit or add your own IP address in this file, use the following command:

vi front-end-service-secured.yaml

In the resulting application, use the arrow keys to navigate to the bottom line,
hit the i button to enter insert mode, remove the placeholder, add in your IP
address, and then append that with /32. To close and save the file, hit the Esc
key, type :wq! to write and close the file, and finally hit Enter. An example is
shown in Figure 11.29:

vl
Service

frontend

guestbook
frontend

LaadBalancer

guestbook
frontend

188.85.111.151/32

Figure 11.29: An example of the front-end-service-secured.yaml file with an IP address
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4. You can update the exiting service that was deployed before using the following
command:

kubectl apply -f front-end-service-secured.yaml
This will cause AKS to update the NSG linked to this cluster to only allow traffic
from your public IP address. You can confirm this by browsing to the IP address

of the service again, and you should see the guestbook application. However, if
you retry the command from earlier from the VM, you should see it eventually

time out:
curl <public IP>
This will time out after 2 minutes, with an output similar to Figure 11.30:

azuraeusarihm=-handsonaks : ~ /'Hands -0On=- fubarnetes rily curl 48.64.85, 782

curd: (7)) Failled to connect to 48.64.65.282 port BB: Connectlon timed out

Figure 11.30: The connection from within the VM times out

5. You can verify the NSG configuration in Azure itself as well. To verify this, look
for Network security groups via the Azure search bar, as shown in Figure 11.31:

£ network security group X

i Services Coe all

| W Network security groups

I"! Metwork security groups (classic)

Figure 11.31: Navigating to Network security groups through the Azure portal
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6. In the resulting pane, you should see two NSGs. Select the one whose name
starts with aks-agentpool, as shown in Figure 11.32:
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Figure 11.32: Selecting the aks-agentpool NSG

7. In the resulting detailed view of that NSG, you should see a rule that allows
traffic from your IP address to the service's public IP address, as you can see in
Figure 11.33:
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Figure 11.33: The NSG contains a rule that allows traffic only from the public IP defined earlier

Notice how this rule was created and is managed by AKS; you didn't have to
create this yourself.
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8. Here, we've concluded this example. Let's clean up the deployment, the VM,
and the private cluster. From within the VM, delete the application using the
following command:

kubectl delete -f guestbook-without-service.yaml
kubectl delete -f front-end-service-secured.yaml

Then, exit out of the VM using the exit command. This will return you to Cloud
Shell. Here, you can go ahead and delete the private cluster and the VM you
used to connect to it:

az group delete -n rg-handsonaks-vm -y
az aks delete -g rg-handsonaks -n handsonaks -y

By adding additional configuration to a Kubernetes service, you were able to limit
who was able to connect to your service. You were able to confirm that only the
public IP that was allowed to connect to the service was able to connect to it. A
connection not coming from this public IP address timed out.

This is an example of protecting what is called north-south traffic, meaning traffic
coming from the outside to your cluster. You can also add additional protections
to east-west traffic, meaning traffic inside your cluster. To do this, you will use a
feature called network policies in Kubernetes. You will do that in the next section.

Securing the workload network using network policies

In the previous section, you let Kubernetes configure an NSG in Azure to protect
north-south traffic. This is a good practice for limiting the network traffic coming
to your public services. In most scenarios, you will also need to protect the east-
west traffic, meaning the traffic between your pods. That way, you can ensure that
if a potential attacker were to get access to part of your application, they'd have
limited ability to connect to other parts of the application or different applications.
This is also known as protecting from lateral movement.

To protect the traffic between pods, Kubernetes has a functionality called network
policies. Network policies can be used to protect traffic from the outside to your
pods, and from your pods to the outside, as well as traffic between pods. Since
you have already learned about one way to protect traffic from the outside to your
pods, in this section, you will learn how to use network policies to protect pod-to-
pod traffic.
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In AKS, network policies are something you need to configure on your cluster at
cluster creation time (it is this way at the time of this writing). If your cluster has
network policies enabled, you can create new network policy objects on your
cluster. When there is no network policy selecting a certain pod, all traffic to and
from that pod is allowed. When you apply a network policy to a pod, depending
on the configuration, all traffic to and/or from that pod is blocked, except for the
traffic allowed by that network policy.

Let's try this out:

1. Start by creating a new cluster with network policies enabled. In this example,
you'll create a cluster with Azure network policies enabled. You can create this
new cluster using the following command:

az aks create \
--resource-group rg-handsonaks \
--name handsonaks \
--enable-managed-identity \
--node-count 2 \
--node-vm-size Standard_DS2_v2 \
--generate-ssh-keys \
--network-plugin azure \
--network-policy azure

2. Once the cluster is created, make sure to refresh the credentials to get access
to the cluster. You can do this using the following command:

az aks get-credentials -g rg-handsonaks -n handsonaks

This will prompt you to overwrite the existing credentials. You can confirm this
by typing y in the two prompts, as shown in Figure 11.34:

marslrure; - s-On-Eubsrnetes-on-fdzure Chapterilf az pks prt-oredentisls -g rg-hendsonaks -n hessdacnaks

A differant ot pamed handsomaks alroady exists in your kubocoedig Tilo.

reerwrite :

4 differe nared clusterlser rp-handsoneis bhandsonaks already exists in your kubeconfig file,
Crarwrita

margad “h k5™ as current Contaxt In Shose/Relly/ . kube foonflg

Figure 11.34: Getting credentials for the new cluster
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3. For this example, you will test connections between two web servers in a pod
running nginx. The code for these has been provided in the web-server-a.
yaml and web-server-b.yaml files. This is the code for web-server-a.yaml:

1 apiVersion: vl

2 kind: Pod

3  metadata:

4 name: web-server-a
5 labels:

6 app: web-server
7 env: A

8  spec:

9 containers:

10 - name: webserver
11 image: nginx:1.19.6-alpine

This is the code for web-server-b.yaml:

1 apiVersion: vi

2 kind: Pod

3  metadata:

4 name: web-server-b
5 labels:

6 app: web-server
7 env: B

8  spec:

9 containers:

10 - name: webserver
11 image: nginx:1.19.6-alpine

As you can see in the code for each of the pods, each pod has a label app,
web-server, and another label called env, with the value of each server (A for
web-server-a and B for web-server-b). You will use these labels later in this
example to selectively allow traffic between these pods.

To create both pods, use the following command:

kubectl create -f web-server-a.yaml
kubectl create -f web-server-b.yaml
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Verify that the pods are running before moving forward by running the
following command:

kubectl get pods -w
This should return an output similar to Figure 11.35:

user@hzrure:-/Hand=-On-Kubernetes-on-Azure/Chapteril} kubectl get pods -w
HaE READY  STATUS RESTARTS  AGE
web-server-a B 1 Pending a gs
web-server-a  @/1 Pending @ 85
web-server-a ContainerCreating

wizh-5¢ p i Pending

web-server-b f Pending

web-seryer-b ! ContainercCreating
wb-sarver-h ! Running

web-server-a il Running

(L TR T |

a
a
]
As

[l
™

Figure 11.35: Both pods are running

4. For this example, we'll use the pod's IP addresses to test the connection. Get
the IP address for web-server-b using the following command:

kubectl get pods -o wide

This should return an output similar to Figure 11.36, in which you'll see the IP
address highlighted:
USerEATURfe = H | n=Hubarngtas-a kubact] geat pods -o wide

HAME READY STATUS 1 E 5 IP MNODE
weli-garyer-a 171 Burning @ 18.2a48,8,17  aks-nodepoall- S691005:4 - um s S OsH0H

Wil - Sl Ve - 171 Rurning 4 11658 18, a8, 43

Figure 11.36: Getting the IP address of web-server-b

5. Now, try to connect from web-server-a to web-server-b. You can test this
connection using the following command:

kubectl exec -it web-server-a -- \
wget -q0- -T 2 http://<web-server-b IP>
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This should return an output similar to Figure 11.37:

ro/Chapterlld kubectl exec -it web-server-a
WEel -gi- -1 2
£ !DOCTYPE hitmlx

L fhils
! U GRe This page, the nginy wab server is successfully installed and
working. Further configuration is required.</pe

tprFor online documentation and support pl ¢ refer ta

£a hrel="FtTp 2,
Commercial support is ilable at
<@ href="hitp: /fngire. conf"sngine . coms fas . 2 fpe

LA, orgdfas, A

+Thank you For using mgina. < fems<fps

Figure 11.37: Verifying that web-server-a can connect to web-server-b

Let's now create a new NetworkPolicy object that will limit all traffic to and
from the pods with the label app web-server. This policy has been provided in
the deny-all.yaml file

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: deny-all
spec:

podSelector:

matchLabels:
app: web-server
ingress: []
0 egress: []

— O 00 N O O b W N —
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Let's explore what's contained in this code:
* Line 1: Here, you define that you are creating a NetworkPolicy object.

* Lines 6-8: Here, you define which pods this network policy will apply to.
In this case, you are applying this network policy to all pods that have
the label app: web-server.

* Lines 9-10: Here, you define the allow rules. As you can see, you are not

defining any allow rules, which will mean that all traffic will be blocked.

Later in this example, you will add more specific ingress and egress rules to
selectively allow traffic to flow.

7. Let's now create this network policy. You can do this using the following
command:

kubectl create -f deny-all.yaml

This will return an output similar to Figure 11.38:

user@izure : -/ Hands -On-Kubernotes -on-aiure/ Chopterild kubectl create - deny-all.yaml

notworkpol icy. networking. kis . io/deny=all creatod

Figure 11.38: Creating the network policy

8. Let's now test the connection between web-server-a and web-server-b again.
You can test this using the following command.

kubectl exec -it web-server-a -- \
wget -q0- -T 2 http://<web-server-b IP>

This should return an output similar to Figure 11.39:

eser@lzure: ~/Hands-On-Kubernotes-on-Arvre/Chapterlld kubect] axwec =it wab-server-a
mget -go T 2 http://16.248.8.42

wet: downlosd timed out
command terminated with exit code 1

Figure 11.39: Traffic is no longer flowing between web-server-a and web-server-b
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9. You will now create another network policy that will selectively allow traffic
from web-server-a to web-server-b. This policy is included in the allow-a-
to-b.yaml file:

1 kind: NetworkPolicy

2 apiVersion: networking.k8s.io/v1
3  metadata:

4 name: allow-a-to-b
5 spec:

6 podSelector:

7 matchLabels:

8 app: web-server
9 ingress:

10 - from:

11 - podSelector:

12 matchLabels:
13 env: A

14 egress:

15 - to:

16 - podSelector:

17 matchLabels:
18 env: B

Let's explore the difference in this file versus the earlier network policy in more
depth:

* Lines 9-13: Here, you are defining which ingress traffic is allowed.
Specifically, you are allowing traffic from pods with the label env: A.

* Lines 14-18: Here, you are defining which egress traffic is allowed. In
this case, you are allowing egress traffic to pods with the label env: B.

Also, note that you are creating this network policy with a new name. This
means you will have two network policies active on your cluster selecting the
pods with the label app: web-server. Both the deny-all and allow-a-to-b
network policies will be present on your cluster, and both apply to pods with
the label app: web-server. Network policies, by design, are additive, meaning
that if any one of the policies allows the traffic, the traffic will be allowed.
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10. Let's create this policy using the following command:

kubectl create -f allow-a-to-b.yaml

This will return an output similar to Figure 11.40:

usonEAzure -~ Hands - 0n -0 e/Chapterlld kubectl create -F allow-a3-to-b.yaml

nEtuﬂPiﬂﬂllEy.ﬂEtnﬁPElng.hﬂE.l&J&llnd a-to-b created

Figure 11.40: Creating a new network policy to allow traffic from web-server-a to web-server-b

11. Let's test the connection between web-server-a and web-server-b again. You
can test this by applying the following command:

kubectl exec -it web-server-a -- \
wget -q0- -T 2 http://<web-server-b IP>

This should return an output similar to Figure 11.41:

usar@fizure |~ Hands-0n-Kubernetes-on-Azure/Chaptorlld kubectl ewec =it web-server-a
>  WEeT -go0- -T 2 hitp://18.248.8.47
< |DOCTYPE html>
<hitmls
T ads
ititlesWelcome to ngine!< titles
cstyles
body {
width: 5Sem:
margin: @
font-famils s Verdana, Arial, sans-serif;
1
cistylas
< thead:
< bl
thlrdelcome to nginx!</his
If you see this page, the nginx web server 1t successfully installed and
working. Furthar confipuration is reguired.«</p>
(04
1nEJﬂt ﬂPELJﬂ'.IEFJJ
al support 1is ddsildhlﬁ at
ca href="nttpc/ /nEinx.con/" nging. condfar. < /p>

en:Thank you For using nginx. <fens</fp»

Figure 11.41: Traffic is again allowed from web-server-a to web-server-b
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12. You have now allowed traffic from web-server-a to web-server-b. You have,
however, not allowed the traffic to pass the other way, meaning traffic from
web-server-b to web-server-a is blocked. Let's test this as well. To test this,
get the IP address of web-server-a using the following command:

kubectl get pods -o wide

This will return an output similar to Figure 11.42, where the IP address of
web-server-a has been highlighted:

TETT - AT vl

HAME READY

Kist

STATUS R
%]

== AT UF S Chng 11% kubect] get pods -a wids
tESTARTS BIGE IF NODE

Web-saryer-a 171 Runfing B 1%m 18,248,8,17 ) sks-nodepoo]l- 1691 - g s Bk
wab-server-b 171 funming @ 19 18.248.8.43  sks-nodapool 1-369 18094 -vns s BEEE1

Figure 11.42: Getting the IP address of web-server-a

You can now test the traffic path from web-server-b to web-server-a:

kubectl exec -it web-server-b -- \
wget -q0- -T 2 http://<web-server-a IP>

This should return an output similar to Figure 11.43:

usarEAzurs ! - Hands -0 ubsrrotes -an-Arure/Chapter1 1% kubect]l axec -it web-sarver-b -- 4
wpEt -qo

wget: download timed owt
command terminated with exlt code 1

Figure 11.43: Traffic from web-server-b to web-server-a is not allowed, as expected

As you can see in Figure 1143, the traffic from web-server-b to web-server-a
times out, showing you that the traffic is blocked.

13. This concludes the example regarding network policies in Azure. In the next
chapter, you will create a new cluster again, so to conclude this chapter, it is
safe to delete this cluster with network policies enabled, using the following
command:

az aks delete -n handsonaks -g rg-handsonaks -y

You have now used network policies to protect traffic between pods. You saw how
a default policy will deny all traffic, and how you can add new policies to selectively
allow traffic. You also saw that if you allow traffic from one pod to another, that the
inverse is not automatically allowed.
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Summary

This chapter introduced you to multiple network security options in AKS. You
explored both securing the control plane and the workload in the cluster.

To secure the control plane, you first used authorized IP ranges to verify that only
allowed public IP addresses can access the control plane of your cluster. After
that, you created a new private cluster, which was only reachable using a private
connection. You connected to that private cluster using Azure Private Link.

After that, you also explored workload network security. Initially, you deployed a
public service, which was available for all users. You then had AKS configure Azure
NSGs to secure that service only to an allowed connection. You verified that you
could connect to the service from your machine, but not from a VM in Azure, as
expected. Finally, you also configured Kubernetes network policies in a new cluster.
You used those to protect pod-to-pod traffic and were able to secure traffic
between different pods on your cluster.

In the next chapter, you will learn how you can use AKS to create Azure resources,
such as an Azure Database for MySQL, using the Azure Service Operator.



Section 4: Integrating
with Azure managed
services

So far in the book, you have run multiple applications on top of Azure Kubernetes
Service (AKS). The applications were always self-contained, meaning the full
application was able to run in its entirety on top of AKS. There are certain
advantages of running a full application on top of AKS. You gain application
portability since you can move that application to any other Kubernetes cluster
with little friction. You also have full control over the end-to-end application.

With great control comes great responsibility. There are certain advantages to
offloading parts of your application to one of the PaaS services that Azure offers.
For example, by offloading your database to a managed PaaS service, you no longer
need to take care of updating the database service, backups are automatically
performed for you, and a lot of logging and monitoring is done out of the box.

In the coming chapters, you will learn more about multiple advanced integrations
and the advantages that come with them. Having read this section, you should

be able to securely access other Azure services, such as Azure SQL Database and
Azure Functions, and perform continuous integration and continuous delivery
(C1/CD) using GitHub Actions.
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This section contains the following chapters:

* Chapter 12, Connecting an application to an Azure database

* Chapter 13, Azure Security Center for Kubernetes

* Chapter 14, Serverless functions

* Chapter 15, Continuous integration and continuous deployment for AKS

You will start this section with Chapter 12, Connecting an application to an Azure
database, in which you will connect an application to Azure Database for MySQL.



12

Connecting an
application to an
Azure database

In previous chapters, you stored the state of your application in your cluster, either
on a Redis cluster or on MariaDB. You might remember that both had some issues
when it came to high availability. This chapter will take you through the process of
connecting to a MySQL database managed by Azure.

We will discuss the benefits of using a hosted database rather than

running StatefulSets on Kubernetes. To create this hosted and managed database,
you will make use of Azure Service Operator (ASO). ASO is a way to create Azure
resources, such as a managed MySQL database, from within a Kubernetes cluster.
In this chapter, you will learn more details about the ASO project, and you will set
up and configure ASO on your cluster.
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You will then make use of ASO to create a MySQL database in Azure. You will use
this managed database as part of a WordPress application. This will show you how
you can connect an application to a managed database. This chapter is broken
down into the following topics:

* Azure Service Operator

* Installing ASO on your cluster

* Creating a MySQL database using ASO

* Creating an application using the MySQL database

Let's start by exploring ASO.

Azure Service Operator

In this section, you will learn more about ASO. We will start by exploring the
benefits of using a hosted database versus running StatefulSets on Kubernetes
itself, and then learn more details about ASO.

All the examples that you have gone through so far have been self-contained; that
is, everything ran inside the Kubernetes cluster. Almost any production application
has a state, which is generally stored in a database. While there is a great advantage
to being mostly cloud-agnostic, this has a huge disadvantage when it comes to
managing a stateful workload such as a database.

When you are running your own database on top of a Kubernetes cluster, you
need to take care of scalability, security, high availability, DR, and backup. Managed
database services offered by cloud providers can offload you or your team from
having to execute these tasks. For example, Azure Database for MySQL comes with
enterprise-grade security and compliance, built-in high availability, and automated
backups. The service scales within seconds. Finally, you also have the option to
configure DR to a secondary region.

It is a lot simpler to consume a production-grade database from Azure than it is to
set up and manage your own on Kubernetes. In the next section, you will explore a
way that Kubernetes can be used to create these databases on Azure.
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What is ASO?

As with most applications these days, much of the hard work has already been
done for us by the open-source community (including those who work for
Microsoft). Microsoft has realized that many users would like to use their managed
services from Kubernetes and that they require an easier way of using the same
methodologies that are used for Kubernetes deployment. The ASO project was
created to solve this problem.

ASO is a new project started in 2020 that succeeds the Open Service Broker for
Azure (OSBA) project. OSBA was Microsoft's original implementation that allowed
you to create Azure resources from within Kubernetes, but this project is no longer
maintained and has been deprecated. ASO serves the same purpose and is actively
maintained and developed.

There are two parts to ASO: a set of CustomResourceDefinitions (CRDs) and a
controller that manages those CRDs. The CRDs are a set of API extensions for
Kubernetes that allow you to specify which Azure resources you want to create.
There are CRDs for resource groups, virtual machines, MySQL databases, and
more.

Most APIs in ASO are still in either the alpha or beta stage, meaning they might
change in the future. Please refer to the documentation at https: //github.com /

Azure/azure-service-operator for an up-to-date resource definition, as the
definitions used in this chapter might have changed.

The controller is a pod that runs on your cluster and monitors the Kubernetes
API for any objects that are created using these CRDs. It's this controller that will
interface with the Azure API and create the resource you create using ASO.

ASO depends on two other projects that you have already learned about in this
book, namely Azure Active Directory (Azure AD) pod-managed identities and cert-
manager. ASO uses Azure AD pod-managed identities to link a managed identity to
the ASO pod. This also means that this managed identity needs to have permissions
to create those resources. ASO uses cert-manager to get access to a certificate for
the ASO pod to use.


https://github.com/Azure/azure-service-operator
https://github.com/Azure/azure-service-operator
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By default, ASO will store secrets such as connection strings in Kubernetes secrets.
As you have learned in the preceding chapters, it's better to store secrets in Key
Vault rather than in Kubernetes. ASO has the option to store secrets in Key Vault as
well, and during the setup, you will configure ASO to store secrets in Key Vault.

For a user perspective using ASO, Figure 12.1 describes what happens when you
create a resource:

1. Asauser, you submit a YAML definition for an Azure resource to the
Kubernetes API. The Azure resources are defined in a CRD.

2. The ASO pod is monitoring the Kubernetes API for changes to the Azure CRD
objects.

3. When changes are detected, ASO will create the resources in Azure.

4. If a connection string was created as part of the resource creation, this
connection string will be stored either as a Kubernetes secret (default) or in
Key Vault (if configured).

YAML file for Kubernetes

u Azure resource secret

Y

Key Vault

Azure API

Figure 12.1: High-level process diagram of resource creation using ASO

In this section, you've learned the basics of the ASO project. In the next section,
you will go ahead and install ASO on your cluster.
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Installing ASO on your cluster

To install ASO on your cluster, you will need a cluster. At the end of the previous
chapter, you deleted your cluster, so you will create a new one here. After that, you
will need to create a managed identity and Key Vault. Both are best practices when
setting up ASO, which is why this chapter will explain how to set up ASO this way.
After the creation of these resources, you need to ensure that cert-manager is set
up in your cluster. Once that is confirmed, you can install ASO using a Helm chart.

Let's start with the first step, creating a new AKS cluster.
Creating a new AKS cluster

Since you deleted your cluster at the end of the previous chapter, let's start by
creating a new cluster. You can do all these steps using Cloud Shell. Let's get
started:

1. First, you will create a new cluster. Since you will be making use of pod
identities for the authorization of ASO, you will also enable the pod identity
add-on on this new cluster. At the time of this writing, the pod identity add-on
is in preview.

If you haven't registered for your subscription for this preview as explained in
Chapter 9, Azure Active Directory pod-managed identities in AKS, please do so
now using the following commands:

az feature register --name EnablePodIdentityPreview \
--namespace Microsoft.ContainerService

You will also need a preview extension of the Azure CLI, which you can install
using the following command:

az extension add --name aks-preview

You will have to wait until the pod identity preview is registered on your
subscription. You can use the following command to verify this status:

az feature show --name EnablePodIdentityPreview \
--namespace Microsoft.ContainerService -o table
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Wait until the status shows as registered, as shown in Figure 12.2:

sserfizure: = Hands -On-Kubernetes -on-Azured az feature show --name EnablePodIdentityProview
namespace Microzoft.ContainerService -o table
Repistrationstate

wiew Registering
ture show --mame EnablePodldentityPreview b

Registrationstate

denti1tyPreaview Registeraed

Figure 12.2: Waiting for the feature to be registered

Once the feature is registered, you need to refresh the registration of the
namespace before creating a new cluster. Let's first refresh the registration of
the namespace:

az provider register --namespace Microsoft.ContainerService

2. Once you registered the preview provider, or if you had already done so as part
of Chapter 9, Azure Active Directory pod-managed identities in AKS, you can
create a new cluster using the following command:

az aks create -g rg-handsonaks -n handsonaks \
--enable-managed-identity --enable-pod-identity \
--network-plugin azure --node-vm-size Standard_DS2_v2 \
--node-count 2 --generate-ssh-keys

3. Once the command is finished, get the credentials to get access to your cluster
using the following command:

az aks get-credentials -g rg-handsonaks \
-n handsonaks --overwrite-existing

You now have a new Kubernetes cluster with pod identities enabled. To continue
the setup of ASO, let's now create a managed identity.
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Creating a managed identity

In this section, you will use the Azure portal to create a managed identity. You will
then give permission to your AKS cluster to manage this managed identity and

give the managed identity access to your subscription to create the resources.
Let's start:

1. In the Azure search bar, look for Managed Identities, as shown in Figure 12.3:

£ Managed Identity b

Services Sew al
» Managed Identities
I @ azure AD Privileged Identity Management

Figure 12.3: Searching for Managed Identities

2. In the resulting screen, click on + New to create a new managed identity, as
shown in Figure 12.4:

Hame »

Managed ldentities =

Default Directory

Mew E,EE Manage wiew '-‘:_:] Refresh -+ Export to O “{_;.0 Chpen query

Filter for any field Subscription == all Resource group ==all X

Shawing O ta O of 0 records

Mame T Type T.L

Figure 12.4: Creating a new managed identity
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3. To organize the resources for this chapter together, create a new resource
group called ASO, as shown in Figure 12.5:

Subscription * © | Aaure subscription 1 ¥
Fesource group © (O | rg-handsonaks b
Creats new
L
Instance details A FESCUErEE group is & container that halds related
Region * (T} resources for an Azure soiuban o
Marme * (D Mame *

=
o IS

Figure 12.5: Creating a new resource group

4. Provide the location and a name for your managed identity; use the name
aso-mi as shown in Figure 12.6 if you wish to follow the example here. Make
sure to select the same region as the region of your cluster:

Create User Assigned Managed Identity

Basics  Tags  Pefwsenw + creale

Project details

Select the subsomiption to TP deployed resources and coste Use resowrme roLps bk folders 1o arganza and
Manags Al orar TeedurOE

Suibscrgtion ¥ Azuie sukseniptie 1 s
Resouroe gragp = O | [Maeh AS o
Creste new
Instance details
Region * (D) Wleng LS 2 w |
Mams ™ {0 | aza-me v

Figure 12.6: Providing Project and Instance details for creating the managed identity
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5. Click Review + create at the bottom of the screen and create the managed

6.

identity.

Once the managed identity is created, you need to capture the client ID and
resource ID for later use. Copy and paste this information in a location where
you can access it later. You can get the client ID in the Overview pane, as shown

in Figure 12.7:
& aso-mi &
Felanagead lhaniine
2 Search (Cirl+] 1 « T Delete
L - Chveriaw #» Esgentials
=1 .‘n:riuh:, 'i.'.-rj Resourice group
Locartion
"'h, Access comsnsd Jasd)
Subsriptan
& Tags
Subscription |0
P Arune role assignments ¥
an ype
Settings Chent 1D
:-_E- Properties Y
B Locks

X

[ty REETETE
: 450
T West LS 2
Angre subsorpban 1
- ede PaleS-4121-42M-876e-e100chati Sal

User assigned managed lentity

E 2acOBdcT e a7 -A4d0-8557-d 196ccleShET [

2042043 a4 e-asch-chadfd nd 565

Figure 12.7: Getting the client ID from the managed identity
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You can get the resource ID in the Properties pane, as shown in Figure 12.8:

<5 aso-mi | Properties

o Managed Identity
[ 2 sesrdh ictien | #
Kame
& Ouverview [uuni
W Activity kg
Fesainoe
Ay Access contral (AN - iype

& T
T Arure rols assignments |ana'.i-:|n
West U5 3
Settings
: Location 1D
3= Properties =
B Leds
Fazaigss |0
Manitaring

| fsubscriptions/eds Tale5-4121-427F-8 fbe-e 100ebattda, .

iy Advizor recommendations

Resaurce group

Aartomation | ATDH

i Tasks {proview)
Resource group D

E Export template | deubseriptions/edsTales-4121-4271-6766 -4 100e0a98. .
Suppart = traublesheoting

Eubacriptian
B New support request | Agure subscrigtion 1

Subscription i0

| fsubscriptionsfedeTaleS-4121-427F- 076 = 100eba989a0

Figure 12.8: Getting the resource ID of the managed identity
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7. The next thing to do on the managed identity is to give our AKS cluster
permissions to it. To do this, click on Access control (IAM) in the left pane, click
on the + Add button at the top of the screen, click Add role assignment from
the dropdown menu, select the Managed Identity Operator role, select User
assigned managed identity from the Assign access to dropdown menu, and
select the handsonaks-agentpool identity and save. This process is shown in

Figure 12.9:

Hosmee: 3 Wi crosos PAanagedidenaty- R 2101038 131500 * ano-mi

8, aso-mi | Access control (IAM)
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.' Tags Yy e ol acceet i il
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s | -
5 Pepenied Parvwim thi bl of Siecs & ol
PR, SETATE [t O M
3 Lincls il y ks e this isiance. Ld
e o
Memitnnng A (1
& Arvans recomreendaticns sy, QoD of SENALE [Py

i ilsavuri by SR bty AmmE o @l 30
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Figure 12.9: Giving AKS access to the managed identity

8. You will now give Managed Identities permission to create resources on your
subscription. To do this, look for Subscriptions in the Azure search bar, as
shown in Figure 12.10, and then select your subscription:
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Figure 12.10: Looking for subscriptions in the Azure search bar

9. In the Subscription pane, click on Access control (IAM), click on the + Add button
at the top of the screen, click Add role assignment, select the Contributor role,
select User assigned managed identity from the Assign access to dropdown
menu, and select the aso-mi identity and save. This process is shown in

Figure 12.11:
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Figure 12.11: Giving the aso-mi permissions to your subscription
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This completes the setup of the managed identity. In the next section, you will
create a key vault and allow the managed identity you just created to create and
read secrets.

Creating a key vault

In this section, you will create the key vault that ASO will use to store connection
strings and secrets. This is optional in the ASO setup process but recommended.

1. To start, look for key vaults in the Azure search bar, as shown in Figure 12.12:

I B by wmalt }CI

Services

'_.H' oy it
B Backup vaults
.ﬁ Becoyvery Sendoes vauls

il S5H ke
Figure 12.12: Looking for key vaults in the Azure search bar

2. Click the + New button at the top of the screen to create a new key vault. Select
the ASO resource group you created earlier and give your key vault a name.
Please note that your key vault name has to be unique, so consider adding
extra characters to the name if it is not unique. Also, make sure to create the
key vault in the same region as your AKS cluster. The resulting configuration is
shown in Figure 12.13:
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Figure 12.13: Key vault configuration

3. Now select Next: Access policy > to configure a new access policy. Here you
will give the aso-mi managed identity you created in the previous section
permission to do secret management in this key vault. To do this, start by
clicking the + Add Access Policy button, as shown in Figure 12.14:

Create key vault
Basics Access policy  Mebworking Tags  Review = create

Enalyie S ce b

[ Aqure virhsl Machires for depicyment (@

:_| Azure Rescurce Manager for bermplate deploymert (1
[] Az Disk Encryption for vebimes encryption O

Fea) b
Permisson mode| LB Wl pocess paliy

i:ﬂl fmure role-based access cantral [preview)

-

+ Add Access Policy

—

Figure 12.14: Clicking the + Add Access Policy button
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4. In the resulting popup, select the Secret Management template, then click on
None selected to select your managed identity. In the resulting popup, look for
the aso-mi managed identity, select it, and then click Select followed by clicking
on Add, as shown in Figure 12.15:

Hame » keyvaults 2 Create key vault 2 Principal "
Add access policy Select a principal
Beld arcess policy

2 et ] -y
Corduie bom terngate Joptcnal] i il

et
we T
Koy prmissions S8 T -ofd ) 440t BA5T - o 1o d e Sk
Sart i
O seecied e’
Seciat B EEaaTT
0 sEaciad e
CoTilicale p e G
0 sptecied el Selec bl e
Select prrcipal *
BeR01- M |
| Hemawe

Hore selecmd Sac8dcT efT-ddcds B35 T - 01800dBe Shil T

Bigthorired applicanon (L

Figure 12.15: Adding the secret management permissions to the managed identity

5. This has configured the access policy in Key Vault. Now click the Review +
create button, and in the last window hit Create to create the key vault. This
should take a couple of minutes to complete.

Once your key vault has been deployed, you are ready to start installing ASO, which
will be explained in the next section.
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Setting up ASO on your cluster

Now that you have the required managed identity and Key Vault, you are ready to
start deploying ASO on your cluster. You can do all these steps using Cloud Shell.
Let's get started:

1. You created a new cluster in the Creating a new AKS cluster section. You will
need to link the managed identity you created earlier to the cluster. The ASO
components will be created in their own namespace, so you will also create a
new namespace for this:

kubectl create namespace azureoperator-system

az aks pod-identity add --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace azureoperator-system \
--name aso-identity-binding \
--identity-resource-id <resource ID of managed identity>

2. Now you can install cert-manager on your cluster. You've done this once
before in Chapter 6, Securing your application with HTTPS, but at the end of
the chapter you were asked to remove this component. You can install it again
using the following command:

kubectl apply -f https://github.com/jetstack/cert-manager/releases/
download/v1.1.0/cert-manager.yaml

3. Track the deployment status of cert-manager using the following command:
kubectl rollout status \

-n cert-manager deploy cert-manager-webhook

Wait until the rollout shows that it's successfully rolled out, as shown in
Figure 12.16:

8 PR LA | ATl Chapterlrd kubectl rollout status b
m cert-merager deploy cert-manager-webhook

Wafitirg for deployment “cert-ranager-sebhack” rollout ta Finleh: @ of 1 updsted replican are svadlable. ..

deployrenl "cerl-mdnaper-rebhock™ succasafully rolled ot

Figure 12.16: Checking the rollout status of cert-manager
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4. Once cert-manager has fully rolled out, you can start the ASO installation. Start
by adding the Helm repo for ASO using the following command:

helm repo add azureserviceoperator \
https://raw.githubusercontent.com/Azure/azure-service-operator/
master/charts

5. Next, you need to provide configuration values for your ASO installation.
Open the values.yaml file that is part of the code sample that comes with this
chapter using the following command:

code values.yaml

Fill in all the required values in that file, as shown here:

1 azureTenantID: "<tenant ID>"

2 azureSubscriptionID: "<subscription ID>"
3  azureOperatorKeyvault: "<key vault name>"
4 azureClientID: "<client ID>"

5 cloudEnvironment: AzurePublicCloud

6  azureUseMI: true

7 image:

8 repository: mcr.microsoft.com/k8s/azureserviceoperator:0.1.16800
9 installAadPodIdentity: true

10 aad-pod-identity:

11 azureldentityBinding:

12 name: aso-identity-binding

13 selector: aso_manager_binding
14 azureldentity:

15 enabled: True

16 name: aso-identity

17 type: 0

18 resourcelID: "<resource ID>"
19 clientID: "<client ID>"

As shown in the previous code sample, you will need to provide your tenant
ID, subscription ID, key vault name, client ID of the managed identity (twice),
and resource ID of the managed identity. You can find the tenant ID and
subscription ID with the following command:

az account show


https://raw.githubusercontent.com/Azure/azure-service-operator/master/charts 
https://raw.githubusercontent.com/Azure/azure-service-operator/master/charts 
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This will return an output similar to Figure 12.17, in which the tenant ID and
subscription ID have been highlighted:

user@zure:~/Hands-On-Kubernetes-on-Azure/Chapterll$ az account show

{

"environmentiame”: "Azyurellowd"

"homeTenantId": "1cf4b872-aedd-44c8-8318-2bad3ess5f591",
“id": "ede7ale5-4131-437f-EThe-elddebasgsan™,
"isDefault™: true,

"managedByTenants": [],

"nama”: “AZure subscription 17,

"state": “"Enabled".
"tenantId”: "1cf4bE72-aedd-44C8-8318-2bad3ea5f551",
"usar": {
"cloudshellID": true,
"name”: “1ive.comthandson-aks-book@outlook.com”,
"type”: “user"

}

Figure 12.17: Getting the subscription ID and tenant ID

6. Once you have the values filled in, you can install ASO using the following
command:

helm upgrade --install aso \
azureserviceoperator/azure-service-operator \
-n azureoperator-system --create-namespace \
-f values.yaml

7. The installation process takes a couple of minutes. Wait until the following
command returns a successful rollout:

kubectl rollout status deploy \
-n azureoperator-system azureoperator-controller-manager

The output should look similar to Figure 12.18:

s deploy

it 8 of 1 updatad reglicas ara avallilrla.

Figure 12.18: Checking the status of the deployments for ASO
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8. At the time of writing, there was an issue with the aadpodidbinding label on
the deployment of azureoperator-controller-manager. This can, however, be
fixed by applying a patch, to apply a new label to that deployment. The patch
has been provided in the files for the chapter, specifically in the patch.yaml
file:

spec:
template:
metadata:
labels:
aadpodidbinding: aso-identity-binding

As you can see, the patch itself applies a new label to the pods in the
deployment. You can apply the patch using the following command:

kubectl patch deployment \
azureoperator-controller-manager \
-n azureoperator-system \
--patch "$(cat patch.yaml)"

This will ensure that you can use ASO in the next section.

Now that ASO has been deployed on your cluster, you are ready to start deploying
Azure resources using Kubernetes and ASO. You will do that in the next section.

Deploying Azure Database for MySQL using ASO

In the previous section, you deployed ASO on your Kubernetes cluster. This
means that now you can use the Kubernetes API to deploy Azure resources. In
this section, you will create a MySQL database running on the Azure Database for
MySQL service using YAML files that you will submit to Kubernetes using kubectl.
Let's get started:
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1. First, you need to create a resource group. The code for the resource group
definition is also available in the code samples with this chapter. Create this file
and save it as rg.yaml:

apiVersion: azure.microsoft.com/vialphail
kind: ResourceGroup
metadata:
name: aso-resources
spec:
location: <cluster location>

As you can see in the code for the resource, apiVersion refers to
azure.microsoft.comand kind is ResourceGroup. Furthermore, you provide
the details for the resource group, being its name and its location. Make sure to
change location to the location of your cluster.

You can create this resource group using the following command:

kubectl create -f rg.yaml

To monitor the process of the resource group creation, you can use the
following command:

kubectl get resourcegroup -w
This returns an output similar to Figure 12.19:
uzerfArure::=/Hands-On-Kubarnetes - on -4z ‘Chapterl2y kubactl get rg =W

MAME FROVISIONED
d50-resourdegs

d50-rE5s0urces
AS0-FESOUrces true successfully provisionsd

Figure 12.19: Monitoring the creation of a new resource group

2. Let's also verify that the resource group was created in Azure. To do so, look
for the resource group name (aso-resources, in this example) in the Azure
search bar, as shown in Figure 12.20:
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L aso-resources i

Services
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sy Al resources

Resources

g Ma results were faund.

Resource Groups
[} aso-resources i
Figure 12.20: Searching for the resource group in the Azure portal

As you can see, the resource group is returned in the search results, meaning
the resource group was successfully created.

Now you can create the MySQL server. You won't create a virtual machine to
run MySQL, but rather create a managed MySQL server on Azure. To create
this, you can use the mysgl-server.yaml file that is provided for you:

1 apiVersion: azure.microsoft.com/vialphal
2  kind: MySQLServer

3  metadata:

4 name: <mysql-server-name>

5 spec:

6 location: <cluster location>

7 resourceGroup: aso-resources

8 serverVersion: "8.0"

9 sslEnforcement: Disabled
10 createMode: Default

11 sku:

12 name: B_Gen5_1

13 tier: Basic

14 family: Gen5

15 size: "5120"

16 capacity: 1
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This file contains specific configurations for the MySQL server. A number of
elements are worth pointing out:

* Line 2: Here you define that you will create a MySQLServer instance.

* Line 4: Here you give the server a name. This name has to be globally
unique, so consider appending your initials to the server name.

e Line 6: The location of the MySQL server you will create. Make sure to
change location to the location of your cluster.

* Line 9: sslEnforcement is disabled for this demo. This has been done to
make the demo easier to follow. If you create a production cluster, it is
highly recommended to enable ss1Enforcement.

* Line 11-16: Here you define the size of the MySQL server. In this case,
you are creating a basic server with 5 GB of capacity. If you plan to use
this for production use cases, you will likely need a larger server.

You can create the MySQL server using the following command:

kubectl create -f mysql-server.yaml

This will take a couple of minutes to complete. You can follow the progress
using the following command:

kubectl get mysqlserver -w
This will return an output similar to Figure 12.21:
user@izure:-/Hands -On-Kubgrnetes-on-aAzure/Chapterl2$ kubectl get mysglserver -w

MAME FROVISIONED MESSAGE
wWp -helm-mysaql

wp -helm-eyagl

wp-helm-mysql

wp-helm-mysql request submitted to Azure
wp=hilm-mysgl trua succasstully provisioned

Figure 12.21: Monitoring the creation of the MySQL server

If you were to run into errors when creating the MySQL server, please refer

to the ASO documentation at https: //github.com /Azure /azure-service-
operator/blob/master/docs /troubleshooting.md.


https://github.com/Azure/azure-service-operator/blob/master/docs/troubleshooting.md
https://github.com/Azure/azure-service-operator/blob/master/docs/troubleshooting.md

Deploying Azure Database for MySQL using ASO | 377

Once you get the message that the server has successfully been provisioned,
you can exit out of this command by pressing Ctrl + C.

. After the MySQL server, you can create the MySQL database. The definition of
the MySQL database has been provided in the mysql-database.yaml file:

1 apiVersion: azure.microsoft.com/vialphail
2 kind: MySQLDatabase

3  metadata:

4 name: wordpress-db

5 spec:

6 resourceGroup: aso-resources

7 server: <mysqgl-server-name>

The definition of the database is providing a name and referring to the
server you created earlier. To create the database, you can use the following
command:

kubectl create -f mysql-database.yaml

This will take a couple of seconds to complete. You can follow the progress
using the following command:

kubectl get mysgldatabase -w

This will return an output similar to Figure 12.22:

¥ kubsctl get mysqldatabase -w

Figure 12.22: Monitoring the creation of the MySQL database

Once you get the message that the database has successfully been provisioned,
you can exit out of this command by pressing Ctrl + C.
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5. You can create a firewall rule that will allow traffic to your database. In this
example, you will create a rule that will allow traffic from all sources. In a
production environment, this is not recommended. For the recommended
networking configurations for Azure Database for MySQL, please refer to the

documentation: https: //docs.microsoft.com /azure /mysql /flexible-server/

concepts-networking.
The configuration for the firewall rule has been provided in the mysql-

firewall.yaml file:

1 apiVersion: azure.microsoft.com/vialphal
2 kind: MySQLFirewallRule

3 metadata:

4 name: allow-all-mysql

5 spec:

6 resourceGroup: aso-resources

7 server: <mysql-server-name>

8 startIpAddress: 0.0.0.0

9 endIpAddress: 255.255.255.255

As you can see, we refer to the MySQL server that was created earlier and allow
traffic from all IP addresses (meaning from 0.0.0.0 to 255.255.255. 255).

To create the firewall rule, you can use the following command:

kubectl create -f mysql-firewall.yaml

This will take a couple of seconds to complete. You can follow the progress
using the following command:

kubectl get mysqglfirewallrule -w

This will return an output similar to Figure 12.23:

18 kubactl gt sysglfiresallrule -w

Cresteldriipdatefuture: aspechronmn operation hes not cosplieted

Figure 12.23: Monitoring the creation of the MySQL firewall rule

Once you get the message that the firewall rule has successfully been
provisioned, you can exit out of this command by pressing Ctrl + C.


https://docs.microsoft.com/azure/mysql/flexible-server/concepts-networking
https://docs.microsoft.com/azure/mysql/flexible-server/concepts-networking
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6. Let's verify that all of this was successfully created in the Azure portal. To
do so, start by searching for the MySQL server name (wp-helm-mysql in this
example) in the Azure search bar as shown in Figure 12.24. Click on the server

to go to the details:

F wp-helrm-mysal
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Mo results were found,

Amsourees
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Figure 12.24: Searching for the MySQL server in the Azure portal

7. This will take you to the Overview pane of

the MySQL server. Scroll down in

this pane and expand the Available resources section. Here you should see that
wordpress-db was created, as shown in Figure 12.25:
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Figure 12.25: The database created through ASO is shown in the Azure portal
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8. From the MySQL server pane, click on Connection security in the left-hand
navigation to verify the firewall rule. You should see the firewall rule you
created through ASO on this pane, as shown in Figure 12.26:
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Figure 12.26: The firewall rule created through ASO is set on the MySQL server

This verifies that you were able to create a MySQL server with a database in
Azure and configure its firewall settings.

In this section, you've used ASO to create a MySQL server, as well as a database on
that server, and then finally configured its firewall. You were able to do all of this
using Kubernetes YAML files. ASO translated those YAML files to Azure and created
the resources for you. Finally, you were able to confirm everything was created and
configured in the Azure portal.

In the next and final section, you will use this database to support the WordPress
application.

Creating an application using the MySQL database

You now have a MySQL database. To showcase that you can use this database to
configure an application, you will use the WordPress application. You can install
this using Helm and provide the connection information to your database in the
Helm configuration:
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1. To start, you will need the connection information to your database server.
When you installed ASO on your cluster, you configured it to use Key Vault as
a secret store rather than Kubernetes secrets. You will need this connection
information to connect WordPress to your Azure MySQL database.

Search for Key Vaults in the Azure search bar, as shown in Figure 12.27, click
on Key vaults, and then select the key vault you created earlier in the chapter:

M Key Vauits o,

Services

{E} key vaults

#% Backup vaults
Figure 12.27: Searching for key vaults in the Azure portal

2. In the resulting pane, click on Secrets in the left-hand navigation and then click
on the secret, as shown in Figure 12.28. The name of this secret follows the
naming convention <object type>-<Kubernetes namesapce>-<object name>.
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Figure 12.28: The MySQL secret in the Azure portal
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3. You will then get a view with multiple versions of your secret; click the current
version as shown in Figure 12.29:
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Figure 12.29: Different secret versions in your key vault
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Now, copy the value of the secret, as shown in Figure 12.30:

Cashboard > Key vaults > handsonaks-aso . mysglserver-default-wp-helm-mysgl >

clee27c8a32848668288cebbe2bcf7f4 =

Sacret Varsion @ Diactory: Unknown directony

=] Save X Diseard
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— i

L to chpboard
Secret value i

Figure 12.30: Copying the value of the secret to clipboard
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4. The secret contains several pieces of information related to your database
connection that you will need for the Helm installation. It contains the fully
qualified server name, the username, and the password. The values in the
secret are Base64 encoded. To make working with this secret easier, a shell
script has been provided that will give you the required decoded values. To run
this script, use the following command:

sh decode-secret.sh <secret value>

An example is shown in Figure 12.31:

diWSHeEE R ep=-

.database.azure.con”

Figure 12.31: Decoding the secret

5. You can use the values outputted by the previous step to configure Helm to
use your Azure MySQL database. The following Helm command will set up
WordPress on your cluster, but use an external database:

helm repo add bitnami https://charts.bitnami.com/bitnami
helm install wp bitnami/wordpress \
--set mariadb.enabled=false \
--set externalDatabase.host='<decoded host value>' \
--set externalDatabase.user='<decoded user value>' \
--set externalDatabase.password='<decoded password value>' \
--set externalDatabase.database="'wordpress-db' \
--set externalDatabase.port='3306"'

As you can see, with this command, you disabled the MariaDB installation by
setting the mariadb.enabled value to false and then provided the connection
information to the external database.



Creating an application using the MySQL database | 385

To monitor the setup of WordPress, you can use the following command:

kubectl get pods -w

This will take a couple of minutes to fully set up, and finally, you should see the
WordPress pod in a running state and ready, as shown in Figure 12.32:

userghzure:~/Hands -0On-Kubernetes-on-Azure/Chapteri2?d kubectl get pods
MAME READY  STATUS RESTARTS  AGE
wp-wordpress-99f4584596-pslcz 2,1 Pending 8 35
wp-wordpress-99f458496-ps
]
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wp-Wordpress-99f458496-pslcz @/l ContalmerCreatling
wp-Wordpress-99T4584596 r a1 Running

4
49
wWp-wordpress-99f45845968-pslcz 1/1 Running

Figure 12.32: WordPress pod in a running state

Once the pod is running and ready, you can stop this command by pressing
Ctrl + C. If you remember the WordPress deployment in Chapter 3, Application
deployment on AKS, there was a second pod present in the WordPress
installation hosting a MariaDB database. This pod is no longer there since we
replaced it with an Azure MySQL database.

6. Let's now finally connect to this WordPress application. You can get the public
IP address of the WordPress website using the following command:

kubectl get service

This will show you the public IP, as shown in Figure 12.33:

BB LT ure: fmnidy -
MAME T¥PE
kubernotos ClusterIP 18.8.8.1 LMonas A13/TCP

Wp-wordpress Loaddalamcer  19.9,174.94 51,143,111, 5% B@:I2393 TCP, 443 12765/ TCP

an-Kubernetes-on-Azure/Chapter1if kubsctl pet servics
CLUSTER-TP EXTERMAL -TF PORT(S)

Figure 12.33: Getting the public IP of the WordPress website



386 | Connecting an application to an Azure database

Enter this IP address in your web browser's address bar and hit Enter. You
should be able to see the WordPress landing page with the default demo post,
as shown in Figure 12.34:

LISER™ BLOGI
Juel anpthes WardPress e

Hello world!

Welcome to WordPress: This o goar First past. Edit or delete it then
start writing!

Fublished Februsry 14, 2021

Cabwgrrigad Unn.lllﬂl?ll}l.l!]

Figure 12.34: Browsing to the WordPress website

You now have a fully functional WordPress website hosted on Kubernetes, with
the database being backed by Azure Database for MySQL.

7. This concluded the examples from this chapter. You created a number of
resources and installed a number of cluster components. Let's also clean them
up from the cluster using the following commands:

helm uninstall wp

kubectl delete -f mysql-firewall.yaml

kubectl delete -f mysql-database.yaml

kubectl delete -f mysql-server.yaml

kubectl delete -f rg.yaml

helm uninstall aso -n azureoperator-system

az aks pod-identity delete --resource-group rg-handsonaks \
--cluster-name handsonaks --namespace azureoperator-system \
--name aso-identity-binding

kubectl delete namespace azureoperator-system

kubectl delete -f https://github.com/jetstack/cert-manager/releases/

download/v1.1.0/cert-manager.yaml

az group delete -n aso --yes



https://github.com/jetstack/cert-manager/releases/download/v1.1.0/cert-manager.yaml 
https://github.com/jetstack/cert-manager/releases/download/v1.1.0/cert-manager.yaml 
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You've been able to connect an application on Kubernetes to an Azure-managed
MySQL database. You used the WordPress Helm chart and provided custom values
to configure this Helm chart to make it connect to the managed database.

Summary

This chapter introduced Azure Service Operator (ASO). ASO is an open-source
project that makes it possible to create Azure services using Kubernetes. This
allows you as the user to not have to switch between the Azure portal or CLI and
Kubernetes resource definitions.

In this chapter, you created a new AKS cluster and then installed ASO on this
cluster. You then created a MySQL database on Azure using ASO. You verified that
this database was available in Azure using the Azure portal.

Finally, you created a WordPress application on your Kubernetes cluster that
connected to the external database. You verified that the application was running
and available as you've seen in previous chapters.

In the next chapter, you will learn about other Azure integrations with AKS, namely
Azure Security Center and Azure Defender for Kubernetes, which are used to
monitor the security configuration of your cluster and mitigate threats.
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Azure Security
Center for
Kubernetes

Kubernetes is a very powerful platform with a lot of configuration options.
Configuring your workload the right way and making sure you follow best
practices can be difficult. There are industry benchmarks that you can follow to
get guidelines for how to deploy your workloads securely, such as the Center for
Internet Security (CIS) Benchmarks for Kubernetes: https: //www.cisecurity.org /
benchmark /kubernetes/.

Azure Security Center is a unified infrastructure security management platform. It
provides continuous security monitoring and alerting for resources in Azure as well
as for hybrid workloads. It offers protection for many Azure resources, including
Kubernetes clusters. This will allow you to ensure your workloads are configured
securely and protected.


https://www.cisecurity.org/benchmark/kubernetes/
https://www.cisecurity.org/benchmark/kubernetes/
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Azure Security Center offers two types of protection. First, it monitors your
resource configuration and compares it to security best practices, and then gives
you actionable recommendations to improve your security posture. Second, it
also does threat protection by assessing your workloads and raising alerts when
a potential threat is identified. This threat detection capability is part of a feature
called Azure Defender within Azure Security Center.

When it comes to monitoring Kubernetes workloads, Azure Security Center

can monitor both your cluster configuration as well as the configuration of the
workloads running in your cluster. To monitor the configuration of the workloads
in your cluster, Azure Security Center uses Microsoft Azure Policy for Kubernetes.
This free add-on for Azure Kubernetes Service (AKS) will enable Azure Security
Center to compare the configuration of your workloads against known best
practices.

Azure Defender also has specific threat detection capabilities for Kubernetes. It
monitors a combination of Kubernetes audit logs, node logs, as well as cluster and
workload configuration to identify potential threats. Examples of threats that can
be discovered are crypto-miners, the creation of high-privileged roles, or exposing
the Kubernetes dashboard.

In this chapter, you'll enable Azure Security Center, Azure Policy for Kubernetes,
and Azure Defender for Kubernetes and monitor several sample applications
against threats.

In this chapter, we will cover the following topics:

* Azure Security Center for Kubernetes

* Azure Defender for Kubernetes

* Deploying offending workloads

* Analyzing configuration using Azure Secure Score
* Neutralizing threats using Azure Defender

Let's start by setting up Azure Security Center for Kubernetes.
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Setting up Azure Security Center for Kubernetes

We'll start this chapter by setting up Azure Security Center for Kubernetes. To
enable Azure Security Center for Kubernetes, you need to enable Azure Policy
for AKS on your cluster. This will enable Azure Security to monitor your workload
configuration. To benefit from Azure Defender's threat protection, you will also
need to enable Azure Defender for Kubernetes on your subscription.

Let's get started.

1. Search for your AKS cluster in the Azure search bar, as shown in Figure 13.1:

I £ handsonak Kl

T Services
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| Mo results were faumnd
Resources
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| 5 handsonaks-agentpacl bharaged kdentiy

Figure 13.1: Looking for your cluster in the Azure search bar

2. You will now enable Azure Policy for AKS. To enable this, click the Policies
button on the left-hand side and on the resulting pane, click on Enable add-on,
as shown in Figure 13.2:
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Figure 13.2: Enabling Azure Policy for AKS

Enabling the add-on will take a couple of minutes to complete. After a while,
you should see a message saying that the service is now enabled, as shown in
Figure 13.3:
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Figure 13.3: Azure Policy for AKS is now enabled
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This has enabled Azure Policy for AKS. Next, you will enable Azure Defender to
get the threat prevention ability from Azure Security Center. To do so, look up
security center in the Azure portal's search bar, as shown in Figure 13.4:
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Figure 13.4: Searching for security center in the Azure portal search bar

If this is the first time you are accessing Azure Security Center in your
subscription, you'll be greeted with a message as shown in Figure 13.5. To
enable Azure Defender, click on Upgrade at the bottom of the screen:
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Figure 13.5: Upgrading to Azure Defender
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If you're not accessing Azure Security Center in your subscription for the first
time, you might not be greeted with this message to enable Azure Defender.
To enable it, click on Pricing & settings on the left-hand side and select your
subscription, as shown in Figure 13.6:

Al sargrrds B e gty Cienlen

i Security Center | Pricing & settings

g Mimogrinn fArae edmogriien 1

B Eaainch o+
Gurmiat

D Swervew

il Getting staried

5 Recommendaton
W cenrny aleits

L T

B Commurnity

Daud Seney

D Eeurs Socie

] Reyulineey cormpliaicn
@ Asuie Delarce

[ ——

I8 Pricing & setings

. Security pobcy

W seoricg sbtions

{3 ‘W kiiow automation

“H coseage

i " Pricing & Settings
Configune prcing, data collechion and addiiional setings of your Azune subscHptions and workspaces

1 SLIESCPTIONS

¥ G Loy Naffm
Hime Asuina Dulerder plas

figure I||||1l|.'r||1||r|n1 [ 1]

Figure 13.6: Manually upgrading to Azure Defender
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In the resulting pane, select the right box with the title Azure Defender on
and click the Save button at the top of the screen to enable Azure Defender.
Optionally, you could tune which service you want to enable /disable Azure
Defender for, as shown in Figure 13.7:
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Figure 13.7: Turning on Azure Defender for your subscription
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Now that you have enabled Azure Security Center and Azure Defender, it will
take up to 30 minutes for the system to configure the default policy and start
detections.

While you are waiting for this configuration to become effective, you will deploy
several offending workloads on your cluster, which will trigger alerts in Azure
Defender.

Deploying offending workloads

To trigger recommendations and threat alerts in Azure Security Center, you will
need to have offending workloads deployed on your cluster. In this section, you
will deploy a number of workloads to your cluster that are either not configured
according to best practices or even contain potentially malicious software such as
crypto-miners. Let's have a look at the examples of offending workloads you can
find in the code samples for this chapter:

* crypto-miner.yaml: This file contains a deployment that will create a
crypto-miner on your cluster.

1 apiVersion: apps/v1
2 kind: Deployment

3 metadata:

4 name: crypto-miner
5 labels:

6 app: mining

7

8

spec:
replicas: 1
9 selector:
10 matchLabels:
11 app: mining
12 template:
13 metadata:
14 labels:
15 app: mining
16 spec:
17 containers:
18 - name: mining

19 image: kannix/monero-miner:latest
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This file is a regular deployment in Kubernetes. As you can see on line 19, the
container image for this deployment will be a crypto-miner.

Note

Make sure to stop running the crypto-miner as soon as you are done with

this chapter, as explained in the Neutralizing threats using Azure Defender
section. There is no point in running the crypto-miner any longer than this
example requires.

* escalation.yaml: This file contains a deployment that allows privilege
escalations in the container. This means that a process in the container
can get access to the host operating system. There are cases where this is
desired behavior, but typically you don't want this configuration.

0 N O OB W N =
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apiVersion: apps/vl
kind: Deployment
metadata:
name: escalation
labels:
app: nginx-escalation
spec:
replicas: 1
selector:
matchLabels:
app: nginx-escalation
template:
metadata:
labels:
app: nginx-escalation
spec:
containers:
- name: nginx-escalation
image: nginx:alpine
securityContext:

allowPrivilegeEscalation:

true
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As you can see in the preceding code sample, on lines 20-21, you configure the
security context of the container with securityContext. You allow privilege
escalation on line 21.

* host-volume.yaml: This file contains a deployment with a directory on the
host mounted in the container. This is not recommended because this way,
the container can get access to the host.

1 apiVersion: apps/vl

2 kind: Deployment

3 metadata:

4 name: host-volume

5 labels:

6 app: nginx-host-volume

7 spec:

8 replicas: 1

9 selector:

10 matchLabels:

11 app: nginx-host-volume
12 template:

13 metadata:

14 labels:

15 app: nginx-host-volume
16 spec:

17 containers:

18 - name: nginx-host-volume
19 image: nginx:alpine
20 volumeMounts:

21 - mountPath: /test-pd
22 name: test-volume
23 readOnly: true

24 volumes:

25 - name: test-volume

26 hostPath:

27 # Directory on host
28 path: /tmp



Deploying offending workloads | 399

This code sample contains a volumeMount field and a volume. As you can see in
lines 24-28, the volume is using hostPath, meaning it mounts a volume on the
node running the container.

* role.yaml: A role with very broad permissions. It is recommended to
approach roles in Kubernetes with the principle of least privilege to ensure
permissions are tightly controlled. A role with broad permissions is first and
foremost a bad configuration, but worse, could be a sign of compromise on
your cluster.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: super-admin
rules:
- apiGroups: ["*" ]
resources: ["*"
verbs: ["x"

O N O O b W N =

This instance of ClusterRole gives very broad permissions, as you can see
in lines 6-8. This configuration gives anybody who gets assigned this role all
permissions on all resources on all APIs in Kubernetes.

None of the deployments in these code samples contain resource requests and
limits. As explained in Chapter 3, Application deployment on AKS, it is recommended
to configure resource requests and limits, as these can prevent a workload from
consuming too many resources.

Finally, you will also deploy the Kubernetes dashboard on a public service. This is
also highly discouraged, as this might inadvertently give attackers access to your
cluster. You will see how Azure Defender detects this.

Let's start deploying these files.

1. Open Cloud Shell in the Azure portal and navigating to the code samples for
this chapter.
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2. Once there, execute the following commands to create the offending
workloads.

kubectl create -f crypto-miner.yaml
kubectl create -f escalation.yaml
kubectl create -f host-volume.yaml
kubectl create -f role.yaml

This will create an output similar to Figure 13.8:
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clusterrole.rbac.avthorization. ks. io/super-adein created

Figure 13.8: Creating the offending workload

3. Now, deploy the Kubernetes dashboard using the following command:
kubectl apply -f https://raw.githubusercontent.com/kubernetes/
dashboard/v2.0.0/aio/deploy/recommended.yaml

This will create an output similar to Figure 13.9:
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Figure 13.9: Creating the Kubernetes dashboard
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4. By default, the Kubernetes dashboard is not exposed through a load balancer.
This is also the recommended configuration, because the dashboard gives
broad access to your cluster. In this chapter, however, you will create this
discouraged configuration to trigger a security alert in Azure Defender. To add
a load balancer to the Kubernetes dashboard, use the following command:

kubectl patch service \
kubernetes-dashboard -n kubernetes-dashboard \
-p '{"spec": {"type": "LoadBalancer"}}'

This will patch the service and turn it into a service of the LoadBalancer type.
Verify that this was patched successfully and get the public IP address of the
service using the following command:

kubectl get service -n kubernetes-dashboard

This will generate an output similar to Figure 13.10:
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Figure 13.10: Getting the public IP of the kubernetes-dashboard service

5. Verify that you can access this service by browsing to https://<public IP>.
Depending on your browser configuration, you might get a certificate error,
which you can bypass by selecting Continue to <public IP> (unsafe), as shown in
Figure 13.11:
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Figure 13.11: Security warning about the certificate on the Kubernetes dashboard service

Once you have continued to the dashboard, you should get a sign-in screen as
shown in Figure 13.12:
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Figure 13.12: The exposed Kubernetes dashboard

You won't sign in to the dashboard here, but if you wish to explore its
capabilities, please refer to the Kubernetes documentation at https: //

kubernetes.io/docs /tasks /access-application-cluster/web-ui-dashboard/.

You now have five offending workloads running on your cluster. Some of these will
cause configuration warnings in Azure Security Center; some others will even trigger
a security alert. You will explore those in the next two sections of this chapter.


https://kubernetes.io/docs/tasks/access-application-cluster/web-ui-dashboard/
https://kubernetes.io/docs/tasks/access-application-cluster/web-ui-dashboard/
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Analyzing configuration using Azure Secure Score

In the previous section, you created several workloads that are purposefully
misconfigured. In this section, you'll review the recommendations in Azure
Security Center related to these workloads.

Note

It can take up to 30 minutes after the workloads have been created for
recommendations and alerts to show up.

1. After you have created the offending workloads, you will get security
recommendations in Azure Security Center. To start, click on Secure Score in
the left-hand navigation within Azure Security Center. This will show you a
pane similar to Figure 13.13:
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Figure 13.13: Secure Score in Azure Security Center
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What you see here is a summary of the security posture of your environment.
In the example shown in Figure 13.13, you see that the overall secure score was
32%. If you manage multiple Azure subscriptions, this view can give you a quick
bird's-eye view of the security configuration of your environment.

Let's drill down into the configuration of the Kubernetes cluster by clicking
on the Azure subscription 1 subscription at the bottom of Figure 13.13. This will
bring you to a pane similar to Figure 13.14:
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Figure 13.14: Secure Score details for the subscription

This view contains more details about the secure score for this subscription. It
again shows you the secure score, as well as the recommendation status and
resource health. The bottom of the screen contains more details about the
specific recommendations.
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3. Tune this screen to get more insight into the Kubernetes recommendations.
To do this, disable the Group by controls option on the right-hand side of
the screen, and set the Resource type filter to managed cluster, as shown in
Figure 13.15:
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Figure 13.15: Kubernetes recommendations in Azure Security Center

You are now looking at a list of Kubernetes security recommendations
recommended by Azure Security Center. The list is too exhaustive to cover
completely in this chapter, but if you want to see more details about each
recommendation, please refer to the AKS documentation for more detailed

descriptions: https: //docs.microsoft.com /azure /aks /policy-reference.


https://docs.microsoft.com/azure/aks/policy-reference
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4. Let's, however, explore a number of the recommendations that were caused
by the offending workloads you created earlier. Start by clicking on the
recommendation called Container with privilege escalation should be avoided.
This will bring you to a view similar to Figure 13.16:
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Figure 13.16: Details of the Container with privilege escalation should be avoided recommendation

As you can see, this recommendation contains a description of the
recommendation itself, as well as a number of remediation steps to follow this
recommendation. It also shows you the affected resource, which in this case is
an AKS cluster. If you click on the cluster, you will even get more details about
the offending workload, as shown in Figure 13.17:
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Figure 13.17: Pods affected by the privilege escalation recommendation

In this case, each of the pods you created triggered this recommendation,
not just the one where privilege escalation was allowed. This shows you

that Kubernetes allows this privilege escalation by default and you should
implement the safeguard in all your deployments. This shows you the benefit
of a security monitoring solution such as Azure Security Center, to monitor
against potential side effects of the default configuration.

Let's apply the suggested remediation to this issue. To solve the privilege
escalation, you will need to configure the security context of the container
to no longer allow privilege escalation. This can be done by updating each
deployment using the following commands:

kubectl patch deployment crypto-miner -p

{
"spec": {
"template": {
"spec": {
"containers": [
{
"name": "mining",
"securityContext": {
"allowPrivilegeEscalation": false
}
}
]
}
3
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}
kubectl patch deployment escalation -p '
{
"spec": {
"template": {
"spec": {
"containers": [
{
"name": "nginx-escalation",
"securityContext": {
"allowPrivilegeEscalation": false
}
}
]
3
}
3
}
kubectl patch deployment host-volume -p '
{
"spec": {
"template": {
"spec": {
"containers": [
{
"name": "nginx-host-volume",
"securityContext": {
"allowPrivilegeEscalation": false
}
}
]
3
}
3



Analyzing configuration using Azure Secure Score | 409

As you can see in the command, you are patching each deployment. In
each patch, you are configuring the securityContext field and setting the
allowPrivilegeEscalation field to false.

After you have applied the patch, it will take Azure Security Center up to 30
minutes to refresh the security recommendation. After that time passes, your
cluster should show up as a healthy resource for this recommendation, as
shown in Figure 13.18:
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Figure 13.18: Cluster is now healthy for the privilege escalation recommendation
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6. Let's investigate another recommendation, namely the one called Usage of pod
HostPath volume mounts should be restricted to a known list to restrict node
access from compromised containers. Click on this recommendation to be
shown more details, as shown in Figure 13.19:
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Figure 13.19: More details about the HostPath recommendation

This recommendation shows you similar information to the previous one.
However, the policy that triggered this recommendation can be tuned to allow
certain HostPath to be accessed. Let's explore how to edit the policy to allow this.
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7. Go back to the Azure Security Center main pane and click on Security policy on
the left-hand side. In the resulting pane, click on your subscription and then
click on the ASC Default assignment shown in Figure 13.20:
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Figure 13.20: ASC default policy assignment

8. In the resulting pane, click on Parameters at the top of the screen. Look for

Allowed host paths in the list of parameters and change that parameter to the
following:

{ "paths": ["/tmp"1}
The result is shown in Figure 13.21:
ASC Default (subscription: ede7ale5-4121-427f-876e-2100eba98%a0)

Edil Tmitizthes Basignomssin

Usage of pod HastPath welume mounts should be restricted 1oa onomm st o
rewirict made screes from compromised cantainers * (0
el

w |
|

Kulmremtes narnesaaces 1o sackels o mord iaiing of pod HasiPath

wiolume nécrunits ® 5 .

| "hubhe-systerm”, "gaie eeper- Sy, "arre-arc|
Al Persl pathy = (0
| “paths’: FAmp'l d -

Figure 13.21: Adding a path to the allowed host paths

To apply the changes, click Review + save at the bottom of the screen and then
click Save on the final screen:
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Figure 13.22: Clicking Save to confirm the policy change

It will now take about 30 minutes for the recommendation to be refreshed.
After 30 minutes, this recommendation will no longer be active, since you
configured the /tmp path to be allowed.

9. There's one final recommendation worth highlighting in this list. That is
Kubernetes Services Management API server should be configured with
restricted access. If you remember, in Chapter 11, Network security in AKS, you
configured authorized IP ranges on your cluster. This is recommended by
Microsoft, and also shows up as an Azure Security Center recommendation.
Click on that recommendation to get more details, as shown in Figure 13.23:
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Figure 13.23: Details explaining that authorized IP ranges should be enabled

As you can see, again you get a description of the recommendation and
remediation steps. The reason this recommendation is worth highlighting is
that it contains a quick fix remediation within Azure Security Center. To quickly
remediate this recommendation, select your AKS cluster and click Remediate at
the bottom of the screen, as shown in Figure 13.24:
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Figure 13.24: Remediating the authorized IP recommendation

This will show you a view similar to Figure 13.25 where you could input the IP
ranges you need to authorize access from.

Remediate resources

Rermediating 1 resournce

X

This action will define authornized IP ranges as assigned in the field below, on the
selected resources. These IP address ranges are usually address ranges used by your on-

premises networks or public IPs

'ﬂ' The miles can take up to 2 minutes to propagate. Plesse allow up to that time when
testing the connection,

Parameters
Authonzed IP Ranges

LSelected resources

g  handsonaks

Figure 13.25: Setting up authorized IP ranges through Azure Security Center
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You could configure this configuration from within Azure Security Center.
Since you'll be using Cloud Shell in the next steps and next chapters and

Cloud Shell does not have a fixed IP, it's not recommended to apply the
remediation while working through this book. It is, however, worthwhile to
show that Azure Security Center allows you to remediate certain configuration
recommendations directly from within Security Center.

You have now explored the recommendations and the secure score in Azure
Security Center. If you want to learn more about this, please refer to the Azure
documentation, which contains a YAML deployment example fully configured with

all the recommendations: https: //docs.microsoft.com /azure /security-center/
kubernetes-workload-protections.

Neutralizing threats using Azure Defender

Now that you've explored the configuration best practices using Azure Security
Center and Secure Score, you will explore how to investigate and deal with security
alerts and active threats. Some of the workloads you created should have triggered
security alerts by now, which you can investigate in Azure Defender.

Specifically, in the Deploying offending workloads section, you created three
workloads that trigger security alerts in Azure Defender:

* crypto-miner.yaml: By deploying this file, you created a crypto-miner
on your cluster. This crypto-miner will generate two security alerts in
Azure Defender as you will see in this section. One alert will be generated
by monitoring the Kubernetes cluster itself, while another alert will be
generated based on DNS traffic.

* role.yaml: This file contained a cluster-wide role with very broad
permissions. This will generate a security alert in Azure Defender notifying
you of the risk.

¢ Kubernetes dashboard: You also created the Kubernetes dashboard and
exposed this publicly. Azure Defender will also generate a security alert
based on this.


https://docs.microsoft.com/azure/security-center/kubernetes-workload-protections
https://docs.microsoft.com/azure/security-center/kubernetes-workload-protections
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Let's explore each of these security alerts in details:

1. To start, in Azure Security Center, click on Azure Defender in the left-hand
navigation bar. This will open the Azure Defender pane in Azure Security
Center. This shows you your coverage, your security alerts, and the advanced
protection options, as shown in Figure 13.26. In this section, you will focus on
the four security alerts that were generated.
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Figure 13.26: Azure Defender - Overview pane

2. To get more details about the security alerts, click anywhere on the Security
alerts bar chart in the middle of the screen. That will take you to a new pane, as
shown in Figure 13.27:
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Figure 13.27: Security alerts in Azure Defender

As you can see in Figure 13.27, four security alerts have been triggered: one for
the exposed Kubernetes dashboard, two for the crypto-miner, and one for the
high-privileged roles. Let's explore each one in more detail.

3. Let's start by exploring the Exposed Kubernetes dashboard detected alert. Click
on the alert title to get more details. To see all the details, click on View full
details in the resulting pane, as shown in Figure 13.28:
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Figure 13.28: Getting full details of the alert
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This will take you to a new pane, as shown in Figure 13.29:
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Figure 13.29: Details of the Exposed Kubernetes dashboard detected alert

This shows you a couple of information points. First, it classifies this alert as
high severity, marks it as active, and also marks when it was first encountered.
Next, you get a description of the alert, which in this case explains that the
dashboard should not be exposed publicly. It also shows you the affected
resource. Finally, you see which stage of the MITRE ATT&CK® tactics
framework this attack targets. The MITRE ATT&CK® tactics framework is a
framework describing multiple stages in a cyber-attack. For more information
on MITRE ATT&CK® tactics, please refer to https: //attack.mitre.org /versions

v1/.

On the right-hand side of the screen, you get more details about the alert. This
contains the service name, the namespace, the port of the service, the target
port exposed on the backend pods, and the affected Azure resource ID and
subscription ID. If you click the Next: Take Action >> button at the bottom of
the screen, you'll be taken to a new pane, as shown in Figure 13.30:


https://attack.mitre.org/versions/v7/
https://attack.mitre.org/versions/v7/
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Figure 13.30: Security recommendations on the dashboard alert

In the Take action pane, you get information on how to mitigate the threat and
how to prevent future attacks like this. Notice how the Prevent future attacks
section contains a link to the security recommendations you reviewed in the
previous section.

4. Let's take the suggested action and update the Kubernetes dashboard service
so it is no longer of the LoadBalancer type using the following command. This
command will remove the nodePort that Kubernetes set up to expose the
service through the load balancer and change the type of the service back to
the ClusterIP type, which is only available from within the cluster.

kubectl patch service \



420 | Azure Security Center for Kubernetes

kubernetes-dashboard -n kubernetes-dashboard \

-p '{
"spec": {
"ports": [
{
"nodePort": null,
"port": 443
}
1,
"type": "ClusterIP"
3
3

Finally, you see that you can optionally trigger automated responses or
suppress similar alerts in the future in case this alert is a false positive.

5. Now that you have mitigated the threat, you can dismiss the alert. That way,
others using the same subscription don't see this same alert. To dismiss the
alert, click on the status on the left-hand side of the screen, select Dismissed,
and click OK, as shown in Figure 13.31:
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Figure 13.31: Dismissing the dashboard alert
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6. Let's move on to the next alert. Close the detail panes for the dashboard alert
by pressing the X at the top of the screen. Let's now focus on the first Digital
currency mining container detected alert. Select that alert and click on View full
details as you did with the previous alert. This will take you to a pane similar to
Figure 13.32:
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Figure 13.32: Details of the Digital currency mining container detected alert

This view contains similar details to the previous alert. As you can see,

this alert is part of the Execution phase of the MITRE ATT&CK® tactics
framework. On the right-hand side of the pane, you now see the name of the
offending container, the image it's using, its namespace, and the name of the
offending pod.
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If you press the Next: Take Action >> button at the bottom of the screen, you'll
be taken to the Take action view on this alert, as shown in Figure 13.33:
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Figure 13.33: Security recommendations on the Digital currency mining container detected alert

Here, again, you see similar details to the previous alert. In the Mitigate the
threat section, you get a different description of how to mitigate this ongoing
threat. Don't take any mitigating action yet, since you'll need to explore one
more alert related to the crypto-miner.
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7. To explore that alert, close the detailed pane for the first crypto-miner
alert by pressing the X at the top of the screen. Now select the second alert,
which is called Digital currency mining activity (Preview). This is actually not a
Kubernetes alert, but an alert based on DNS, as you can see in Figure 13.34:

Note

This alert will only show up if you enabled Azure Defender for DNS. If you did
not enable this, you will not get this alert.

Security alert

“ g Eal currency mareng scinaly [Previs| Y
Lird A ke T 1A, a3 Bl (TR ) .
o o T = | wewrr
Fav1E
Mari casp
i vl L - aril idyi e bl e
7 e P ey W i
i il Sl ik
AR i o
o
Enbpton] wrdifpars
) =3 =4
~ i i i
Lee i Pl sy i
i L RTTROKCE e £l e
B iice
s B ra
e Ly A Cre ] imp oy
JEe

Figure 13.34: Details of the Digital currency mining activity alert

This alert was generated by Azure Defender for DNS. It shows you a number of
details about the attack itself. On the right-hand side of the pane, you see more
details about the attack, showing you the domain name and the IP addresses
used. If you have a look at the Take action pane, you get more information
about potential next steps for this attack, as shown in Figure 13.35:
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Figure 13.35: Security recommendations on the curreny mining alert

Since this is a DNS-based alert, there are limited specifics here on which
processes to inspect. However, Azure still provides you with a number of steps
to run through to mitigate this threat. As you already know the process that

is running this crypto-miner, you can mitigate the threat using the following
command:

kubectl delete -f crypto-miner.yaml
This will resolve the alert. To actually mark it as resolved, you can dismiss the

alert in the Azure portal. To do this, click on the status on the left-hand side of
the screen, select the Dismissed status, and click OK, as shown in Figure 13.36:
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Figure 13.36: Dismissing the digital currency DNS alert

9. From the Security alerts pane, click on the last alert, which is called New high
privileges role detected, and click on View full details in the resulting pane. This
will bring you to a pane similar to Figure 13.37:
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Figure 13.37: New high privileges role detected alert
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This is a low-severity alert. As with the previous alerts, you get the description,
the affected resource, and the phase in the MITRE ATT&CK® tactics
framework, which is persistence in this case. This means that this potential
attack is used by attackers to gain persistent access to your environment.

On the right-hand side, you also get the alert details, with the role name, the
namespace (which in this case is the whole cluster since it is a ClusterRole),
and the rules this role gives access to. If you click the Next: Take Action >>
button, you'll get more information about the mitigation as well, as shown in
Figure 13.38:
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Figure 13.38: Security recommendations on the new high privileges alert
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As you can see here, Azure recommends you review the role in the alerts and
check any role bindings linked to this role. It is also recommended to grant
more restricted privileges than the open permissions as provided in this role.
Let's also remove this threat from the cluster using the following command:

kubectl delete -f role.yaml
This will delete the role from the cluster. You can also dismiss this alert,

by clicking on the status on the left-hand side of the screen, selecting the
Dismissed state, and clicking OK, as shown in Figure 13.39:
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Figure 13.39: Dismissing the New high privileges alert

This covers all the alerts that were generated by the resources you created earlier
in this chapter. The resources linked to the alerts were already deleted as part of
the remediation, but let's also delete the other resources that were created in this
chapter:

kubectl delete -f escalation.yaml

kubectl delete -f host-volume.yaml

kubectl delete -f https://raw.githubusercontent.com/kubernetes/
dashboard/v2.0.0/aio/deploy/recommended. yaml

And that concludes this chapter.


https://raw.githubusercontent.com/kubernetes/dashboard/v2.0.0/aio/deploy/recommended.yaml 
https://raw.githubusercontent.com/kubernetes/dashboard/v2.0.0/aio/deploy/recommended.yaml 
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Summary

In this chapter, you explored Azure Security Center and Azure Defender. Azure
Security Center is an infrastructure security monitoring platform. It provides both
monitoring of security configuration as well as monitoring of any potential ongoing
threats. To monitor workloads in a Kubernetes cluster, Azure Security Center
makes use of Azure Policy for AKS.

To start, you enabled Azure Policy for AKS. You then enabled Azure Security Center
and Azure Defender on your subscription.

You then created five harmful workloads on your cluster. Some of those caused
configuration recommendations in Azure Security Center. Some others even
caused security alerts to be triggered in Azure Defender. You explored four
security alerts and followed the mitigation steps recommended to resolve these
alerts.
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Serverless functions

Serverless computing and serverless functions have gained tremendous traction
over the past few years due to scalability and reduced management overhead.
Cloud services such as Azure Functions, AWS Lambda, and GCP Cloud Run have
made it very easy for users to run their code as serverless functions.

The word serverless refers to any solution where you don't need to manage
servers. Serverless functions refer to a subset of serverless computing where you
can run your code as a function on-demand. This means that your code in the
function will only run and be executed when there is a demand. This architectural
style is called event-driven architecture. In an event-driven architecture, the
event consumers are triggered when there is an event. In the case of serverless
functions, the event consumers will be these serverless functions. An event can be
anything from a message in a queue to a new object uploaded to storage, or even
an HTTP call.
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Serverless functions are frequently used for backend processing. A common
example of serverless functions is creating thumbnails of a picture that is uploaded
to storage, as shown in Figure 14.1. Since you cannot predict how many pictures

will be uploaded and when they will be uploaded, it is hard to plan traditional
infrastructure and how many servers you should have available for this process. If
you implement the creation of that thumbnail as a serverless function, this function
will be called on each picture that is uploaded. You don't have to plan the number
of functions since each new picture will trigger a new function to be executed.

Store thumboail

Y

- |
- e Upload iMa Qe —j e Trigger TUNCTIOT ——je l"r \\-
User Slorage serveriess function

Figure 14.1: Example architecture of a serverless function to generate thumbnails of images

As you saw in the previous example, functions will automatically scale to

meet increased or decreased demand. Additionally, each function can scale
independently from other functions. However, this automatic scaling is just one
benefit of using serverless functions. Another benefit of serverless functions is

the ease of development. Using serverless functions, you can focus on writing

the code and don't have to deal with the underlying infrastructure. Serverless
functions allow code to be deployed without worrying about managing servers and
middleware. Finally, in public cloud serverless functions, you pay per execution of
the function. This means that you pay each time your functions are run, and you
are charged nothing for the idle time when your functions are not run.

The popularity of public cloud serverless function platforms has caused multiple
open-source frameworks to be created to enable users to create serverless
functions on top of Kubernetes. In this chapter, you will learn how to deploy
serverless functions on Azure Kubernetes Service (AKS) directly using the
open-source version of Azure Functions. You will start by running a simple
function that is triggered based on an HTTP message. Afterward, you will install a
function autoscaler feature on your cluster. You will also integrate AKS-deployed
applications with Azure storage queues. We will be covering the following topics:
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* Overview of different functions platforms
* Deploying an HTTP-triggered function
* Deploying a queue-triggered function

Let's start this chapter by exploring the various functions platforms that are
available for Kubernetes.

Various functions platforms

Functions platforms, such as Azure Functions, AWS Lambda, and Google Cloud
Functions, have gained tremendous popularity. The ability to run code without the
need to manage servers and having virtually limitless scale is very popular. The
downside of using the functions implementation of a cloud provider is that you
are locked into the cloud provider's infrastructure and their programming model.
Also, you can only run your functions in the public cloud and not in your own
datacenter.

A number of open-source functions frameworks have been launched to solve
these downsides. There are a number of popular frameworks that can be run on
Kubernetes:

* Knative (https://cloud.google.com /knative/): Knative is a serverless
platform written in the Go language and developed by Google. You can run
Knative functions either fully managed on Google Cloud or on your own
Kubernetes cluster.

* OpenFaaS (https: //www.openfaas.com/): OpenFaasS is a serverless

framework that is Kubernetes-native. It can run on either managed
Kubernetes environments such as AKS or on a self-hosted cluster. OpenFaaS
is also available as a managed cloud service using OpenFaaSCloud. The
platform is written in the Go language.

» Serverless (https: //serverless.com/): This is a Node.js-based serverless
application framework that can deploy and manage functions on multiple
cloud providers, including Azure. Kubernetes support is provided via
Kubeless.

* Fission.io (https: /fission.io/): Fission is a serverless framework backed by
the company Platform9. It is written in the Go language and is Kubernetes-
native. It can run on any Kubernetes cluster.


https://cloud.google.com/knative/
https://www.openfaas.com/
https://serverless.com/
https://fission.io/
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* Apache OpenWhisk (https: //openwhisk.apache.org/): OpenWhisk is an

open-source, distributed serverless platform maintained by the Apache
organization. It can be run on Kubernetes, Mesos, or Docker Compose. It is
primarily written in the Scala language.

Microsoft has taken an interesting strategy with its functions platform. Microsoft
operates Azure Functions as a managed service on Azure and has open-sourced
the complete solution and made it available to run on any system

(https: //github.com /Azure /azure-functions-host). This also makes the Azure

Functions programming model available on top of Kubernetes.

Microsoft has also released an additional open-source project in partnership with
Red Hat called Kubernetes Event-driven Autoscaling (KEDA) to make scaling
functions on top of Kubernetes easier. KEDA is a custom autoscaler that can allow
deployments on Kubernetes to scale down to and up from zero pods, which is

not possible using the default Horizontal Pod Autoscaler (HPA) in Kubernetes.
The ability to scale from zero to one pod is important so that your application can
start processing events, but scaling down to zero instances is useful for preserving
resources in your cluster. KEDA also makes additional metrics available to the
Kubernetes HPA to make scaling decisions based on metrics from outside the
cluster (for example, the number of messages in a queue).

Note

We introduced and explained the HPA in Chapter 4, Building scalable
applications.

In this chapter, you will deploy Azure Functions to Kubernetes with two examples:

* An HTTP-triggered function (without KEDA)
* A queue-triggered function (with KEDA)

Before starting with these functions, the next section will consider the necessary
prerequisites for these deployments.


https://openwhisk.apache.org/
https://github.com/Azure/azure-functions-host
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Setting up the prerequisites

In this section, you will set up the prerequisites needed to build and run functions
on your Kubernetes cluster. You need to set up an Azure container registry (ACR)
and a virtual machine (VM) in Azure that will be used to develop the functions.
The ACR will be used to store custom container images that contain the functions
you will develop. You will also use a VM to build the functions and create Docker
images, since you cannot do this from Azure Cloud Shell.

Container images and a container registry were introduced in Chapter 1,
Introduction to containers and Kubernetes, in the section on Container images.

A container image contains all the software required to start an actual running
container. In this chapter, you will build custom container images that contain your
functions. You need a place to store these images so that Kubernetes can pull them
and run the containers at scale. You will use ACR for this. ACR is a private container
registry that is fully managed by Azure.

Up to now in this book, you have run all the examples on Azure Cloud Shell. For the
example in this chapter, you will need a separate VM because Azure Cloud Shell
doesn't allow you to build container images. You will create a new VM in Azure to
do these tasks.

Let's begin by creating an ACR.
Azure Container Registry
Azure Functions on Kubernetes needs an image registry to store its container

images. In this section, you will create an ACR and configure your Kubernetes
cluster to have access to this cluster:
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1. In the Azure search bar, search for container registry and click on Container

registries, as shown in Figure 14.2:
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Figure 14.2: Navigating to Container registry services through the Azure portal

2. Click the Add button at the top to create a new registry. To organize the

resources in this chapter together, create a new resource group. To do this,
click on Create new under the Resource group field to create a new resource

group, and call it Functions-KEDA, as shown in Figure 14.3:
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Figure 14.3: Creating a new resource group
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Provide the details to create the registry. The registry name needs to be
globally unique, so consider adding your initials to the registry name. It is
recommended to create the registry in the same location as your cluster. To
reduce spending for the demo, you can change SKU to Basic. Select the Review
+ create button at the bottom to create the registry, as shown in Figure 14.4:
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Figure 14.4: Providing details to create the registry

In the resulting pane, click the Create button to create the registry.
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3. Once your registry is created, open Cloud Shell so that you can configure
your AKS cluster to get access to your container registry. Use the following
command to give AKS permissions to your registry:

az aks update -n handsonaks \
-g rg-handsonaks --attach-acr <acrName>

This will return an output similar to Figure 14.5. The figure has been cropped to
show only the top part of the output:

usErB e - 1iE -0n-Eghernetes-om r hapteriaf az aks update -n hardsonaks
¥ - rg-handscnaks --attach
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Figure 14.5: Allowing AKS cluster to access the container registry

You now have an ACR that is integrated with AKS. In the next section, you will
create a VM that will be used to build the Azure functions.

Creating a VM

In this section, you will create a VM and install the tools necessary to run Azure
Functions on this machine:

* The Docker runtime

* The Azure CLI

* Azure Functions

* Kubectl

Note

To ensure a consistent experience, you will be creating a VM on Azure that
will be used for development. If you prefer to run the sample on your local
machine, you can install all the required tools locally.
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Let's get started with creating the VM:

1. To ensure this example works with the Azure trial subscription, you will need
to scale down your cluster to one node. You can do this using the following
command:

az aks scale -n handsonaks -g rg-handsonaks --node-count 1

2. To authenticate to the VM you are going to create, you'll need a set of SSH keys.
If you followed the example in Chapter 9, Azure Active Directory pod-managed
identities in AKS in the Setting up a new cluster with AAD pod-managed identity
section, you will already have a set of SSH keys. To verify that you have SSH
keys, run the following command:

1s ~/.ssh

This should show you the presence of an SSH private key (id_rsa) and a public
key (id_rsa.pub), as shown in Figure 14.6:

s=on=-Azure/Chapterldd 1s ~/.s5sh

Figure 14.6: Verifying SSH keys are present
If you do not have these keys already available, you will need to generate a set
of SSH keys using the following command:

ssh-keygen

You will be prompted for a location and a passphrase. Keep the default location
and input an empty passphrase.

3. You will now create the VM. You will create an Ubuntu VM using the following
command:

az vm create -g Functions-KEDA -n devMachine \
--image UbuntulTS --ssh-key-value ~/.ssh/id_rsa.pub \
--admin-username handsonaks --size Standard_D1_v2

4. This will take a couple of minutes to complete. Once the VM is created, Cloud
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Shell should show you its public IP, as displayed in Figure 14.7:
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Figure 14.7: Creating the development VM

Connect to the VM using the following command:

ssh handsonaks@<public IP>

You will be prompted about whether you trust the machine's identity. Type yes
to confirm.

5. You're now connected to a new VM on Azure. On this machine, we will begin by
installing Docker:

sudo apt-get update

sudo apt-get install docker.io -y
sudo systemctl enable docker

sudo systemctl start docker

6. To make the operation smoother, add the user to the Docker group. This will
ensure you can run Docker commands without sudo:

sudo usermod -aG docker handsonaks
newgrp docker

You should now be able to run the hello-world command:

docker run hello-world
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This will show you an output similar to Figure 14.8:

handsonaks@devMachine: % docker runm hello-world

Unable to find image 'hello-world:latest® locally

latest: Pulling from library/hello-world
c2ed¥: Pull complete
sha? 56 : 95ddbée 11487 eBde Sl asBshaddaeedf 75 cbabdalabsgdafsfaac Sdideadbaba
Downloaded newer image for hello-world:latest

Hello from Docker!
This messape shows that your installation appears to be 'rII:IFFZiI'IE correctly.

fo generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world® jrn.'-||_=;l_': from the Docker Hub.
{amdad )
The Docker daemon created a new comtaimer from that image which runs the
executable that produces the output you are currently reading.
The bDocker daemon streamed that output to the Docker cliemt, which sent it
to your terminal.

Ta try something more ambitious, you can run an Ubuntu container with:
$ docker rum -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https:///hub.docker. com/

For more examples and ideas, wisit:
https: f.docker.com/fget-started/

Figure 14.8: Verifying Docker runs on the VM

7. Next, you will install the Azure CLI on this VM. You can install the CLI using the
following command:

curl -sL https://aka.ms/InstallAzureCLIDeb | sudo bash

8. Verify that the CLI was installed successfully by signing in:

az login
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This will display a login code that you need to enter at https: /microsoft.com/
devicelogin:

handsonaks@devmachine:
Tea :_:.: Hed T |

-4 az login

Figure 14.9: Signing in to the Azure CLI

Browse to that website and paste in the login code that was provided to you to
enable you to sign in to Cloud Shell. Make sure to do this in a browser you are
signed in to with the user who has access to your Azure subscription.

You can now use the CLI to authenticate your machine to ACR. This can be
done using the following command:

az acr login -n <registryname>

The credentials to ACR expire after 3 hours. If you run into the following error
during this demonstration, you can sign in to ACR again using the following
command:

The push refers to repository [handsonaksbook.azurecr.io/python-http]
df6cd3eeb@6@: Preparing

3d2b11228839: Preparing

8231202a64a5: Preparing

2d5e13cc82bf: Preparing

26d96a77c¢173: Preparing

efe5c5f89829: Waiting

elbe7fc2a626: Waiting
790d7eba53ba: Waiting
22b9def21fcc: Waiting
fb18487e4285: Waiting
bo86ceddfo7c: Waiting
87c8ald8f54f: Waiting
unauthorized: authentication required

Figure 14.10: Potential authentication error in the future

9. Next, you'll install kubectl on your machine. The Azure CLI has a shortcut to
install the CLI, which you can use to install it:

sudo az aks install-cli


https://microsoft.com/devicelogin
https://microsoft.com/devicelogin
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Let's verify that kubectl can connect to our cluster. For this, we'll first get the
credentials and then execute a kubectl command:

az aks get-credentials -n handsonaks -g rg-handsonaks
kubectl get nodes

10. Now, you can install the Azure Functions tools on this machine. To do this, run
the following commands:

wget -q https://packages.microsoft.com/config/ubuntu/18.04/packages-
microsoft-prod.deb

sudo dpkg -i packages-microsoft-prod.deb

sudo apt-get update

sudo apt-get install azure-functions-core-tools-3 -y

This will return an output similar to Figure 14.11:

The dpa=w F I Cere Toals celbedt

T bwrri Do
The dats in seospmmn sad dosmn't becl

Tow o opt-oat af iedessiry by ariting she FURCTIDEE D TODLS_THLLHDTE=_OFI0UT prelroneset ta "L’ or "tnm” waiag your Feeariis aball.

Figure 14.11: Installing Functions core tools
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Note

If you are running a newer version of Ubuntu than 18.04, please make sure
that you download the correct dpkg package by changing the URL in the first
line to reflect your Ubuntu version.

You now have the prerequisites to start working with functions on Kubernetes. You
created an ACR to store custom container images, and you have a VM that will be
used to create and build Azure functions. In the next section, you will build your
first function, which is HTTP-triggered.

Creating an HTTP-triggered Azure function

In this first example, you will create an HTTP-triggered Azure function. This means
that you can browse to the page hosting the actual function:

1. To begin, create a new directory and navigate to that directory:
mkdir http
cd http
2. Now, you will initialize a function using the following command:
func init --docker
The --docker parameter specifies that you will build the function as a Docker

container. This will result in a Dockerfile being created. Select the Python
language, which is option 3 in the following screenshot:
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handscnaks@devMachine!-/http% func init --docker
select a number for worker runtise:

1. dotnet

2. node

3. pythan

4. powershell

L. custom

Writing reguirements.txt

Writing .gitignore

Writing host.json

Writing local.settings.jsom

Writing fhome/handsonaks/http/ . vscode/extensions. json
Writing Dockerfile

Writing .dockerignore

Figure 14.12: Creating a Python function

This will create the required files for your function to work.

3. Next, you will create the actual function. Enter the following command:

func new

This should result in an output like the following. Select the eighth option, HTTP
trigger, and name the function python-http:
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handsonaks@deviachine:=/httpd func new
Select a numbar for 1'|=-np".;|1_'P:

L.
Z,
3.

4,
5.
&,
T,
o,
.
16,
1

fzure Blob Storage trigger

fzure Cosmos DB trigger

Durable Functions activity

Durable Functions HTTP starter

Durable Functions orchestrator

Azure Event Grid trigger

azure Event Hub trigger

HITF trigger

Arure ueus Storage trigger
AabbitM) trigger

1. Azure Sarvice Bus Queus trigeper

2. Arure Sarvice Bus Topic trigper

Timer tripger

Writing /home/
WrlTing Shome/han

4.

Figure 14.13: Creating an HTTP-triggered function

The code of the function is stored in the directory called python-http. You are
not going to make code changes to this function. If you want to check out the
source code of the function, you can run the following command:

cat python-http/__init__.py

You will need to make one change to the function's configuration file. By
default, functions require an authenticated request. You will change this to
anonymous for this demo. Make the change using the vi command by executing
the following command:

vi python-http/function. json

Replace authLevel on line 5 with anonymous. To make that change, press I to go
into insert mode, then remove function and replace it with anonymous:
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Figure 14.14: Changing the authLevel function to anonymous

Hit Esc, type :wq!, and then hit Enter to save and quit vi.

Note

You changed the authentication requirement for your function to anonymous
This will make the demo easier to execute. If you plan to release functions to
production, you need to carefully consider this setting, since this controls who
has access to your function.

6. You are now ready to deploy your function to AKS. You can deploy the function
using the following command:

func kubernetes deploy --name python-http \
--registry <registry name>.azurecr.io
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This will cause the functions runtime to do a couple of steps. First, it will build
a container image, then it will push that image to the registry, and finally, it will
deploy the function to Kubernetes:

vt bb - sy - st - Peactd one ek -nanager- ST EnSing unchianged

Flmlsk: B ot | sgdale® replitas srw evallasle
i

Figure 14.15: Deploying the function to AKS

You can click the Invoke url URL that is shown to get access to your function.
Before doing so, however, let's explore what was created on the cluster.

7. To create the function, a regular deployment on top of Kubernetes was used.
To check the deployment, you can run the following command:

kubectl get deployment
This will show you the deployment, as in Figure 14.16:

handsenaks@dovMachine:~/http$ kubectl get deployment
MAME READY UP-T-DATE AVATLABLE AL

python-http-http  1/1 1 1 13m

Figure 14.16: Deployment details

8. This process also created a service on top of your Kubernetes cluster. You can
get the public IP of the service that was deployed and connect to it:

kubectl get service

This will show you the service and its public IP, as shown in Figure 14.17. Notice
how this public IP is the same as the one shown in the output of Step 4.
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handsonaksgdevischine: ~/httpd kubectl get service
HAME TYEE CLUSTER-TP EXTERMAL-IP  PORT(S) AGE

kubernetes Clusterip 18.8.8.1 A 1] L) 433/ TCP d4dh

pythan-http=-http LoadBalancer 18.8.188.18 M.B9.1B7.2 BA: 32578/ TCOP BMTS

Figure 14.17: Getting the service's public IP

Open a web browser and browse to http://<external-ip>/api/python-
http?name=handsonaks. You should see a web page showing you Hello,

handsonaks. This HTTP triggered function executed successfully. This is shown in
Figure 14.18:

& Mot secure

Halla, handsonaks. Thizs HTTP triggered fumction executed successfully.

Figure 14.18: Output of the HTTP triggered function

You have now created a function with an HTTP trigger. Using an HTTP-triggered
function is useful in scenarios where you are providing an HTTP API with
unpredictable load patterns. Let's clean up this deployment before moving on to
the next section:

kubectl delete deployment python-http-http
kubectl delete service python-http-http
kubectl delete secret python-http

In this section, you created a sample function using an HTTP trigger. Let's take that
one step further and integrate a new function with storage queues and set up the
KEDA autoscaler in the next section.

Creating a queue-triggered function

In the previous section, you created a sample HTTP function. In this section, you'll
build another sample using a queue-triggered function. Queues are often used to

pass messages between different components of an application. A function can be
triggered based on messages in a queue to then perform additional processing on
these messages.
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In this section, you'll create a function that is integrated with Azure storage queues
to consume events. You will also configure KEDA to allow scaling to/from zero
pods in the case of low traffic.

Let's start by creating a queue in Azure.

Creating a queue

In this section, you will create a new storage account and a new queue in that
storage account. You will connect functions to that queue in the next section,

Creating a queue-triggered function.

1. To begin, create a new storage account. Search for storage accounts in the
Azure search bar and select Storage accounts:

I 2 storage accounty X I

I cervices S E

L Storage acoounts

B Storage accounts (classic)
Figure 14.19: Navigating to Storage accounts service through the Azure portal

2. Click the + New button at the top to create a new storage account. Provide
the details to create the storage account. The storage account name has to be
globally unique, so consider adding your initials. It is recommended to create
the storage account in the same region as your AKS cluster. Finally, to save on
costs, you are recommended to downgrade the replication setting to Locally-
redundant storage (LRS) as shown in Figure 14.20:
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Figure 14.20: Providing the details to create the storage account

Once you're ready, click the Review + create button at the bottom. On the
resulting screen, select Create to start the creation process.
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3. It will take about a minute to create the storage account. Once it is created,
open the account by clicking on the Go to resource button. In the Storage
account pane, select Access keys in the left-hand navigation, click on Show
keys, and copy the primary connection string, as shown in Figure 14.21. Note
down this string for now:

1ocame Fhirmanil Storagefoooond -S4 TR ANETLIT - heroacnelos

® handsonaks | Access keys X

Sineagm aoomed
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B o % &« B
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Figure 14.21: Copying the primary connection string

For production use cases, it is not recommended to connect to Azure Storage
using the access key. Any user with that access key has full access to the
storage account and can read and delete all files on it. It is recommended

to either generate a shared access signatures (SAS) token to connect to

storage or to use Azure AD-integrated security. To learn more about SAS

token authentication to storage, refer to https://docs.microsoft.com/rest/api/
storageservices/delegate-access-with-shared-access-signature. To learn more

about Azure AD authentication to Azure Storage, please refer to https://docs.

microsoft.com/rest/api/storageservices/authorize-with-azure-active-directory.


https://docs.microsoft.com/rest/api/storageservices/delegate-access-with-shared-access-signature
https://docs.microsoft.com/rest/api/storageservices/delegate-access-with-shared-access-signature
https://docs.microsoft.com/rest/api/storageservices/authorize-with-azure-active-directory
https://docs.microsoft.com/rest/api/storageservices/authorize-with-azure-active-directory
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4. The final step is to create our queue in the storage account. Look for queue
in the left-hand navigation, click the + Queue button to add a queue, and
provide it with a name. To follow along with this demo, use function as the
queue name:

Home ¥ Microsoft Sorageaocount-202 10220083537 > handsonaks

rm handsonaks | Queues =

Chon mge BTG

A gqueug n B - :_-_. Aelyesly 0] Daeleis

E'., Shorage Expianes [presnes]

Add queue

Tueue service
CJieiss name ™

— F— .
Ll Chuplues n riur-.'lln' ]
-

Figure 14.22: Creating a new queue

You have now created a storage account in Azure and have its connection string.
You created a queue in this storage account. In the next section, you will create a
function that will consume messages from the queue.

Creating a queue-triggered function

In the previous section, you created a queue in Azure. In this section, you will
create a new function that will monitor this queue and remove messages from the

queue. You will need to configure this function with the connection string to this
queue:

1. From within the VM, begin by creating a new directory and navigating to it:
cd ..
mkdir js-queue
cd js-queue

2. Now we can create the function. We will start with the initialization:

func init --docker
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This will ask you two questions now. For the runtime, select node (option 2),
and for the language, select JavaScript (option 1). This should result in the
output shown in Figure 14.23:

handsonaks@devMachine:~/js-queued func init --docker
felect a number for worker runtime:
1. dotnet
2. node
3. pythen
4. powershell
custom
2

2lect a number for language:

5e
1. javascript
2. typescript

1

Writing package.json

Writing .gitignore

Writing host.json

Writing local.settings.json

Writing /home/handsonaks/js-queue/. vscode/extensions . json
Writing Dockerfile

Writing .dockerignore

Figure 14.23: Initializing a new function

Following the initialization, you can create the actual function:

func new
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This will ask you for a trigger. Select Azure Queue Storage trigger (option 10).
Give the name js-queue to the new function. This should result in the output
shown in Figure 14.24:

ieg func mes

wl P

activity
HTTP starter
archesl Faloe
Azura d trigger
Brure Event Hub trigger
. HTTP Lrigger
3. ToT Huh [Event Hub)
18. fzure Jue Storage trigger

11. Rabbibtvw) treipper

S

=1 &

vice Bus Queus trigger

i Tepic Lrigger

15, SignalR megatiate HTTR trigger
16. Timer trigger
1@

Fumction name: [QueueTrigger] js-gueue
HWriting 5 ! nakd S §5 - gue

E5fully from the "aFire (ueiss SLorage Urigp=r" €

Figure 14.24: Creating a queue-triggered function

3. You will now need to make a couple of configuration changes. You need to
provide the function you created the connection string on to Azure Storage
and provide the queue name. First, open the local.settings. json file to
configure the connection strings for storage:

vi local.settings. json

To make the changes, follow these instructions:
* HitI to go into insert mode.

* Replace the connection string for AzureWebJobsStorage with the
connection string you copied earlier. Add a comma to the end of this
line.

e Add a new line and then add the following text on that line:

"QueueConnString": "<your connection string>"
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The result should look like Figure 14.25:

Figure 14.25: Editing the local.settings.json file

» Save and close the file by hitting the Esc key, type :wq!, and then press
Enter.

4. The next file you need to edit is the function configuration itself. Here, you will
refer to the connection string from earlier, and provide the queue name we
chose in the Creating a queue section. To do that, use the following command:

vi js-queue/function. json

To make the changes, follow these instructions:
* HitI to go into insert mode.

* Change the queue name to the name of the queue you created
(function).

* Next, add QueueConnString to the connection field.
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Your configuration should now look like Figure 14.26:

Figure 14.26: Editing the js-queue/function.json file

» Save and close the file by hitting the Esc key, type :wq!, and then
press Enter.

5. You are now ready to publish your function to Kubernetes. You will start by
setting up KEDA on your Kubernetes cluster:

kubectl create ns keda
func kubernetes install --keda --namespace keda

This should return an output similar to Figure 14.27:
handsornaksf@devMachinat~/js-quoued kubect]l create ns keda
ramespace keda

rcedafinition.apiexten
rcedefinitlion.aplextens ¥
sourcedefinition.apiextensions. k8s.ioftriggerauthentications. keda. sh created
sapyicepcctunt /keds -oparator creabed
arrale.rb 3 i ; iofkeda-gxternal -netrics-reader craatad
errole.rbac . suthorizat da-operator createsd
rinding.rbac.suthorization. kis. io/keda-auth-reader created

clusterralebinding. rbac.authorization. ks 10/ keda-hpa-controller-external -netrics created
clusterralebinding. rbac .authorization. k8s. io/keda-operator created
‘rolebinding. rbac . suthorization . kBs . fo/keda: systen: auth-delegator created
kada-metrics-agiserver craated
fheda-metrics-api + cruated

apiservice.apiregistration.kis. io/vibetal.external .metrics.kis.io created
KEDA w2 15 Installed 1n mamespac da

Figure 14.27: Installing KEDA on Kubernetes
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This will set up KEDA on your cluster. The installation doesn't take long. To
verify that the installation was successful, make sure that the KEDA pod is
running in the keda namespace:

kubectl get pod -n keda
This should return an output similar to Figure 14.28:

handsonaksg@devMachine:~/js-queved kubectl get pod -n keda
MAME HE&DY STATUS RESTARTS alkE

keda-metrics-apiserver-e3chdaty-poss1 1/1 Running @ Les
keda-operator -cbe87dSerd- Jcbe] 1/1 Running @ Gas

Figure 14.28: Verifying the KEDA installation succeeded

6. You can now deploy the function to Kubernetes. You will configure KEDA to
look at the number of queue messages every 5 seconds (polling-interval=5)
to have a maximum of 15 replicas (max-replicas=15), and to wait 15 seconds
before removing pods (cooldown-period=15). To deploy and configure KEDA in
this way, use the following command:

func kubernetes deploy --name js-queue \
--registry <registry name>.azurecr.io \
--polling-interval=5 --max-replicas=15 --cooldown-period=15

This will return an output similar to Figure 14.29:

handsonaks@devachinge: =/ je-gieund fne kubsrmetes déploy --name JE5-gueus Y

-quaus craated

LAl s -guene craated
Figure 14.29: Deploying the queue-triggered function

To verify that the setup completed successfully, you can run the following
command:

kubectl get all
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This will show you all the resources that were deployed. As you can see in

Figure 14.30, this setup created a deployment, ReplicaSet, and an HPA. In the

HPA, you should see that there are no replicas currently running:
harelsonakepidesMachine: - -gueusd kubsctl get all

ALAMF TYPE CLUSTER-TIP EXTERMAL-TP PORT{5) AIGE
servicef/kubermotes ClusterIP 18.8.8.1 o MO > 443/ TCP 4d15n

MAME READY  UP-TO-DATE  avaILABLE  AGE

doployment . apps/Ja-queie @@ 4 @ 12w

MAME DESIRED  CUSERENT

raplicasst. app el - 3 @

READY  AdGE
a8 12m

HAME REFEREMNCE TERGETS
MINFOOS
horlz £ al ingfkeda-hpa-16-queds D | oyment [ 5 - quaus clnknmas S (avgl

1

Figure 14.30: Verifying the objects created by the setup

7. Now you will create a message in the queue to trigger KEDA and create a pod.
To see the scaling event, run the following command:

kubectl get hpa -w

8. To create a message in the queue, we are going to use the Azure portal. To
create a new message, open the queue in the storage that you created earlier.
Click on the + Add message button at the top of your screen, create a test
message, and click on OK. This is shown in Figure 14.31:

B ] = R TS Fawrvihs o
ra function
Rl b rakill v iesdiie

R fidd meszage o gueue

Sartaug
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Figure 14.31: Adding a message to the queue
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After creating this message, have a look at the output of the previous command
you issued. It might take a couple of seconds, but soon enough, your HPA
should scale to one replica. Afterward, it should also scale back down to zero
replicas:

handsonaksidevMachine:~/js-guesef kubectl get hpa -w
MENME REFERENCE TARGETS MINPODS  MAKPODS  BEPLICAS  AGE

keda-hpa- 5 -queda Deploymant ) J5 -queus cumknowi /%S {aVE ] i 15 a 158
keda-hpa-js-queue  Deploymont/js-queue 175 {avg) 1 15 1 1™m
keda-hpa-js-gqueus  Deployment/fs-queus Cunknown: S [avE) | 15 a 18R

Figure 14.32: KEDA scaling from 0 to 1 and back to 0 replicas

This has shown you that KEDA enabled the Kubernetes HPA to scale from zero
to one pod when there are messages in the queue, and also from one to zero
pods when those messages are processed.

You have now created a function that is triggered by messages being added to a
queue. You were able to verify that KEDA scaled the pods from 0 to 1 when you
created a message in the queue, and back down to 0 when there were no messages
left. In the next section, you will execute a scale test, and you will create multiple
messages in the queue and see how the functions react.

Scale testing functions

In the previous section, you saw how functions reacted when there was a single
message in the queue. In this example, you are going to send 1,000 messages into
the queue and see how KEDA will first scale out the function, and then scale back
in, and eventually scale back down to zero:

1. In the current Cloud Shell, watch the HPA using the following command:
kubectl get hpa -w
2. To start pushing the messages, you are going to open a new Cloud Shell

session. To open a new session, select the Open new session button in Cloud
Shell:

Bash v M 7?2 @ [HIEO B

Figure 14.33: Opening a new Cloud Shell instance
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To send the 1,000 messages into the queue, a Python script has been provided
called sendMessages. py in Chapter 15 of the code examples in the GitHub repo
accompanying this book. To make the script work, you'll need to install azure-
storage-queue package using pip:

pip install azure-storage-queue==12.1.5

Once that is installed, you will need to provide this script with your storage
account connection string. To do this, open the file using:

code sendMessages.py

Edit the storage connection string on line 8 to your connection string:

Figure 14.34: Pasting in your connection string for your storage account on line 8

3. Once you have pasted in your connection string, you can execute the Python
script and send 1,000 messages to your queue:

python sendMessages.py

While the messages are being sent, switch back to the previous Cloud Shell
instance and watch KEDA scale from O to 1, and then watch the HPA scale

to the number of replicas. The HPA uses metrics provided by KEDA to make
scaling decisions. Kubernetes, by default, doesn't know about the number of
messages in an Azure storage queue that KEDA provides to the HPA.
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Note

Depending on how quickly KEDA in your cluster scales up the application, your
deployment might not scale to the 15 replicas that are shown in Figure 14.29.

Once the queue is empty, KEDA will scale back down to zero replicas:

r1af kubsct]l pat hoa -
MINFOOS FAXPOOS AGE
1 15 ; Fim
15 fdmn
15 an

15 8 5n
15 5 '5n
15 75m
15 750

15

Figure 14.35: KEDA will scale from 0 to 1, and the HPA will scale to 15 pods

As you can see in the output of this command, the deployment was scaled first
from zero to one replica, and then gradually got scaled out to a maximum of
15 replicas. When there were no more messages in the queue, the deployment
was scaled down again to zero replicas.

This concludes the examples of running serverless functions on top of Kubernetes.
Let's make sure to clean up the objects that were created. Run the following
command from within the VM you created (the final step will delete this VM; if you
want to keep the VM, don't run the final step):

kubectl delete secret js-queue

kubectl delete scaledobject js-queue
kubectl delete deployment js-queue

func kubernetes remove --namespace keda
az group delete -n Functions-KEDA --yes

In this section, you ran a function that was triggered by messages in a storage
queue on top of Kubernetes. You used a component called KEDA to achieve scaling
based on the number of queue messages. You saw how KEDA can scale from O to 1
and back down to 0. You also saw how the HPA can use metrics provided by KEDA
to scale out a deployment.
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Summary

In this chapter, you deployed serverless functions on top of your Kubernetes
cluster. To achieve this, you first created a VM and an ACR.

You started the functions deployments by deploying a function that used an HTTP
trigger. The Azure Functions core tools were used to create that function and to
deploy it to Kubernetes.

Afterward, you installed an additional component on your Kubernetes cluster
called KEDA. KEDA allows serverless scaling in Kubernetes. It allows deployments
to and from zero pods, and it also provides additional metrics to the HPA. You used
a function that was triggered on messages in an Azure storage queue.

In the next - and final - chapter of this book, you'll learn how to integrate
containers and Kubernetes in a continuous integration and continuous delivery
(C1/CD) pipeline using GitHub Actions.






Continuous
integration and
continuous
deployment for AKS

DevOps is the union of people, processes, and tools to deliver software faster,
more frequently, and more reliably. Within the DevOps culture are the practices

of continuous integration and continuous deployment (CI/CD). CI/CD is a set of
practices, implemented through one or more tools, to automatically test, build, and
deliver software.

The CI phase refers to the practice of continuously testing and building software.
The outcome of the CI phase is a deployable artifact. That artifact could be many
things; for instance, for a Java application it would be a JAR file, and in the case of a
container-based application it would be a container image.
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The CD phase refers to the practice of continuously releasing software. During
the CD phase, the artifact that was generated during CI is deployed to multiple
environments, typically going from test to QA to staging to production.

Multiple tools exist to implement CI1/CD. GitHub Actions is one such tool. GitHub
Actions is a workflow automation system built into GitHub. With GitHub Actions,
you can build, test, and deploy applications written in any language to a variety of
platforms. It also allows you to build container images and deploy applications to a
Kubernetes cluster, which you'll do in this chapter.

Specifically, this chapter will cover the following topics:

* CI/CD process for containers and Kubernetes
» Setting up Azure and GitHub

» Setting up a CI pipeline

* Setting up a CD pipeline

Let's start by exploring the CI/CD lifecycle for containers and Kubernetes.
Cl/CD process for containers and Kubernetes

Before you start building a pipeline, it's good to understand the typical CI/CD
process for containers and Kubernetes. In this section, the high-level process
shown in Figure 15.1 will be explored in more depth. For a more detailed exploration
on CI/CD and DevOps for Kubernetes, you are encouraged to explore the following

free online eBook by Microsoft: https: //docs.microsoft.com /dotnet /architecture /
containerized-lifecycle/.

Make
code
changes

Source Cl CcD Kubernetes
Commit control pipeline pipeline Update cluster

changes app

Container K
registry §

Figure 15.1: Container and Kubernetes CI/CD process
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The process starts with somebody making code changes. Code changes could
mean application code changes, changes to the Dockerfile used to build the
container, or changes to the Kubernetes YAML files used to deploy the application
on a cluster.

Once code changes are complete, those changes are committed to a source control
system. Typically, this is a Git repository, but other systems, such as Subversion
(SVN), also exist. In a Git repository, you would usually have multiple branches of
your code. Branches enable multiple individuals and teams to work on the same
code base in parallel without interfering with each other. Once the work done on a
branch is complete, it is merged with the main (or master) branch. Once a branch is
merged, the changes from that branch are shared with others using that code base.

Note

Branches are a powerful functionality of the Git source control system. There
are multiple ways to manage how you use branches in a code base. Please
refer to the chapter on branches in Scott Chacon and Ben Straub's Pro Git
(Apress, 2014) for a more in-depth exploration of this topic: https://git-scm.
com/book/en/v2/Git-Branching-Branches-in-a-Nutshell.

After code is pushed into source control, either in the main branch or a feature
branch, a CI pipeline can be triggered. In a container-based application, this means
that the code is built into a container image, that image is tested, and if tests
succeed, it is pushed to a container registry. Depending on the branch, you could
include different steps and different tests. For example, on feature branches you
might only build and test the container to verify the code works but not push it to a
registry, while on the main branch you might build and test the container and push
it to a container registry.

Finally, a CD pipeline can be triggered to deploy or update your application on
Kubernetes. Typically, in a CD pipeline, the deployment moves through different
stages. You can deploy your updated application first to a staging environment,
where you can run both automated and manual tests on the application before
moving it to production.


https://git-scm.com/book/en/v2/Git-Branching-Branches-in-a-Nutshell
https://git-scm.com/book/en/v2/Git-Branching-Branches-in-a-Nutshell
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Now that you've got an understanding of the CI/CD process for containers and
Kubernetes, you can start building the example part of this chapter. Let's start with
setting up Azure and GitHub to do this.

Setting up Azure and GitHub

In this section, you'll set up the basic infrastructure you'll use to create and run the
pipeline that you will build. To host your container images, you need a container
registry. You could use a number of container registries, but here you'll create

an Azure Container Registry instance because it is well integrated with Azure
Kubernetes Service (AKS). After creating the container registry, you will need to
link that container registry to your AKS cluster and create a new service principal,
and then you'll need to set up a GitHub repository to run the example part of this
chapter. Execute the following seven steps to complete this activity:

1. To start, create a new container registry. In the Azure search bar, look

for container registry and click on Container registries, as shown in
Figure 15.2:

£ container registry -

T Services

I & container registries

i Container instances

Figure 15.2: Navigating to the Container registry service through the Azure portal
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2. Click the Create button at the top to create a new registry. To organize the
resources in this chapter together, create a new resource group. To do this,
click on Create new to create a new resource group and call it rg-pipelines,
as shown in Figure 15.3:
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Figure 15.3: Creating a new resource group

Provide the details required to create the registry. The registry name needs
to be globally unique, so consider adding your initials to the registry name.

It is recommended to create the registry in the same location as your cluster.
To optimize the spend for the demo, you can change the SKU to Basic. Select
the Review + Create button at the bottom to create the registry, as shown in

Figure 15.4:
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Figure 15.4: Creating a new container registry

In the resulting pane, click the Create button to create the registry.

3. When your registry is created, open Cloud Shell so that you can configure
your AKS cluster to get access to your container registry. Use the following
command to give AKS permissions on your registry:

az aks update -n handsonaks \
-g rg-handsonaks --attach-acr <acrName>

This will return an output similar to Figure 15.5, which has been cropped to
show only the top part of the output:
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user@azure: -/ Hands -On-K ] I 15% az aks update -n handsonaks
g rg-handsonaks --attach-acr handsonakspipeline

i i 1 mand has b i Bt s il mF &xteEnslon & = FiFEiy ] iy
le propagation done[smididderiiiirenidiyadinissminiisarndiivnnng] 168, sooak|
“gadProfile®: null,
"addonPrafiles": {
"KubeDashboard®: {
“config™: null,
“enabled”: false,
“ldentity™i null
T
“"arurepali
“config™
"varsion"; "w3"

}s

Figure 15.5: Allowing AKS cluster to access the container registry

4. Next, you'll need to create a service principal that will be used by GitHub
Actions to connect to your subscription. You can create this service principal
using the following command:

az ad sp create-for-rbac --name "cicd-pipeline" \
--sdk-auth --role contributor

You will need the full output JSON of this command, as highlighted in
Figure 15.6, later in GitHub. Copy this output:

s Choptesiif az ad sp create-for-rbec --nome “ciod-pipaline™ |

" LMan agemin L E
"Rall ary

“manageneni Lo

Figure 15.6: Creating a new service principal
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5. This completes the Azure part of the setup. Next, you'll need to log in to
GitHub, fork the repo that comes with this book, and configure a secret in this
repo. If you do not yet have a GitHub account, please create one via https: //

github.com /join. If you already have an account, please sign in using https: //
github.com /login.

6. Once you are logged in to GitHub, browse to the repository associated with
this book at https: //github.com /PacktPublishing /Hands-On-Kubernetes-on-
Azure-third-edition. Create a fork of this repo in your account by clicking on
the Fork button in the top-right corner of the screen, as shown in Figure 15.7:

i lssues  Marketplace Explore

 PacktFublishing / waich = & Tr Gar @ | o ok u|

Hands-on-Kubernetes-on-Azure-Third-Edition

£ ¥ Coda U Esineg Il Full pecyuesas (¥} Actions I3 ki (1) Security = irgights

Figure 15.7: Forking the GitHub repository

Forking the repo will create a copy of the repository in your own GitHub
account. This will allow you to make changes to the repository, as you will do as
you build the pipeline in this chapter.

7. Forking the repository takes a couple of seconds. Once you have the fork
in your own account, you'll need to configure the Azure secret in this repo.
Start by clicking on Settings in the top-right corner of your repo, as shown in
Figure 15.8:
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Figure 15.8: Clicking on settings in the GitHub repository
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This will take you to the setting of your repo. On the left-hand side, click on
Secrets, and on the resulting screen click on the New repository secret button
at the top, as shown in Figure 15.9:
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Figure 15.9: Creating a new repository secret



472 | Continuous integration and continuous deployment for AKS

This will take you to the screen to create the new secret. Call this secret AZURE _
CREDENTIALS, and as the value for the secret, paste in the output from the CLI
command you issued in step 4 of this section, as shown in Figure 15.10:
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Figure 15.10: Setting of the value of the new secret
Finally, click on Add secret at the bottom of this screen to save the secret.

Now you have set up Azure and GitHub to start building your pipeline. You have
created a service principal that GitHub will use to interact with Azure, and you
created a container registry that your CI pipeline can push images to and that AKS
can pull images from. Let's now build a CI pipeline.
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Setting up a Cl pipeline

You are now ready to build a CI pipeline. As part of the demonstration in this
section, you will build an nginx container with a small custom webpage loaded in
it. After the container is built, you will push the nginx container to the container
registry you created in the previous section. You will build the CI pipeline gradually
over the next 13 steps:

1.

To start, open the forked GitHub repo and open the folder for Chapter 15.1In
that folder, you will find a couple of files, including Dockerfile and index.
html. These files are used to build the custom container. Throughout the
example, you will make changes to index.html to trigger changes in the
GitHub action. Let's have a look at the contents of index.html:

1 <html>

2  <head>

3 <title>Version 1</title>
4  </head>

5  <body>

6 <h1>Version 1</h1>

7 </body>

8 </html>

This is a simple HTML file, with a title and a header both saying Version 1.In
the Setting up a CD pipeline section, you'll be asked to increment the version.

Next, you were also provided with a Dockerfile. The contents of that file are as
follows:

1 FROM nginx:1.19.7-alpine
2  COPY index.html /usr/share/nginx/html/index.html

This Dockerfile starts from an nginx-alpine base image. Nginx is a popular
open-source web server, and Alpine is a lightweight operating system often
used for container images. In the second line, you copy the local index. html
file into the container, into the location where nginx loads webpages from.
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Now that you have an understanding of the application itself, you're ready to
start building the CI pipeline. For your reference, the full definition of the CI
pipeline is provided as pipeline-ci.yaml in the code files with this chapter,
but you'll be instructed to build this pipeline step by step in what follows.

2. Let's start by creating a GitHub Actions workflow. At the top of the screen in
GitHub, click on Actions and then click on the set up a workflow yourself link, as
shown in Figure 15.11:
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Figure 15.11: Creating a new GitHub action

3. This will take you to a code editor that is part of GitHub. First, change the
name of the pipeline file to pipeline.yaml and change the name on line 3 to
pipeline, as shown in Figure 15.12:
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Figure 15.12: Changing the name of the pipeline
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4. Next, you'll focus on the triggers of the workflow. In this demonstration, you'll
only work with the main branch. However, you do not want the workflow to
run for every code change. You only want it to run when changes are made to
either the pipeline definition or the code in the Chapter 15 folder. To achieve
this, you can set up the following code to control the workflow trigger:

4 # Controls when the action will run.

5 on:

6 # Triggers the workflow on push or pull request events but only
for the main branch

7 push:

8 branches: [ main ]

9 paths:

10 - Chapter15/*x*

11 - .github/workflows/pipeline.yaml

12 # Allows you to run this workflow manually from the Actions tab

13 workflow_dispatch:

What this code configures is the following:

* Line 8: Configures which branches will trigger this workflow.
Specifically, in this case, this indicates that the workflow is triggered by
pushing code to the main branch.

* Line 9-11: This configures a path filter. Any changes in the Chapter15
directory as well as changes to the pipeline.yaml file in the .github/
workflows/ directory will trigger the workflow to run.

* Line 13: This configures the workflow in such a way that it can be
triggered manually as well. This means that you can trigger the
workflow to run without making a code change.

You can also configure reusable variables in a GitHub Actions workflow. The
following code block configures the container registry name you will use in
multiple steps in the GitHub action:

14 # Env to set reusable variables
15 env:
16 ACRNAME: <acr-name>
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Here, you are setting the ACRNAME variable to the name of the container registry
you created. By using variables, you avoid having to configure the same value in
multiple places.

That explains how the pipeline is triggered and how you can configure
variables; let's now look at what will run in the pipeline.

5. Before we define the commands that are executed in the pipeline, let's explore
the structure of a GitHub Actions workflow, as shown in Figure 15.13:

GitHub Actions
workflow
— Job 1

—>step 1
—> step 2

> ...

.

—step 1

—step 2
_ aen

Figure 15.13: GitHub Actions workflow

A GitHub Actions workflow is made up of multiple jobs. A job can then have
multiple steps in it. Jobs run in parallel by default but can be configured to

run sequentially. The steps in a job will be run sequentially. A step in a job

will contain the actual commands that will be run as part of the pipeline. An
example of a step would be building a container image. There are multiple ways
to run commands in a workflow: you can either run direct shell commands

as you would on a regular terminal, or you can run prebuilt actions from the
GitHub community.

The jobs and steps are run on what is called a runner. By default, workflows are
run on hosted runners. These hosted runners run on infrastructure set up and
managed by GitHub. Optionally, you can run the jobs and steps on a self-hosted
runner. This gives you the ability to have more configuration capabilities on
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the runner, for instance, to allow you to use special hardware or have specific
software installed. Self-hosted runners can be physical, virtual, in a container,
on-premises, or in a cloud.

In this section, you will run workflow steps from the community as
well as shell commands. For an overview of actions available from the
community, please refer to the GitHub marketplace at https: //github.com

marketplace?type=actions.

In the CI pipeline you are building, you'll need to execute the following steps:

1. Get the GitHub repo on the action runner, also called a check-out of
your repository.

2. Log in to the Azure CLI.
3. Log in to Azure Container Registry.

4. Build a container image and push this container image to Azure
Container Registry.

Let's build the pipeline step by step.
. Before you build the actual steps in the pipeline, you'll need to configure the

jobs and the configuration of your job. Specifically, for this example, you can
use the following configuration:

18 jobs:

19 # This workflow contains a single job called "CI"
20 CI:

21 # The type of runner that the job will run on
22 runs-on: ubuntu-latest

You are configuring the following:

* Line 20: You are creating a single job called CI for now. You'll add the
CD job later.

* Line 22: This indicates that you'll run this job on a machine of type
ubuntu-latest.

This configures the GitHub runner for the steps. Let's now start building the
individual steps.


https://github.com/marketplace?type=actions
https://github.com/marketplace?type=actions
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7. The first step will be checking out the Git repo. This means that the code in the
repo gets loaded by the runner. This can be achieved using the following lines

of code:
25 steps:
26 # Checks-out your repository under $GITHUB_WORKSPACE, so
your job can access it
27 - name: Git checkout
28 uses: actions/checkout@v2

The first line represented here (line 25) is what opens the steps block and all
the following steps. The first step is called Git checkout (line 27) and simply
refers to a prebuilt action called actions/checkout@v2. The @v2 means that
you are using the second version of this action.

8. Next, you will need to log in to the Azure CLI and then use the Azure CLI to log
in to the Azure Container Registry. To do so, you'll make use of an action from
the marketplace. You can find items in the marketplace by using the search bar
at the right side of your screen, as shown in Figure 15.14:
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Figure 15.14: Searching for the Azure Login action
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For this demonstration, you will use the Azure Login action. Click on the Azure
Login action to get a screen with more information, as shown in Figure 15.15:
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Figure 15.15: More details about the Azure Login action

This shows you more information on how to use that action and gives you
sample code that you can copy and paste into the workflow editor.
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To log in to the Azure CLI and Azure Container Registry, you can use the
following code:

30 - name: az CLI login

31 uses: azure/login@vi

32 with:

33 creds: ${{ secrets.AZURE_CREDENTIALS }}
34

35 - name: ACR login

36 run: az acr login -n $ACRNAME

The first step logs in to the Azure CLI on the GitHub Actions runner. To log
in to the Azure CLI, it uses the secret you configured in the previous section.
The second job executes an Azure CLI command to log in to Azure Container
Registry. It uses the variable you configured on lines 14-15. It executes the
login command as a regular shell command. In the next step, you'll push the
image to this container registry.

9. Next, you build the container image. There are multiple ways to do this, and
you'll use docker/build-push-action in this example:

39 - name: Build and push image

40 uses: docker/build-push-action@v2

41 with:

42 context: ./Chapteri15

43 push: true

44 tags: ${{ env.ACRNAME }}.azurecr.io/website/website:${{

github. run_number }}

This step will build your container image and push it to the registry. You
configure the context to run within the Chapter15 folder, so the reference in
the Dockerfile to the index.html page remains valid. It will tag that image with
the name of your container registry, and as a version number for the container
image, it will use the run number of the GitHub action. To get the run number
of the workflow, you are using one of the default environment variables that
GitHub configures. For a full list, please refer to the GitHub documentation:
https: //docs.github.com /actions /reference /environment-variables.
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Note

In this example, you are using the workflow run number as the version for
your container image. Tagging container images is important since the tag
version indicates the version of the container. There are multiple other
strategies as well to version your container images.

One strategy that is discouraged is to tag container images with the latest
tag and use that tag in your Kubernetes deployments. The latest tagis the
default tag that Docker will add to images if no tag is supplied. The problem
with the latest tag is that if the image with the 1latest tag in your container
registry changes, Kubernetes will not pick up this change directly. On nodes
that have a local copy of the image with the latest tag, Kubernetes will not
pull the new image until a timeout expires; however, nodes that don't have a
copy of the image will pull the updated version when they need to run a pod
with this image. This can cause you to have different versions running in a
single deployment, which should be avoided.

10. You are now ready to save and run this GitHub Actions workflow. You can save
the workflow configuration file by clicking on the Start Commit button and
then confirming by clicking Commit new file, as shown in Figure 15.16:
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Figure 15.16: Saving the action configuration file
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11. Once the file has been saved, the workflow will be triggered to run. To follow

the logs of the workflow run, you can click on Actions at the top of the screen
This should show you a screen similar to Figure 15.17:

Y nillsf? f Hands-on-Kubernetes-an-Azure-Third -Edition et - 0

5 fhir 0 Heark ¥
Foabad Frons Pl Paskiiegla m i i sadd - ons Bl ves o w0 Apgid- Thaod - Lalipgai
¢ 3 Cnde 11 Pull requests (=} Achons [l Broymcts 1l Wiki Z tacunhy = Inmghts
Salsict ok Now Py st Do
Shorsing runs Tiom all workfows
0 Filler wearkiToas
16 veruk Mo e
Evesfl = Shahis v Aranch= Acar .
@ Update pipefneyaml o B 5w aga
Fipadine &0 Corramd DF55an ] plishesd by RRES E1 e

Figure 15.17: Getting the actions run history

Click on the top entry to get more details of your workflow run. This will bring
you to a screen similar to Figure 15.18:
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Figure 15.18: Detail screen of the action run
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This shows you your workflow detail and shows you that you had a single job

in your workflow. Click on CI to get the logs of that job. This will show you a
screen similar to Figure 15.19:
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Figure 15.19: Logs of the Cl job

On this screen, you can see the output logs of each step in your workflow.

You can expand the logs of each step by clicking on the arrow icon in front of
that step.
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12. In this example, you built a container image and pushed that to a container
registry on Azure. Let's verify this image was indeed pushed to the registry.
For this, go back to the Azure portal and, in the search bar, look for container
registry, as shown in Figure 15.20:
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Figure 15.20: Navigating to the Container registries service through the Azure portal

In the resulting screen, click on the registry you created earlier. Now, click
on Repositories on the left-hand side, which should show you the website/
website repository, as shown in Figure 15.21:
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Figure 15.21: Showing the website/website repository in the container registry
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13. If you click on the website/website repository link, you should see the image
tags for your container image, as shown in Figure 15.22:
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Figure 15.22: Image tags for the container image

If you compare the output of Figure 15.18 and Figure 15.22, you will see that the
run number of the action is also the tag on the image. In your case, that run
number and tag will likely be 1.

You have now built a rudimentary CI pipeline. When the code in the Chapter 15
folder is changed, the pipeline will run and build a new container image that will be
pushed to the container registry. In the next section, you will add a CD job to your
pipeline to also deploy the image to a deployment in Kubernetes.

Setting up a CD pipeline

You already have a pipeline with a CI job that will build a new container image.
In this section, you'll add a CD job to that pipeline that will deploy the updated
container image to a deployment in Kubernetes.
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To simplify the application deployment, a Helm Chart for the application has

been provided in the website folder inside Chapter 15. You can deploy the
application by deploying the Helm Chart. By deploying using a Helm Chart, you can
override the Helm values using the command line. You've done this in Chapter 12,
Connecting an app to an Azure database, when you configured WordPress to use an
external database.

In this CD job you will need to execute the following steps:

Check out the code.

Get AKS credentials.

Set up the application.

. (Optional) Get the service's public IP.

NN

Let's start building the CD pipeline. For your reference, the full CI and CD pipeline
has been provided in the pipeline-cicd.yaml file:

1. To add the CD job to the pipeline, you'll need to edit the pipeline.yaml file.
To do this, from within your forked repository, click on Code at the top of the
screen and go to the . github/workflows folder. In that folder, click on the
pipeline.yaml file. Once that file is open, click on the pen icon in the top right,
as highlighted in Figure 15.23:
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Figure 15.23: Editing the pipeline.yaml file
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2.

In the file, at the bottom, start by adding the following lines to define the CD
job:

46 CD:

47 runs-on: ubuntu-latest
48 needs: CI

49 steps:

In this code block, you are creating the CD job. This will again run on an
ubuntu-latest runner. On line 48, you are defining that this job has a
dependency on the CI job. This means that this job will only start after the CI
job finishes, and it will only run if the CI job finishes successfully. Finally, line 49
opens the steps block, which you will fill in next.

The first step will be a Git checkout. This will use the same step you use in the
CI job as well:

50 - name: Git checkout
51 uses: actions/checkout@v2

Next, you'll need to log in to the Azure CLI and get the AKS credentials. You
could do this by using the same approach as you did in the CI job, meaning
you could do an Azure CLI login and then run the az aks get-credentials
command on the runner. However, there is a single GitHub action that can
achieve this for AKS:

53 - name: Azure Kubernetes set context

54 uses: Azure/aks-set-context@v1

55 with:

56 creds: ${{ secrets.AZURE_CREDENTIALS }}
57 resource-group: rg-handsonaks

58 cluster-name: handsonaks

This step uses the Azure/aks-set-context action from Microsoft. You
configure it with the Azure credentials secrets you created, and then define
the resource group and cluster name you want to use. This will configure the
GitHub action runner to use those AKS credentials.
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5. You can now create the application on the cluster. As mentioned in the
introduction of this section, you will deploy the application using the Helm
Chart created in the website folder for this chapter. To deploy this Helm Chart
on your cluster, you can use the following code:

60 - name: Helm upgrade

61 run: |

62 helm upgrade website Chapter15/website --install \

63 --set image.repository=$ACRNAME.azurecr.io/website/
website \

64 --set image.tag=${{ github.run_number }}

This code block executes a Helm upgrade command. The first argument
(website) refers to the name of the Helm release. The second argument
(Chapter15/website) refers to the location of the Helm Chart. The --install
parameter configures Helm in such a way that if the chart isn't installed yet, it
will be installed. This will be the case the first time you run this action.

In the following two lines, you set Helm values. You set the image repository to
the website/website repo in your container registry, and you set the tag to the
run number of the action. This is the same value you are using in the CI step to
tag the image.

6. Finally, there is one optional step you can include in your workflow. This is
getting the public IP address of the service that will be created to serve your
website. This is optional because you could get this IP address using kubectl in
Azure Cloud Shell, but it has been provided for your convenience:

66 - name: Get service IP

67 run: |

68 PUBLICIP=""

69 while [ -z $PUBLICIP ]; do

70 echo "Waiting for public IP..."

71 PUBLICIP=$(kubectl get service website -o
jsonpath="'{.status.loadBalancer.ingress[0].ip}"')

72 [ -z "$PUBLICIP" ] && sleep 10

73 done

74 echo $PUBLICIP
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This code block will run a small Bash script. While the public IP hasn't been
set, it will keep getting the public IP from the service using kubectl. Once the
public IP has been set, the public IP will be shown in the GitHub Actions log.

7. You are now ready to save the updated pipeline and run it for the first time. To
save the pipeline, click on the Start commit button at the top right of the screen
and click on Commit changes in the pop-up window, as shown in Figure 15.24:
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Figure 15.24: Pipeline workflow

8. Once you have committed the changes to GitHub, the workflow will be
triggered to run. To follow the deployment, click on Actions at the top of the
screen. Click on the top entry here to see the details of the run. Initially, the
output will look similar to Figure 15.25:



490 | Continuous integration and continuous deployment for AKS

¥ nillst? / Hands-on-Kubemetes-on-Azure-Third-Edition

Dwaikch = 0 [+ 3- TR W pod
o bidd Ty Pesrit Pub e vy Fared s i Eidid o - (v -A2

g Ihid-F dikye
i¥ Cpde 17 Pull requeris {x) Actions [A] Projace [T Wik {IF Sacuriy |= Insight

8 Update pipeline.yaml Pipeline 830

Canrel weorkilow

ﬁl Sy T o wil ik gty re Tk Tt chaiali Aarilancts
B HilsF purided o 200%c mal Oy ied - o
Joh
&
pipeline_yamd
L SR
® £ O en

Figure 15.25: Detailed output of the action run while the action is running

As you can see, you now have access to two jobs in this workflow run, the

CI job and the CD job. While the CI job is running, the CD job's logs won't be
available. Once the CI job finishes successfully, you'll be able to access the logs
of the CD job. Wait for a couple of seconds until the screen looks like Figure
15.26, which indicates that the workflow successfully finished:
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Figure 15.26: Detailed output of the action run after both jobs finished

9. Now, click on the CD job to see the logs of this job. Click on the arrow next to

Get service IP to see the public IP of the service that got created, as shown in
Figure 15.27:
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Figure 15.27: Logs of the CD job showing the public IP address of the service

Open a new tab in your web browser to visit your website. You should see an
output similar to Figure 15.28:
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Figure 15.28: Website running version 1

10. Let's now test the end-to-end pipeline by making a change to the index.
html file. To do this, in GitHub, click on Code at the top of the screen, open
Chapter15, and click on the index.html file. In the resulting window, click on
the pen icon in the top right, as shown in Figure 15.29:
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Figure 15.29: Clicking on the pen icon to edit the index.html file

11. You can now edit the file. Change the version of the website to version 2 (or
any other changes you might want to make), and then scroll to the bottom of
the screen to save the changes. Click on the Commit changes button to commit
the changes to GitHub, as shown in Figure 15.30:
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Figure 15.30: Saving the changes to the index.html file
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12. This will trigger the workflow to be run. It will run through both the CI and CD
jobs. This means that a new container will be built, with an updated index.
html file. You can follow the status of the workflow run as you've done before,
by clicking on Actions at the top of the screen and clicking on the top run. Wait
until the job has finished, as shown in Figure 15.31:
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Figure 15.31: Action run after updating index.html

13. If you now browse back to the IP address you got as an output of step 9,

you should see the updated webpage showing you Version 2, as shown in
Figure 15.32:
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Figure 15.32: The web page has been updated to version 2
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This has shown you that the pipeline executed successfully and has brought your
code changes to production.

Note

In this example, you updated the production version of your website directly,
without any approvals. GitHub Actions also allows you to configure manual
approvals in case you want to test changes before promoting them to
production. To configure manual approvals, you can use the environments
functionality in GitHub Actions. For more information, please refer to https://
docs.github.com/en/actions/reference/environments.

This concludes this example of CI and CD using GitHub Actions. Let's make sure
to clean up the resource you created for this chapter. In Cloud Shell, execute the
following commands:

helm uninstall website
az group delete -n rg-pipelines --yes

Since this also marks the end of the examples in this book, you can now also delete
the cluster itself if you do not need it anymore. If you wish to do so, you can use
the following command to delete the cluster:

az group delete -n rg-handsonaks --yes

This way, you ensure you aren't paying for the resources if you're no longer using
them after you've finished the examples in this book.

Summary

You have now successfully created a CI/CD pipeline for your Kubernetes cluster.
Cl is the process of frequently building and testing software, whereas CD is the
practice of regularly deploying software.

In this chapter, you used GitHub Actions as a platform to build a CI/CD pipeline.
You started by building the CI pipeline. In that pipeline, you built a container image
and pushed it to the container registry.
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Finally, you also added a CD pipeline to deploy that container image to your
Kubernetes cluster. You were able to verify that by making code changes to a
webpage, the pipeline was triggered and code changes were pushed to your
cluster.

The CI/CD pipeline you built in this chapter is a starter pipeline that lays

the foundation for a more robust CI/CD pipeline that you can use to deploy
applications to production. You should consider adding more tests to the pipeline
and also integrate it with different branches before using it in production.

Final thoughts

This chapter also concludes this book. During the course of this book, you've
learned how to work with AKS through a series of hands-on examples.

The book started by covering the basics; you learned about containers and
Kubernetes and you created an AKS cluster.

The next section focused on application deployment on AKS. You learned different
ways of deploying applications to AKS, how to scale applications, how to debug
failures, and how to secure services using HTTPS.

The next sections focused on security in AKS. You learned about role-based access
control in Kubernetes and how you can integrate AKS with Azure Active Directory.
Then, you learned about pod identities, and pod identities were used in a couple of
follow-up chapters. After that, you learned how to securely store secrets in AKS,
and then we focused on network security.

The final section of this book focused on a number of advanced integrations of

AKS with other services. You deployed an Azure database through the Kubernetes
API and integrated it with a WordPress application on your cluster. You then
explored how to monitor configuration and remediate threats on your cluster using
Azure Security Center. You then deployed Azure functions on your cluster and
scaled them using KEDA. In this final chapter, you configured a CI/CD pipeline to
automatically deploy an application to Kubernetes based on code changes.

If you've successfully completed all the examples provided in this book, you should
now be ready to build and run applications at scale on top of AKS.
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224-226, 229-232,
234-235, 238, 240-242,
244, 247-252, 254-259,
261-263, 270-271,
274-275, 284, 288,
290-295, 299-301,
310-317, 320-330, 333,
336, 341, 343-344, 349,
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306-308, 318-324,
328-329, 331-333,



336-338, 340-341,
343-346, 348, 350-351,
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crypto-miner:
396-397, 400, 407,
415, 417, 422-424
curl: 131, 319, 328, 333,
338, 341,439
currency: 421-423, 425

D
daemon: 15, 19
daemonset: 254
dashboard: 36, 390,
399-402, 415,
417-421, 427
data: 9, 39, 57, 64, 66-67,
69, 71, 88-89, 94,
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415-417, 423, 428
deploy: 8, 11, 25, 28,
43-44, 52, 55-59, 61,
65, 71,74, 77, 85, 118,
128-129, 157-158, 161,
177, 200, 240-241, 315,

370, 372-373, 389,
396, 399-400, 427,
430-432, 445-446,
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139, 142, 144, 156-157,
180, 183-184, 186, 188,
190, 194, 196, 198-201,
205, 224, 267, 269-270,
273, 330, 343, 357, 370,
373, 385, 396-399,
407-409, 415, 446-447,
457,460, 463, 465, 481,
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199-200, 242-244,
263, 267, 269, 280,
283, 285, 302-303,
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445-446, 455-456,

458-461, 464-466, 481,

485, 487, 495-496
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memory: 45-46,
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microsoft: 8, 14, 22, 25,
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openfaas: 431

open-source: 8, 14, 28,
166, 178, 255-256,
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216, 302, 305, 411

password: 123-124,
144, 236, 245-246,
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patch: 113, 119-122, 126,
373, 401, 407-409, 419

path: 68-69, 89, 104,
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174,199, 351, 398,
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platform: 7-8, 14, 20,
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pod-id: 70, 74,
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293, 309, 370, 386
pod-managed: 251-258,
268-271, 291, 294,
357, 359-360, 437
podselector: 347, 349
policies: 312, 316,
330, 343-344, 349,
351-352, 391
powershell: 28, 40
private: 15-16, 18, 23,
164, 188, 252, 266,
274, 311, 314-315, 317,
321-326, 328-330, 333,
343, 352, 433, 437
probes: 177, 180, 196-197,
200-202, 205, 217
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provider: 87, 91,
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289-290, 301-302,
305, 310, 360, 431
pvces: 90-91, 94,
135, 139-140, 142,
146-147, 152
python: 11, 442-443, 459

Q

queries: 216, 218, 223, 225
quota: 36, 256, 323

R
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235, 238, 240, 242-246,
249-250, 274, 284, 399
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180-181, 196-197,
200-203, 205, 217

recover: 127-128, 139,
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63-64, 67-77,79, 85,
134, 139, 192, 195, 355
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64-66, 68-69
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62-64, 67-70,
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404, 411, 418, 420,

428, 437, 440, 469
summary: 25, 52, 94,
126, 153, 176, 226, 250,
271, 310, 352, 387,
404, 428, 461, 495
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